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1 Preparation job before configuration

1.1 Learn your router version and feature

1) H820 series contains different version and option feature. Please learn it before using it.
H820 series defines the model as follows,

HB820X --- XXX (option) --- RSxxx (option)

232: RS232 port
485: R5485 port

W: WiFi
G: GP5

W: 3G WCDMA HSPA version, work under HSPAHSUPA/HSDPA EDGE/GPRS/GSM networks
P: 3G HSPA+ version, work under HSPA+/HSPA/HSUPA/HSDRPA EDGE/GPRS/GSM networks
EV: 3G EVDO version, work under EVDO/CDMATx netwarks
t: 4G LTE vesion, work under 4G LTE and back compatible to

HSPA+/HSPAHSUPA/MHSDRPA EDGE/GPRS/GSM networks or EVDO/CDMATx networks

Notes: please be informed the following features are option. Please indicate with your
orders.

1) WiFi Feature

2) GPS feature

3) Serial to cellular feature, RS232 or RS485 can choose one

4) Voice/SMS control

5) DC7V~50V

6) BGP, OSPF, RIP, etc.
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7) RMS (Remote Management System)

2) Find the modem type info at the back cover of the router. This will be used while do configuration.

For example: the following label indicates the version, type and inside module modem.
The module modem name is “ME909s-821", remember this and will select this module name while do
configuration.

Cellular Router

Model: H820t-W-G-RS232
Cell Modem: ME909s-821

IP: 192.168.8.1 c € F@
AP

20160426

SN: Amelie0001 —
E-Lins Technology Co.,Ltd.

SHOY

1.2 Prepare SIM Card and working condition

1. H820 router has different version. Study your router version before installation.

2. For GSM/GPRS/EDGE/HSDPA/HSUPA/HSPA/HSPA+/4G LTE version, please get a SIM card with data
business.

3. For CDMA2000 EVDO/CDMA1Xx version, please get a UIM card with data business or inform us before order
if the network uses non-ruim (nam-flashing).

4. Make sure the sim card or uim card is with enough data business and balance.

5. Make sure the signal is good enough where you test or install the router. Weak signal will make the router no
work. If you find your signal strength is not good, please contact us for high gain antenna.

6. Different countries and carriers use different network band and frequency. E-Lins packs units with free
world-wide-use antenna. It can work, but the data speed or signal may not be good at your sites. Please buy
dedicated high gain antenna from your local suppliers or contact E-Lins to OEM/ODM the antenna.
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1.3 Highly recommendation for the configuration

The wireless cellular is unstable sometimes with some uncertain issue. In order to keep the router working in
the best condition, it is highly recommended that the Cell ICMP Check feature is activated. Please refer to
chapter 3.3.3.2 to configure.

2 Hardware Installation

This chapter mainly describes the appearance, model and function of H820 series and how to
install and set the configurations.

1. Overall Dimension

2. Accessories Description
3. Installment

2.1 Overall Dimension

E-Lins Technology Co.,Limited
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2.2 The Ports

Back Picture:

AN 9
o 0 ANT2 ;

e

LAN3 (L WAN

ANT1(CELL): for cellular
ANT2(AUX): for cellular diversity receiving MIMO. Notes: the old version ANT2 is for diversity or
for GPS.

ANT3 (WiFi): for WiFi

ANT4 (GPS): for GPS. Notes: the old version has no ANT4.

SIM: for sim card

COM: DB for serial port.

LAN1~LAN4: LAN RJ45 Ethernet ports.

WAN: WAN RJ45 Ethernet ports.

RST: sys reset button

E-Lins Technology Co.,Limited
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PWR: DC power socket. DC5~40V, DC5~50V option depends on the router version.

GND: DC wire ground
VCC: DC wire positive pole. DC5~40V, DC5~50V option depends on the router version
WPS: WPS button

Antenna Connection Table

Antenna Connector Marks

Cell for main cell antenna
Aux for auxiliary cell antenna
WiFi / WLAN for WiFi antenna

GPS for GPS antenna

2.3 Installment

H820 series should be installed and configured properly before putting in service. The
installation and configuration should be done or supervise by qualified engineer.
Attention:

Do not install H820 series or connect/disconnect its cable when it is power on.

2.4 SIM/UIM card installed

If your router has SIM/UIM card protector, please remove it, insert the sim card correctly,

and fix the protector.

If your router has no SIM/UIM card protector, please insert the sim card correctly.

Attention: SIM/UIM card does not reach the designated position, the equipment can not
find a card, can't work normally, therefore inserted a try to check again for a SIM
card is stuck fast.

E-Lins Technology Co.,Limited
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2.5 The installation of terminal blocks

This chapter is for version with terminal blocks only. Default, the H820 is with DB9
connector. Please use DB9 cable to connect H820 and the equipment directly.

The following is for version with terminal blocks only:
H820 uses pluggable terminals to connect the user’s data and the power supply. Spacing:
3.81mm, 10 Pin; User data and power supply suggestion: 14~24AWG. Please refer to the
table 2-4 for the interface definition of the power cable and connection sequence. Specific
interface definition of the power cable and connection sequence you can read on the
labels of H820 products. Using 14~24AWG cable and referring to H820 products labels
or the bellowed interface definition and connection sequence, you need to use the oblate
screw driver to fix the cable to the connecting jacks of the pluggable terminal. After
successfully connection, you need to insert the terminal into the corresponding position in
the bottom of the H820 products.
Notes: Connection sequence should be accurate. Cable’s insulating striping length is
about 7mm. (For safety, insulating striping length should be too long). Please refer

to the picture.

Attention:

1. The power cable should be connected correctly. We “suggestion double check before
switch it on .Wrong connections may destroy the equipment.

2.Power terminals: Pin 1 and Pin 2;

3.Here: Pin 2 is “GND”, PIN 1 is power input “Vin”(DC5~40V, or DV5~50V).

PIN Signal Description Note
1 VCC +5-40V DC Input, | Current: 12V/1A

E-Lins Technology Co.,Limited
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+5~50V option
2 GND Ground
3 TX Transmit Data
4 RX Receive Data
5 PGND Ground
Reset Pin has the same
function with reset
button. In the usage, it
needs to be short
connected to the GND.
6 RST Reset After giving the device a
1 sec low level, it will
reboot.3 seconds, the
device will restore
factory settings
General Purpose
7 DIOO0 10
General  Purpose
8 DIO1 10
9 NC Not connect
I/O Terminal on router Serial port (RS485 or
RS232)
Port 3 (GND) Pin 5
Port 4 (RX) Pin 2
Port 5 (TX) Pin 3

Notes: If not through, can switch Port4 and port5.

2.6 Grounding

To ensure a safe, stable and reliable H820 series operation, Router cabinet should be
grounded properly.

2.7 Power Supply

H820 series can be applied to complicated external environment and usually the power

range is very large. So in order to fit the complicated application environment and improve

the stability of the system, H820 series is designed with advanced power management

E-Lins Technology Co.,Limited
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technology. The DC power supply electronic to the device via the pluggable terminal PIN
2(GND) and PIN 1(Vin). Please refer to the above table for the detail definition of the
terminal.

Normally, H820 series input powers supply is +5~+40V (if your H820 support 50V, the
option is +5~+50V). In most cases, the standard configuration is 12V/1A.

=Lin:

2.8 LED and Check Network Status

Please connect the antenna after you successfully connect to the cable. And then insert
the valid SIM/UIM card and provide the power to the H820 series via the cable. After
provide the power to H820, if the SYS LED starts to blink in a few seconds, that means the
system start-up is normal; if the CELL LED works, that means the network is online; if the
VPN light works, that means VPN tunnel has been set up. Please refer to the below table
for the situation of the indication lights.

LED __ Indication Light | Description |

On for 25 seconds On for 25 seconds after power supply
blink System set-up normally
Off or still on after 25 | System set-up failure
seconds
LAN1~ blink Data transmission in Ethernet
LA Off Ethernet connection abnormal
On Ethernet is connected
VPN On VPN tunnel set-up
Off VPN tunnel set-up failure or unactivated
CELL On Access to the Internet
WIFI On Enable
Off Disable
WAN blink Data transmission in Ethernet
Off Ethernet connection abnormal

E-Lins Technology Co.,Limited
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On Ethernet is connected
Signal Off No signal, or signal checking is not ready
4s blink 1 time Signal bar is 1
3s blink 1 time Signal bar is 2
2s blink 1 time Signal bar is 3
1s blink 1 time Signal bar is 4
1s blink 2 times Signal bar is 5

3 Software configuration

1. Overview
2. How to log into the Router
3. How to config web

3.1 Overview

H820 series routers with built-in WEB interface configuration, management and debugging
tools, user should configuration the parameters first; and it could be altered the parameters
flexibility and software upgrades and simple testing. User can set up and manage the
parameters of the router on its interface, detail step are bellow:

3.2 How to log into the Router

3.2.1 Network Configuration of the Computer.
The router default parameters as follow
Default IP: 192.168.8.1, sub mask: 255.255.255.0.

There are two ways to set the PC’s |IP address.
Way 1) Manual setting
Set the PC IP as 192.168.8.xxx (xxx = 2~254), subnet mask: 255.255.255.0, default

E-Lins Technology Co.,Limited
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| Geneal |

You can get IF settngs ssngned sutomaticaly if youw nebwok supports
thiz capabiity. Dtheswize, pou nesd to sk pour network. adminiztrator for
the aporopriste P setlings ﬂ &

("1 Obtain an IP addres: automabcaly

E:I Uze the foliowing [P address-
IP address: [ 132 182 & 100 |
Subnet mask: [66 26 2% 0 |
I le Carrect - 3G,
Diafault gateway: 192 .168. 8 . 1
jrernet
Obtain DM5 server address aulomatcaly
(%) Uze the fobowsng DHS server addiezzes: Lotk Connection Local Ares Connection
e - 4 Connected
Fratered DMS zerver [192.768. 8 . 1 s wirelsss Met,.. T _jn_ Atheros ARS1Z1JARELIZARE. .,
Alternzte DMS arvar. |

Way 2) DHCP

Choose “Obtain an IP address automatically” and “Obtain DNS server address
automatically”.

-\~ Local Area Connection Properties

General | Authentication || Advanced |

Internet Protocol (TCP/IP) Properties

e

General | Aermate Conliguration|

‘You can get IP settings assigned autormatically if your network supports
this capability. Dthemwsse, you need to agk your network administratos for
the appropriate IP settings.

I@ Obtain an IP addiess automatically I

{7 Use the following IF address:
4 Local Area Connection
= - Connected
S ubinet ma | .. Atheros ARB1Z1/ARS113[ARE, .,
Jefaul qateway

I@ Obain DNS server address au!amdl:allyl

i
B ) Use the fallaving DNS server addresses:
DS zerver . |
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4 Local Area Connection Status @EJ
Gereral | Support
Lomnechon stabusz
& Addiezs Tupe Assigred by DHCP
& 1P address 192168 8,100
Subnet ask: 255.255.265.0
Diefaul Gateway: 19216881

‘windows did not delect poblems with this i
correchon. I pou carmot conmect, chck o
Fepai

Claze |

After IP setting, check it by ping. Click Windows start menu, run, execute “cmd” command.
Input “ping 192.168.8.1” in the DOS window.
izsDocuments and Settingsstttiping 192 _168.8.1

Pinging 192.168.8.1 with 32 bytes of data:z

feply from
Heply from
teply from

leply from

This information means the connection is work.

inging 192.168.8.1 with 32 bytes of data:

Deztination host unreachahle.
ination host unpere
ination host unre ]

lestination host uwnreachahle.

= 4 (188x loss).

Regquest timed

This information means the connection is failure. If so, please check the network cable
connection and |IP address setting, and can refer to Chapter 4.9.

3.2.2 Log into Router

® Open the Web Browser, and type http://192.168.8.1 into the address field and press
E-Lins Technology Co.,Limited
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Enter bottom in your computer keyboard.
® Type User Name “admin” and Password “admin” in the pop-up Login Window, and then
press the “Apply” button.

Connect to 192.168.8.1

el Rouber

Lser name: < v

Passward:

[CIremermber my password

l OK ][ Cancel ]

® [f you type into the correct User Name and Password, you will get the access into the
Router’s Web Management Page.

Ethernet Port Status

L JC JC 1 [ 1]

LAMT LAMNZ LAM3 LAN4  WAN

Access Point Status

System Info

Series |H820

SN 086412100296

Software Version 2.2.11 (0ct 20 2012)
|Hard1.nrare‘u'er5iun |1.D.I:I

|S]rstem Up Time |22 min

|Dperaﬁun Mode |Gateway Mode

Cell Modem |HUAWEI-EM770_820_Series
IMEVESN 354283040340808

Sim Status |SIM ready

‘Selected Network lauTo

|Regi5tered Metwark |Registered on Home network: "460017 2
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3.3 How to configure web

3.3.1 Main Menu as below Picture

Ethernet Port Status

L L JC 1M [ 1]

LAMT LANZ LAM3 LAM4  WAN

Access Point Status

System Info

Series 'He20

SN 086412100296

Software Version 2211 (Oct 20 2012)
|Hardware‘u"er5inn |*I.EI.L'.I

|S].rstem Lp Time |22 min

|Dperaﬁon Mode |Gateway Mode

Cell Modem |HUAWEI-EM770_820_Series
IMEIESN 354283040340808

'Sim Status |SIM ready

‘Selected Network |AUTO

|Regi5tered Metwork |Registered on Home network: "46001" 2

3.3.2 Operation Mode
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Operation Mode Configuration
open all | close all

You may configure the operation mode suitable for you environment.

¢ Router
----- Status .
Oeridge:
_____ ) DTU All ethernet and wireless interfaces are bridged into a single bridge interface.
ey ® Gateway:
""" e ba The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
""" [ Gps interface are bridged together and are treated as LAN ports.
""" ) SMS/voice O AP Client:
""" ) vRRP The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
----- {] Connect Modem ethernet ports are LAN ports.
----- {] sms
[-] Network Settings Ethernet wan port as wan in AP Client Mode
E-+{_] VPN Ethernet wan port as lan in Cell Gateway Mode  []
) WIFL All Data to WAN with NAT O
-] Firewall
F-{] Administration NAT Enabled: Enable
TCP Timeout 180
UDP Timeout 180
Apply Cancel
> Bridge
All Ethernet and wireless interfaces are bridged into a single bridge interface.
> Gateway
The first Ethernet port is treated as WAN port. The other Ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.
> AP Client
The wireless apcli interface is treated as WAN port and the wireless ap interface and the
Ethernet ports are LAN ports.
> NAT Enabled
Network Address Translation. Default is Enable
» Ethernet wan port as wan in AP Client Mode
The Ethernet wan port is used as for WAN in AP Client mode. Default is Checked
» Ethernet wan port as lan in Cell Gateway Mode

The Ethernet wan port is used as for lan port to get 5 LAN Ethernet ports, which is only for
Cell Gateway Mode. If is WAN RJ45 Ethernet port is used for WAN, please do not check this
feature. Default is Checked
> All Data to WAN with NAT

If check this feature, all data to H820 WAN will be NAT. For example if use H820 to be
VPN Server, and the Clients need visit internet through H820 via VPN, the feature need to be
checked. Default is Unchecked

Normally and default we select “Gateway mode”, and keep all other parameters as default.
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3.3.3 WAN Settings

spen all | close all Wide Area Network (WAN) Settings
ti BDUt&r You may choose different connection type suitable for your environment. Besides, you may also
-] Status configure parameters according to the selected connection type.
-+ ] Operation Mode
) DTU
-} Link Backup
-] GPs WAN Connection Type: Cell Metwork hd
- SM5/Voice
) VRRP Cell Mode
£+ Internet Settings Cell Modem | HUAWEI-EM7T0_820_Series ~
-] WATE = i
T AN Modem Description |HUAWEI' WCDMA 3G modem
-] DHCP dlients Metwork Type ! AUTD h
-} WEN Passthrough [~ :
g BT iDnIlne Mode | Keep Alive
-] Dynamic Routing !F‘arameterGroups | WCDMA -
-] SNMP Advance Parameter Groups
P
-] Cell ICMP Check [ -
- Lo Interface | ” Advance Cell Options l
E-_] VPN MAC Clone
B+ WIFI I |
¢ |Enabled i -
"] Firewall | sLts | Disable
[+

-1~ Administration l Apply ] [ Cancel ]

> WAN Connection Type
Support Static IP, DHCP, PPPoE, L2TP, PPTP, CELL Network.

3.3.3.1 WAN - Cellular Network

> Cell Modem
System supports different cell modem. Default, the router is with right Cell Modem name before
shipment. If you replace with other different Cell Modem, must select AUTO_DETECT and click
Apply button to reboot the router, the router will automatically check the Cell Modem name.

Notes: the Cell Modem Type was marked on the back of the router.

For example, it shows the following picture. H820 is the router series name,
H820w-W-RS232 is the part number name. And the EM820w Cell Modem is the Cell
Modem name.
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Cellular Router

Type:H820w-W-Rs232 (€
Cell Modem: EM820w

http://192.168.8.1 F@
(LR UL 7
[

H820-12101103

Cell Modem Detection Step >>

Notes: If you don’t replace any cellular module or not do the “Load Default to factory”, please skip this step and jump to
next settings.

At “Cell Modem”, please select “AUTO_DETECT”, and click “Apply” button. The router will automatically detect the
module modem.

Notes: we highly suggest that reboot the router (power off and re-power on) after we select “AUTO_DETECT".

WAMN Connection Type: Cell Metwork -

Cell Mode

Cell Modem | AUTO_DETECT vI

Modem Description [HUAWEI CDMA 3G modem
.Nehn.rnrk Type AUTO -

Online Mode Keep Alive -

Parameter Groups COMA - [Uiew” Delete ]

[ Advance Parameter Groups ]

[ Advance Cell Options ]

MAC Clone

Enabled Disable -

Apply | [ Cancel ]

E-Lins Technology Co.,Limited
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A\

Modem Description

It will display related description after the H820 router detects the Cell Modem.

A\

Network Type

Select the type. Different Cell Modem supports different types. Default select AUTO.

> Online Mode

Keep Alive: means always online. The router will keep online whatever there is data for

transmission or not.

On Demand: The router will dialup when there is data for transmission.

Cnline Mode

On Demand -

Idle Time (minutes); 5

Idle time (minutes): fill in the time. For example, fill in 5, the router will offline after 5 minutes if

there is no data for transmission.

On Time: router dialup or offline with schedule. Totally supports 4 groups.

Cnline Mode

> MAC Clone

On Time -

set MTP Server in management page before used.

Enable and disable the MAC clone function.

> Parameter Groups

APN Group Option

Marks

AUTO Only keep for future use. Normally do not select this

WCDMA If your router is 4G LTE or WCDMA
HSPA/HSDPA/HSUPA/HSPA+/EDGE/GPRS/GSM
version, please select this one

CDMA If your router is CDMA2000 EVDO or CDMA1x version,
please select this one

TD-SCDMA If your router is TD-SCDMA HSDPA/HSUPA version,

please select this one

User-defined (only show
after user defined one)

If you add one APN group with your defined parameters,
please select this one

» Advance Parameter Groups

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. Define one APN
Group to fit your network and sim card.

E-Lins Technology Co.,Limited
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Cell Modem Parameters Groups

Parameters Groups Mame : WCDMA_test E-Lins

Dialup *99¢ -

APN 3gnet

User wap

Password wap

Command

_Auth Type AUTO A
-F'in Code

.Local IP

MTU

- If change this parameters groups please press Add/Edit

to buttan first!

[ Advance Parameter Groups ]

| Add/Edit |

[ Advance Cell Options l

Fill in the related parameters. And DO NOT FORGET TO CLICK “Add/Edit” button.

Parameters Groups Name: you can fill in the name freely. But keep No Space between
characters.

\Parameters Groups Mame WCDMA_test E-Lins Right name
\Parameters Groups Name | WCDMA_test E-Lins Wrong Name
\Parameters Groups Name | WCDMA test E-Lins Wrong Name

Dialup: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier;
APN: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier;

User: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier.
Notes: If your SIM card has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMAV/LTE is “wap”, and for COMA/EVDO is “card”.

Password: fill in the related parameters. Get this parameter from the Sim Card Provider or Carrier.
Notes: If your SIM card has no user name, please input out default value, otherwise the router may
not dialup. Our default value for GSM/WCDMAV/LTE is “wap”, and for CDOMA/EVDO is “card”.
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Command: this is for command to control the module or router. Normally is for debug use.

Auth Type: Three options (AUTO, PAP, CHAP/MS-CHAP/MS-CHAP2). Please confirm your
carrier provide the types of authentication. Normally select AUTO. If not work, try to use PAP or
CHAP.

PIN code: if necessary. Most of sim card has no PIN code, and then keep it as blank.

Notes: Please press Add/Edit button to add your defined APN parameters. At Parameter Groups, it
will automatically choose the defined APN Parameter Groups.

> Advance Cell Options
Notes: If you don’t know advance cell parameters very well, please keep default settings.

Otherwise the router may not work.

Click Advance Parameter Groups, Cell Modem Parameters Groups expand. 2" click to

contract.

LCF | © Disable @ Enable interval(sec). 10
PAP Disable @ Auto
\CHAP E.-:- Disable @ Auto
\MS-CHAP Disable @ Auto
|MS-CHAP-V2 | Disable @ Auto
;Cﬂmpressinn Contral Protocal --.é- Disable ©) Require
:ﬁddress!t}nntrnl Compression : @ Disable © Require
Protocal Field Compression [ i@ Dizable ©) Require
.‘uLI TCPAP Header Compression _ @ Disable © Require
:Cnnnectinn—ID Compression _--@r- Disable ©) Require
.ESD—Cnmpress Ccompression E.-@- Disable © Require
|Deflate compression '.@,-. Disable (0 Require
|MPPE Encryption | .-é- Disable @ Enable
'MPPE 40bit --.é- Disable ) Enable
EF{»afus'e Stateless Encryption : i@ Di=zable ©) Enable

[Mare Options (-~ for separate)

LCP: ppp dialup monitor. At interval(sec), fill in the time for every check. For example, if fill in
10, the router will get LCP check every 10 seconds.
Other parameters: user can disable or enable or define it.
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Notes:

1. Do not forget to click Apply button after setting.

2. Sometimes the router cannot dialup after the APN configuration, please power off the router,
and re-power on it. Because some radio modules need reboot after the initial APN configuration.

3.3.3.2 Cell ICMP Check

Notes:

1) For router working with best stability, we highly suggest activate and use this feature.

With this feature, the Router will automatically detect its working status and fix the problem.

2) Please disable the “Ping from WAN Filter” if use ICMP check feature, otherwise it cannot work.

-{ | Operation Mode

-{] DTU

1] Link Backup Remote management

-] GPS —

-] SMS/Voice ‘Remote management (via WAN) | Allow -
-] VRRP

#-_7] Internet Settings

-] VPN Pina form WAN Filter

Bl WIFI A ‘F‘ing form WAN Filter | Disable
El-—=j] Firewall T

-« 1 MAC/IP/Port Filtering

- | Port Forwarding Block Port Sc:
- ock Port Scan
] System Security | ‘EHDCK _ | Eratle -

-1 ] Content Filtering
B Administration

ICMP check and Reboot Settings

Active

. google, com [ Hozt/IF check ]
Check method

112,134, 33. 8 | Host/IP check |
Check interval time (sec) B0 (G0-86400)
Check Count 3 (3-1000)
Reboot Count Before Sleep 3 (2-50)
Sleep Time (min) 5 (0-43200)
Comment: Itis anly used for Cell Keep_Alive and On_Time mode! if you active link_backup you
mask set the interval bigger the 3 min

® Active: tick it to enable ICMP check feature
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® Check method: fill in checking domain name or IP. Click HOST/IP check button to verify
before using it.

® Check interval time (sec): set the interval time of every check
® Check Count: set the checking count number
® Reboot Count Before Sleep: H820 Router will sleep to stop checking after failed with set

times.
® Sleep Time (min): H820 Router sleep timing before resume check.

Example with above picture:

H820 Router check “www.google.com” and “112.134.33.8”, it will check 3 times. After the previous
check, it will do next check after 60 seconds. Totally it will check 3 times. If 3 times all failed, H820
Router will reboot. If reboots 3 times continuously, H820 Router goes to sleep to stop checking.
The sleep time is 5 minutes. After 5 minutes, H820 Router resume to cycle the checking.

3.3.3.3 AP Client mode (WiFi Client)

Set H820 as an AP client, H820 will connect the upper WiFi router or WiFi AP.

Step1)

H820 web -- Operation Mode — Choose “AP Client”, and click apply button. Wait some time until
the H820 make the setting works.

open all | close all Operation Mode Configuration
4 Router You may configure the operation mode suitable for you environment.
----- {1 Status
oo
----- {1 DT
----- {1 Link Backup ) Bridge:
""" ) GPs All ethernet and wireless interfaces are bridged into a single bridge interface.
----- [ sMS/Vaice Gateway:
""" ] VRRP The first ethernet port is treated as WAN port. The other ethernet ports and the wireless

B+ Internet Settings infafface are bridged together and are treated as LAN ports.

..... ._I] WAN -
..... () LAN Theoudedless apcliinterface is treated as WAN port, and the wireless ap interface and the
..... ) DHCP clients ethernet ports are LAN ports.
----- { ] WPN Passthrough
..... ) static Routing Ethernet wan port as wan in AP Client Mode:  [¥]
""" L) Dynamic Routing MAT Enabled: Enable ~
..... I_'] QoS
..... {] SHMP TCP Timeout: 180
----- {1 cell ICMP Check !
UDP Timeout: 180

----- {1 Lo Interface
-] VPN
B WIFI g Apply 2 Cancel

The router will switch to AP Client mode.

Step2)
WIFI — AP Client
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Here fill in the parameters.

SSID: input the WiFi router’s SSID

Security Mode: choose correct one to match the WiFi router/AP you want to connect.
Encryption Type: choose correct one to match the WiFi router/AP you want to connect.

open all | close all AP Client Feature

j Router

- ) Status

- | Operation Mode
DTU

1)
j :;Z Backup AP Client Parameters
- | SMS/Voice 351D elins123

F-{) Internet Settings MAC Address (Optional)
F-_] WPN )

E-£3 WIFI Security Mode WPAZPSK -
-] Basic
-{ ] Adwvanced
L Security Pass Phrase
-] wDs

-] Wes Apply | | Cancel
[ o]

-] Station List
~{ | Statistics

You could configure AP Client parameters here.

Encryption Type AES -

Step3)
WIFI -- Basic
Elﬂ WIFI

il Basic I

-1 Adwvanced
-] Security

Here please select the right channel the same with the upper WiFi Router/AP you want to connect.

Basic Settings

This is from the upper Wikl Router/AP

Wireless Metwork Mode:  B/G/N-Mixed -

|Wire|ess Channel: 9-2452GHz

Multiple BSSID: @ Enabled () Disabled
551D 551D Name 551D Broadcast
5511 elins123 Enabled -
55ID2 E-Lins Dizabled -
55103 Enabled
S51D4 Enabled
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Then choose the same Channel in H820 router as follows,

Broadcast Metwork Mame (5510) @ Enable ) Disable

AP Isolation (@) Enable @ Disable
MBSSID AP Isolation ) Enable @ Disable
BSSID 08:66:01:00:07.C2
Frequency (Channel) 2452MHz (Channel 3) -
Step4)

Internet Settings — WAN

Wide Area Network (WAN) Settings

You may choose different connection type suitable for your environment. Besides, you may also
configure parameters according to the selected connection type.

VWAN Connection Type: OHCP (Auto config) | -
Hostname
(optional)
Enabled Disable -
[ Apply ] [ Cancel ]

At “WAN Connection Type”, choose “DHCP (Auto Config)’, and click “Apply” button. The H820
router will automatically connect the WiFi Router and get local IP from the wifi router. You can

check at status info page.

3.3.3.4 WAN - PPPoE (xDSL)

Set H820 WAN via PPPoE, H820 will connect the upper PPPoE modem.

Step 1)

Connect RJ45 cable between PPPoE modem to H820 WAN RJ45 port. Once it's connected, the

H820 Web Ethernet Port Status will display.

E-Lins Technology Co.,Limited

Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



. -Lin9 JEQE Wl S R o S R |
&/ E-Lins Technology Co.,Limited

H820 User Manual

Ethernet Port Status

I N | { Ny

LAMT LAMNZ LAN3 LAN4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H820 web — Operation Mode, choose “Gateway” mode

() Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:
The wireless apcli interface is treated as WAMN port, and the wireless ap interface and the
ethernet ports are LAM ports.

Step 3)
H820 web — Internet Settings — WAN — WAN Connection Type, choose “PPPoE (ADSL)”

VAN Connection Type: PPPoE (ADSL) -
PPPoE Mode
User Mame 280014387653
Passward TITIIIL
Verify Password l-l-l-l-l-l-l-l-|
Keep Alive -
Operation Mode Keep Alive Mode: Redial Period 60 senconds
On demand Mode: Idle Time | © minutes
MAC Clone
Enabled Disable -
[ Apply ] [ Cancel ]

WAN Connection Type: choose “PPPoE (ADSL)’

User Name: fill in the PPPoE username

Password: fill in the PPPoE password

Operation Mode:

Keep Alive: PPPoE will keep online whatever if there is data transmission.

Fill in the Redial Period time.
E-Lins Technology Co.,Limited
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On Demand: PPPoE dialup with data transmission demand.
Set the Idle Time. PPPoE will be offline if the set idle time has no data

transmission.
Manual: need manually dialup.
Click “Apply” button.

Step 4)
H820 web — Status, it display the WAN IP once the PPPoE is online.

Internet Configurations

Connected Type m‘

[WAN IP Address 11959141 .4
..SubnetMask 255 255 255 255
Diefault Gateway 119.59.141 1
Primary Domain Mame Server 211.162.78.1 .
Secondary Domain Mame Server 211.152.?8.3'
\MAC Address |08:66:01:00:04:A0

3.3.3.5 WAN - STATIC (fixed IP)

Set H820 WAN via STATIC fixed IP, H820 will connect the upper router via STATIC fixed IP.

Step 1)
Connect RJ45 cable between Upper Router LAN RJ45 to H820 WAN RJ45 port. Once it's
connected, the H820 Web Ethernet Port Status will display.

Ethernet Port Status

L IL L JC 1 B3

LAMT LAMNZ LAM3 LAM4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H820 web — Operation Mode, choose “Gateway” mode
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() Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

©) AP Client;
The wireless apcli interface is treated as WAMN port, and the wireless ap interface and the
ethernet ports are LAM ports.

Step 3)
H820 web — Internet Settings — WAN — WAN Connection Type, choose “STATIC (fixed IP)”

\VWAN Connection Type: STATIC (fixed IP) -

1P Address 192.168.1.128

|Subnet Mask .255.255.255_[]

Default Gateway 192.168.1.1

.F'rimar].r DMNS Server 192.168.1.1

Secondary DNS Server 8.6.5.8

.Enabled Disable -

[ Apply ] [ Cancel ]

® WAN Connection Type: choose “STATIC (fixed IP)”

® |IP Address: fill in one IP Address. This IP Address should be same range of the Upper Router.
For example, the Upper Router LAN IP is 192.168.1.1 and Subnet Mask is 255.255.255.0, you can
fill in the parameters as above.

® Subnet Mask: fill in the Subnet Mask from the Upper Router.

® Default Gateway: fill in the Upper Router’s Gateway IP.

® Primary DNS Server: If your Upper Router supports DNS proxy, fill in the Upper Router’s LAN
IP as Primary DNS Server. Or you can fill in the correct DNS Server IP.

® Secondary DNS Server: Fill in a working secondary DNS Server IP.

Click “Apply” button.

Step 4)
H820 web — Status, it display the WAN IP once the STATIC (fixed IP) is online.
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Connected Type [sTATIC

'WAN IP Address 192.168.1.128
'Subnet Mask 255 255 255.0
fDefauItGateway -.192.158.1.1
.F*rimary Clomain Mame Server - 192.168.1.1
éSecnndar].f Domain Mame Server -:E.E.E.E

| MAC Address 08:66:01:00:04:40

3.3.3.6 WAN - DHCP (Auto config)

Set H820 WAN via DHCP (Auto config), H820 will connect the upper router via DHCP.

Step 1)
Connect RJ45 cable between Upper Router LAN RJ45 to H820 WAN RJ45 port. Once it's
connected, the H820 Web Ethernet Port Status will display.

Ethernet Port Status

L IL L JC 1 B3

LAMT LAMNZ LAM3 LAM4  WAN

Notes: you may not see the WAN RJ45 connection status. But it will flash to fresh the status every
30 seconds. Or you can manually flash to fresh.

Step 2)
H820 web — Operation Mode, choose “Gateway” mode

() Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.

@ Gateway:
The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
interface are bridged together and are treated as LAN ports.

) AP Client:

The wireless apcli interface is treated as WAMN port, and the wireless ap interface and the
ethernet ports are LAMN ports.

Step 3)
H820 web — Internet Settings — WAN — WAN Connection Type, choose “DHCP (Auto config)”

E-Lins Technology Co.,Limited
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VVAN Connection Type: DHCP (Auto config) .
DHCP Mode

Haostname
(optional)

MAC Clone

Enabled .Disahle -

[ Apply ] [ Cancel ]

® WAN Connection Type: choose “DHCP (Auto config)”
Click “Apply” button.

Step 4)
H820 web — Status, it display the WAN IP once the DHCP (Auto config) is online.

Internet Configurations

|Connected Type DHCP

|WAN IP Address 192 168.1.103
|SuhnetMask 2552552550
Default Gateway 1192.168.1.1
|F’n’maf3r Domain Mame Server |192.1EB.1.1
|Seccrndary Daomain Mame Semver |192.1EE.1.1

\MAC Address |08:66:01:00:04:40

3.3.4 LAN Settings

Elﬁ Internet Settings
[

- | DHCP clients

-] VPN Passthrough

-« ] Static Routing

-« | Dynamic Routing

- | Dynamic Routing List
[} QoS

-] SNMP

-~ ] Cell ICMP Check
- Lo Interface

E-Lins Technology Co.,Limited
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LAN Setup

IP Address 192.168.8.1
Subnet Mask 255 205 255 ()
LAN 2 (7) Enable @ Disable

LAMZ IP Address

LAMNZ Subnet Mask
iMAC.Address 08:66:01:00:04:A1
DHCP Type Server -

Start IP Address | 192.168.5.100

End IP Address | 192 168.8.200

Subnet Mask | 255 255 255 0

Primary DNS Semver | 1658.95.1.1

Secondary DMNS Server | 8.8.8.8

Default Gateway | 192.168.8.1

Lease Time | 86400

Setting the LAN parameters, include IP address, sub mask, VLAN, DHCP, etc.

Notes: if you change the Router gateway IP address, do not forget to change the Default
Gateway manually same as IP address.

3.3.4.1 Router Gateway IP

Default, the Router LAN IP is 192.168.8.1. If users want to modify it, please change the related
parameters.

E-Lins Technology Co.,Limited
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LAN Setup

IP Address -192_153_1_1 i

Subnet Mask 255 255 255 0

LaN 2 ") Enable @ Disable

LAMZ IP Address

LAMZ Subnet Mask
MAC Address 08:66:071:00:04:A1
DHCP Type .Ser'u'er -

Start IP Address | 192.168.1.100

End IP Address | 192 168.1.200

Subnet Mask | 255 255 255 ()

Primary DNS Server | 1659511

Secondary DMNS Server BBBB

Default Gateway| 192 165.1.1

Lease Time | 86400

IP Address: change the value you need

Start IP Address: for DHCP start IP

End IP Address: for DHCP end IP

Default Gateway: manually change it after you modify the IP Address.

3.3.4.2 MAC binding

H820 Router supports 3 groups of MAC Binding. The parameter value format is as followed
picture.

Mac: 00:21:86:61:7TA-88
P 1892 168.8.2

Statically Assigned

MALC:
Statically Assigned !

I
Statically Assigned

E-Lins Technology Co.,Limited
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3.3.4.3 DNS Proxy

H820 Router default enables the DNS Proxy. With this, the H820 router can get DNS
automatically and assigned to the PC/Device. If disable the DNS Proxy, please input correct
DNS for your PC/Device, otherwise, it may not work correctly.

!DNS Proxy Enable ~

3.3.5 DHCP Client

DHCP Client List

You could monitor DHCP clients here.

DHCP Clients

'Hostname |MAC Address |P Address | Expires in |

List the Clients which gain IP address from DHCP.

3.3.6 Configure Static Routing

This section mainly introduces what is Routing Table and how to configure static router.
® Routing Table

This page shows the key routing table of this router.

Current Routing table in the system:

!Nn.l Diestination | Metmask IGateway IFIagsirﬂetrici_lﬁiUseilnterfan:e!Cnmment
WAN

1 |10.64.54.64 255 255 255.255 |0.0.0.0 5 o |o |0
\(ppRO)
LAN

9  |255.255.955 255 | 255,255 255.255 0.0.0.0 5 o lo o |0
[

3 [192.168.8.0 9552552550 |0.0.0.0 i o o o [EW
\(br0)

4 0,000 0.0.0.0 10646464]3 |0 o |o |WAN
|(ppRO)

® New Static Router
This page is about how to set static routing function of the router.

E-Lins Technology Co.,Limited
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Add a routing rule

Destination

Range Host -
Gateway

Interface LAN b
Comment

Destination: please enter Target Host or IP network segment

Range: Host or Network can be chosen

Gateway: IP address of the next router.

Interface: You can choose the corresponding interface type.

Comment: some notes

Notice:

> Gateway and LAN IP of this router must belong to the same network segment.

> If the destination IP address is the one of a host, and then the Subnet Mask must be
255.255.255.255.

> If the destination IP address is IP network segment, it must match with the Subnet
Mask. For example, if the destination IP is 10.0.0.0, and the Subnet Mask is
255.0.0.0.

3.3.7 VPN

Notes: the following VPN configuration manual may be out of date. We update the IPSec
and PPTP configuration in another manual. Please refer to manual of
‘H685_H820 VPN_Usermanual_Eng.pdf”’

3.3.7.1 IPSEC

E-Lins Technology Co.,Limited
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Ipsec VPN

Using IPSec protocol to achieve remote access.

IPSEC Vpn List

1

IF

Mo, State | Mame serice mode Remote Gateway  Local Address  Eemote Address
v Enabled jordan client 1858171180 18921681.0 1010100
| Enable | | Dizable | | Delete | |Edit |

| Add Application

Sec connect name jordan

wou can input DEV+DevicelD+[..] to bind device
example:DEYZE1280D52F 241452 vpnl.cam

service mode client =
hode Aggrezzive -

Femaote IPSec gateway 196, 8. 171, 180

Local IF address | Subnet = |

YRR P address 182,168, 1.0

IF suhnet mask 255, 26A. 266.0

Femaote IP address Subnet -
YRR P address 10, 10.10.0

IF suhnet mask 255, 26A. 266.0

ey Exchange Method Luto(IKE) =

Authentication |Pre—Shared Key v|

FPre-Shared Key [ TITTTTT]

Ferfect Forward Secrecy Enable =

MAT Traversal v

Advanced IKE Settings f Show Advanced Settings 'i

!
>

>

Tel: +8

4pply | | Cancel |

IPsec connect name: make sure the name in client and server are same, we suggest to
use domain name (111.vpn1.com). if you want to build a point-to-point channel, the
IPsec name have to be written as DEV+equipment ID+name
(DEV281250D52F2A1452.vpn1.com), and make sure both the client and server are
inputing Client equipment ID. You can find H820'’s ID in the Status interface.

Service Mode: Server/Client
E-Lins Technology Co.,Limited
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> Mode: Main/Aggressive. The Aggressive mode is commonly used.

> Remote Gateway: This choice just appears in the Client mode and it is used to fill the IP
address in the Server.

> Local IP address: Fill LAN IP of this device. You can fill an IP or a network

> Remote IP address: Fill the IP of the other router.

> Authentication: Commonly, Pre-Shared Key is chosen. And the Client and Server
must choose the same key.

> Advanced AKE settings: There are some encryption methods in this field. You must
use the settings in this field when VPN tunnel needs to be built between H820 and other
brand VPN server.

> Example: Connected cisco 7200 and H820
How to config H820 as VPN clinet

segment.

Tel: +86-755-29230581 E-mail: sales@e-lins.com

IPsec Name: make sure the name in client and server are same, we suggest to use
domain name(111.vpn1.com). if you want to build a point-to-point channel, the IPsec
name have to be written as DEV+equipment
ID+name(DEV281250D52F2A1452.vpn1.com), and make sure both the client and
server are inputing Client equipment ID. You can find H820’s ID in the Status interface.

IFSec connect name

service mode
made

Femote IPSec gateway

Local IP address
WP IP address

IF gubnet mask

Remote IP address
WP IP address

IF gubnet mask

key Exchange Method

Authentication
FPre-Shared Key

Perfect Forward Secrecy

AT Traversal

jordan

wau can input DEY+DevicelD+[..] to hind device
example:DEV2E12500D52F 241452 wpnl .com

client =~
Lggreszive -

186 8. 171. 180

|Subne‘t v|
152, 168. 1.0

266, 266, 266. 0

Subnet -
10.10.10.0

266, 266, 266. 0

Auto(IEE) -

|Pre—Shared Kew v|

Erable -

v

E-Lins Technology Co.,Limited
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Advanced IKE Settings 1 Hide Adwvanced Settings
Fhase 1

Encryption |3DES—v|

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

Key Lifetime 3600 Seconds
Fhase 2

Encryption 3DES -

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

key Lifetime 28800 Seconds

Lpply [ Cancel |

How to config CISCO 7200 as VPN Server

crypto keyring jordan
pre-shared-key hostname jordan key test

crypto isakmp profile jordan
description china SZ shenzhen
keyring jordan
match identity host jordan
keepalive 60 retry 10

crypto ipsec transform-set vpnset esp-des esp-sha-hmac

crypto ipsec profile jordan
set transform-set vpnset
set isakmp-profile jordan

crypto dynamic-map jordan 1
set security-association lifetime kilobytes 536870912
set security-association lifetime seconds 43200
set transform-set vpnset
set isakmp-profile jordan
reverse-route
crypto map COREVPN 26 ipsec-isakmp dynamic jordan

3.3.7.2 PPTP

1) PPTP Client

E-Lins Technology Co.,Limited
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PPTP Client

PPTP VPN Settings

PPTP IF

PPTP Remote IP

PPTP VPN Active Fil

PPTR User test

PPTP Password (IT1

PPTP Server 14.16.28.235

Remote LanMask 192.168.9.0 j 265 266 2560
Local PPTP IP OHCPIP -

MPPE Encryption ]

40 Bit Encryption(Default is 128 Bit) [#]
56 Bit Encryption [

Refuse Stateless Encryption =

MPPC ]

PPTP feature works as Client only.

PPTP VPN Active: tick it to enable VPN feature.

PPTP User: fill in the right username, which is from the PPTP Server.

PPTP Password: fill in the right password, which is from the PPTP Server.

PPTP Server: fill in the PPTP Server is IP address or domain name.

Remote Lan/Mask: fill in the PPTP Server’s LAN range and submask.

Local PPTP IP: default chooses “dhcp”. If choose “static”, please fill in a local PPTP
assigned IP, which depends on PPTP Server’s settings.

MPPE Encryption: tick it or not depends on PPTP Server’s settings.

40 bit Encryption(Default is 128 bit): tick it or not depends on PPTP Server’s settings.
Refuse Stateless Encryption: tick it or not depends on PPTP Server’s settings.
MPPC.: tick it or not depends on PPTP Server’s settings.

YV V.V V VYV V

YV V V V

Click “apply” button to activate the settings. The PPTP client will try to connect the PPTP
Server automatically. See example of Chapter 5.8.

Notes:

1) If the PPTP cannot through between client and server, please check if the MPPE configuration
is matched with PPTP server or not.

2) Normally PPTP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the PPTP

E-Lins Technology Co.,Limited
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server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned PPTP IP is 172.1.1.2. Then at the PPTP
server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile, we suggest
PPTP Server use fixed PPTP IP rule for PPTP client, otherwise need modify the route’s gateway
every time because the PPTP client gets a random PPTP IP.

3) For PPTP Server, there is two types. One is Windows Server, the other is Router Server.
Our H685/H820 router’ default firmware is suitable for PPTP Server with Router. If the PPTP
Server is Windows Server, please ask us for dedicated firmware.

Typical Application (1) E-Lins Router as PPTP Client --- Connects --- E-Lins Router as PPTP
Server:
Once PPTP setup, the two E-Lins router will add the route themselves automatically.

Typical Application (2) E-Lins Router as PPTP Client --- Connects --- Other Router/Windows as
Server:

Once PPTP setup, the E-Lins router will add the route itself automatically. But the PPTP Server
will not add the route automatically. So need manually add it.

Typical Application (3) Mobile Phone/Portable Devices as PPTP Client --- Connects --- E-Lins
Router/Windows/Other Router as PPTP Server:
No need add the route.

Once the PPTP VPN connects, it indicates the VPN IP as below,

PPTP Client

PPTP VPH Settings
PETEIP 172.168.8.2
PPTP Remuote IP 172.168.9.2
PPTP VPN Active ¥
PPTFP User test
PPTP Password seee
PPTP Server 14.16.26 235
Remote Lan/Mask 192.168.9.0 ; 266 255 2650
Local PPTP IP DHCFPIP ~
MPPE Encryption Wl
40 Bit Encryption(Default is 128 Bit) &

56 Bit Encryption [

Refuse Stateless Encryption

MPPC =l

E-Lins Technology Co.,Limited
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open all | close all

'5 Douts
100_status |

~{ ] Operation Mode
-} DTU

- Link Backup
-] GPS

-] SM5/Voice

-1 ] VRRP

-] Connect Modem
F-{7] Internet Settings
B3 VPN

“{] Ipsec

(] PPTP Server
] PPTP Client
) L2TP Client

B-C] WIFI
B Firewall
"] Administration

2) PPTP Server

Internet Configurations

|ConnededType |CELL
|waN IP Address [183.41.155.115
|Subnet Mask | 255.255.255.255
|Default Gateway [183.41.0.1
|Primary Domain Name Server |202.96.128.86
Secondary Domain Mame Server 202.96.134.133
MAC Address 08:66:01:01:93:8A
|Local IP Address [192.188.8.1
|Local Netmask |255.255.265.0
|mAC Address |08:66:01:01:A4:1F
|Name |S‘la‘ru5

up

172.168.8.2
|PPTP Remote IP 172.168.9.2
lroTP |t

Step1) make the H685/H820 router online with WAN IP (public IP);
Step2) H685/H820 router web -- VPN -- PPTP Server;

Fill in the related parameters.

PPTP Server

PPTP Server Settings

‘F‘F‘TF’ Server Active |

‘Debug ||:|

‘Local P | 172.168.8.2 _ 172.168.8.100

‘Remote P 172.168.9.2 _ 172.168.9.100
‘MPPEEHWWM Local TP and Remote TP
‘128bitEncrrnﬁon | not with same range

‘55 bit Encryption ||:| with LAN IP

‘40 bit Encryption | F

‘Refuse Stateless Encryption |

‘MF'F“C |

Tel: +86-755-29230581
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Local IP is the VPN IP for the H685/H820 Server.
Remote IP is the VPN IP for the PPTP Client.

Step3) Add PPTP users for PPTP client;
Add PPTP User

Add PPTP User

|User* | test

:“F'assword* : [111]

éuoonﬁrm Password * i-""

| Static 1P _

E.Remote LanMask 192.168.8.0 24

PPTP User List

PPTP User List
ID User Password | StaticIP | Remote Lan/mask
(1 E fest. || e 192.168.8.0/24

Step4) At PPTP client side, fill in the PPTP Server IP, PPTP user and password to connect the
PPTP Server.

Notes:

1) E-Lins router is not recommended for VPN server. Please use professional VPN server. While
use E-Lins router for VPN server, the suggested client sites no more than 5.

2) E-Lins router is used for VPN server, while the client site is Mobile Phone or Windows OS,
please do not use MPPE Encryption. Otherwise it will not work prefect.

E-Lins Technology Co.,Limited
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3.3.7.3 L2TP

L2TP

L2TP VPN Settings

L2TP VPN Active [

|
| ==

L2TP User |

L2TP Password |
L2TP Server
Remaote LaniMask !

Local PPTEIP dhep -

MPPE Encryption

L2TP feature works as Client only.

Notes:
Normally L2TP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the L2TP
server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned L2TP IP is 172.1.1.2. Then at the L2TP
server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile, we suggest
L2TP Server use fixed L2TP IP rule for L2TP client, otherwise need modify the route’s gateway
every time because the L2TP client gets a random L2TP IP.

Typical Application (1) E-Lins Router as L2TP Client --- Connects --- E-Lins Router as L2TP
Server:
Once L2TP setup, the two E-Lins router will add the route themselves automatically.

Typical Application (2) E-Lins Router as L2TP Client --- Connects --- Other Router/Windows as
L2TP Server:

Once L2TP setup, the E-Lins router will add the route itself automatically. But the L2TP Server will
not add the route automatically. So need manually add it.

Typical Application (3) Mobile Phone/Portable Devices as L2TP Client --- Connects --- E-Lins
Router/Windows/Other Router as L2TP Server:
No need add the route.

E-Lins Technology Co.,Limited
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3.3.7.4 Tunnel

Tunnel Feature
The H820 Tunnel feature supports two GRE.

GRE1
GRE VPN Settings
GRE VPN Active [

Remote Address =

Local Address

Local lan gateway *

Remote Lan/Mask * !

GRE2
GRE VPN Settings
GRE VPN Active [

Femote Address *

Local Address

Local lan gateway *

Remaote LaniMask * !

IP Tunnel Feature

E-Lins Technology Co.,Limited
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IP Tunnel
IP Tunnel Active [

Remaote Address *

Local Address

Local lan gateway *

Remaote LaniMask * I

3.3.8 DTU Settings (Serial to Cellular Gateway Feature)

Notes:

1) this feature is for H685 with DTU option only.

2) this feature cannot be used same time with “Connect Modem”. Please disable the “DTU”
feature if use “Connect Modem” feature. Please disable the “Connect Modem” feature if use
“‘DTU” feature.

E-Lins Technology Co.,Limited
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DTU Status

diu status on -

DTU Serial setting

serial baudrate 9600 = ppg

Senal panty nore -

serial databits § = pits

serial stopbils 1 = pits

serial flow control note -

T

mode client =

Protocal tep -

server 1 7 113.111.127. 22 5000

sanear 2 192, 166. 8. 101 5000

saner 3 192, 168. 8. 102 5000

saner 4 192, 166. 8. 103 5000

Send heart beat L

heart beat inferval time {units) 5

hea beal information hex | DTU_heart

gend delay ime{unitms) 200

Add id string to head ID_nool add to heartbeat info
[ apply |

This section is mainly about DTU settings.
® DTU status: open and close DTU

DTU Serial setting

® serial baudrate: support 300/1200/2400/4800/9600/19200/38400/57600/115200bps
® serial parity: support none/odd/even

@ serial databits: support 7 bits and 8 bits

@ serial stopbit: support 1 bits and 2 bits

® serial flow control: support hardware/software

DTU config

® mode: can configure as client or server.

® Protocol: support TCP/UDP

® server 1~server 4: fill in the centre server IP or Domain name and port. If you
configure one server, the data will transfer to this server. If you configure one more
servers, the data will transfer to all the servers at the same time.

® Send heart beat: open or close heart beat.

® heart beat interval time: set interval time to send each heart beat

® heart beat information: define the content of heart beat

® send delay time: send waiting time to send data.
E-Lins Technology Co.,Limited
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® Add id string to head: add an ID string in the data or heartbeat.

3.3.9 SMS/Voice Control and Monitor

Notes: this feature is for H820 with SMS/Voice option only.

3.3.9.1 SMS

Step 1) click “SMS/Voice”

_é Router

----- { ) Status

----- | | Operation Mode
..... I_'-I DTU

----- [ Link Backup

----- ] GPS

1] 5MS5/ Voice
----- VRRP

Step 2) Activate the SMS feature

E-Lins Technology Co.,Limited
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SMS/Voice Settings

SMSMNVoice Command Settings

Messagefoice status On -

Fix Error For Some Metwork

NMumber 1 +B613312345678 sMms [O] voICE [C] ALARM
Number 2 666 sms [C] voicE [C] ALARM
Number 3 sMS [C] voICE [C] ALARM
Number 4 sms [C] voICE [C] ALARM
Number 5 sMs [C] voICE [[] ALARM
Number 6 sMs [C] voICE [[] ALARM
Number 7 sMs [C] voICE [] ALARM
Number 8 sMs [C] voIcE [C] ALARM
Number 9 sms [C] voIcE [C] ALARM
Number 10 sms [C] voicE [C] ALARM

Message/Voice status: select “on” to enable SMS feature. “off” to disable SMS feature.

Fix Error For Some Network: Some networks use different code format. Please keep uncheck to try. If not work, try
to check it.

Telephone number: Sender’s phone number input. Totally can input 10 groups.

Number 1....10: input the dedicated sender’'s phone number. Do not forget to Tick “SMS”

Step 3) Define the SMS command

E-Lins Technology Co.,Limited
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SM3 Command on o
Send ack SMS3 an -
Reboot Router Command reboot

Get Cell Status Command cellstatus
Cell link-up Command cellup

Cell link-down Command celldown
DIO_0 Set Command dioll
DIO_0 Reset Command dia00
DIC_1 Set Command dioll
DI0_1 Reset Command diaoll

DIC Status Command diostatus

SMS Command: select “on” to enable it. “off” to disable it.

Send ack SMS: If select “on”, the router will send command feedback to sender’s phone number. If select “off”, the
router will not send command feedback to sender’'s phone number.

Reboot Router Command: input the command for “reboot” operation, default is “reboot”.

Get Cell Status Command: input the command for “router cell status checking” operation, default is “cellstatus”. For
example, if we send “cellstatus” to router, router will feedback the status to sender such as “Router SN:
086412090002 cell_link_up”, which indicated the router SN number and Cell Working Status.

Cell link-up Command: input the command for “router cell link up” operation, default is “cellup”. If router gets this
command, the Router Cell will be online.

Cell link-down Command: input the command for “router cell link down” operation, default is “celldown”. If router gets
this command, the Router Cell will be offline.

DIO_0 Set Command: input the command for I/O port 0. For SMS feature, please keep the parameter default.
DIO_0 Reset Command: input the command for I/O port 0. For SMS feature, please keep the parameter default.
DIO_1 Set Command: input the command for I/O port 1. For SMS feature, please keep the parameter default.
DIO_1 Reset Command: input the command for I/O port 1. For SMS feature, please keep the parameter default.
DIO Status Command: input the command for I/O port status. For SMS feature, please keep the parameter default.

1
Step 4) Click wl button to save

Note:
1) SIM Card inserted in the router must support SMS or Voice.
2) Try to add zone code or country code if the command cannot get working.
For example, we set the number 13798257916, and if the command cannot work,
please try to put the country code 86 as followed picture.

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/—m Bk B o S A PR S
) *_ E-Lins Technology Co.,Limited

H820 User Manual

Telephone Numbers

Fumber 1 +8613THE26TA16 ShS

Here set an example, we set the parameters for SMS/Voice as above.

1)  Use the cell phone 13798257916 to send “down” to the router’s SIM Card Number,
the router will receive the “down” command, and it will be off-line. And in the
System Log, we shall find a info as following marks.

----- 1] LI i MLt et b okt ke o s S A ot b MR e e e e o
; [1589]y received msg (down ) from (1379525791g) !

""" L) DHCP clients [lSBQ]I do command (3G Link-down) from {l3798257916) !

~L) ¥PN Passthrough £E]: Terminaring on =ignal 1o.

""" ] Advanced Routing E]: Script Jetc ro/pppfip-dotm started (pid 1744)

----- J VPR 5]: sent [LCP TermFedq id=0xZ "TUser redquest™]

..... J CTU £]: rocwd [LCP Termack id=0x2]

5]: Connection terminated.

SMEAoice C d
'j U T £]: Connect time S57.4 mihutes.

""" J Route Fail Over 5]: %ent 9058 bytes, received 7558 bytes.
""" L] SHmp E]: dizconnect script failed
----- Ij GPS £]l: Waiting for 1 child processes...
B Wireless Settings E]: gcript Jfetec_rofpppfip-dowm, pid 1744
E4a Firewall 5]: Fcript Jfetc_rofpppsip-doim finished (pid 1744, status = 0x0

£]: Connect time 57.4 mihutes.

=3 Adrninistration £]: Sent 208 bytes, received 755 bytes.
----- ,j Managerment 5]: Exit.
,j Reboot [1589]: receiwved msg (up | from [13793257916) !
..... [ Upload Firmware [1589]: do command (3G Link-up) from (13793257916) !

53] pppd Z2.4.2 started by admin_user, uid 0

----- { | Settings Managerment
j N 4 g 23]: Connect script failed
..... atus B T s e

LY atatietice %]
----- ,j Systemn Log

’ Refrash ” Clear ]

2)  Use the cell phone 13798257916 to send “up” to the router’s SIM Card Number,
the router will receive the “up” command, and it will be online. And in the System
Log, we shall find a info as following marks.
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open all | close all pli Exit,
[1589]) received msg (up ) from (13795257916) !

[1589]] do command (3G Link-up) from (13795257916) !

:f Cell Router 53]: P T T T
-] Operation Made 53]: Connect script failed
|_’—_|_'| Internet Settings 33]: Serial connection established.
_l] W AN 53]: using channel 2
_____ .J LAN 33]: Using interface pppl
) 33]: Conmect: pppl <--> Sdew/ttyU3E0
""" L) DHCP dlients 531: sent [LCP ConfReq id=0xl <asyncmap 0x0> <magic 0x31310540%]

[] WPN Passthrough 533]: rowvd [LCP ConfReq id=0x3 <asyncmap 0x0> <auth chap MD5> <magic 0x147f
J Advanced Routing 23]: sent [LCP ConfFRe] id=0x3 <pcomp> <accompr]

) wPN 53]: rowd [LCP Confick id=0xl <asyncmap 0x0> <magic 0x31310540%-]

,j 33]: rowd [LCP ConfReq id=0x4 <asyhcmap 0x0> <auth chap MD5> <magic 0x147f

; 33]: sent [LCP Confick id=0x4 <asyhcmap 0x0> <auth chap MD5> <magic 0x147f

~{] SMS/oice Command  |537]: rowd [LCP DiscReq id=0x5 magic=Ox147feld]
L]
P

oTu

Route Fail Over 533]: rowd [CHAP Challenge id=0xl <ealectz504aSl7fZcAlaldfefocc3T8617>, name
SHMP 33]: sent [CHAP Responsze id=0x1 <71dd7acldc0fcf5licfedd3dddafeadli>, name =
GRS 53]: rowd [CHAP Success id=0xl1 "]
53]: CHAP authentication succeeded
33]: sent [IPCP ConfFReqg id=0x1 <addr 0.0.0.0> <ms-dnsl 0.0.0.0> <ms-dns3

-] wireless Settings

-] Firewall 53]: rowd [IPCP ConfNak id=0x1 <ms-dnsl 10.11.12.13% <ms—dns3 10.11.12.14
[E-+5] Adrministration 53]: sent [IPCP ConfReq id=0xZ <addr 0.0.0.0> <ms-dnsl 10.11.12.13> <ma-dr
..... [} Management 531: rowvd [IPCP ConfNak id=0x2 <ms-dnsl 10.11.12.13% <ms-dns3 10.11.12.14

Rehoot 53]: sent [IPCP ConfReq id=0x3 <addr 0.0.0.0> <ms-dnsl 10.11.12.13> <ms-dr
33]: rowd [IPCP ConfNak id=0x3 <ms-dnsl 10.11.12.13> <ms-dns3 10.011.12.14%
33]: sent [IPCP ConfReq id=0x4 <addr 0.0.0.0> <ms-dnsl 10.11.12.13% <ms-dr

)

[ Upload Firmware

""" L] Settings Managernent 531 rewd [IPCP ConfNak id=0x4 <ms-dnsl 10.11.12.13> <ms-dns3 10,11.12.1&
)
L)

Statistics < * |

r ----- J Systermn Log I

I Refresh H Clear I

CellStatus Example:
1) From cellphone, send SMS content “cellstatus” to router sim card number;
2) Router receives the SMS, and reply to the SMS to cellphone with content below,

SN:086413106917

Status(192.168.7.1,10.75.94.
216,4,up)

SN: it is the Router serial number

192.168.7.1: it is Router LAN IP

10.75.94.216: it is Router WAN IP

4: it is signal bar. The router indicates the signal with bar. From Zero bar to Full bar is 0-5.
up: it means Router is online.
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3.3.9.2 Voice

Notes: This feature may not work due to network compatibility or module modem.

Step 1) enable voice feature

SMSNoice Command Settings
Messagefoice status o o

Step 2) set the dedicated phone number for voice control

telephone number

number 1 13798257016 [[] smsi{WIvoICE [C] ALARM
number 2 [ sms [ voIcE [ ALARM
number 3 [ sms [ voicE [ ALARM
number 4 [C] sms [ voice [C] ALARM
number 5 [C] sms [ voicE [ ALARM
number & [ sms [ voIcE [ ALARM
number 7 [ sms [ voicE [ ALARM
number 8 [C] sms [ voice [C] ALARM
number 9 [C] sms [ voicE [ ALARM
number 10 [ sms [ voIcE [ ALARM

Step 3) Configure the voice command

voice command ] off -

4Cell link up
S1S Alarm |[ Cell lirk down
4Cell link up and down

off: disable the voice control

Cell link up: with this selection, the voice control can only control the Router Cell online.

Cell link down: with this selection, the voice control can only control the Router Cell offline.
Cell link up and down: with this selection, the voice control can control the Router Cell offline
and online. 1! control to be online, 2™ control to be offline.
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3.3.9.3 Alarm via SMS

With this feature, the Router will send SMS to pre-defined phone number for warning and
alarm.

Step 1) enable Alarm feature

SMSNoice Command Settings
Messagefoice status o -

Step 2) set the dedicated phone number for SMS Alarm

telephone number

number 1 13798267316 [[] sms [ voICE [ ALARM
number 2 [ sms [£] voicE [C] ALARM
number 3 [ sms [ voICE [E] ALARM
number 4 [ sms [ voICE [ ALARM
number 5 [ sms [C] voicE [C] ALARM
number & [ sms [£] voicE [C] ALARM
number 7 [ sms [ voICE [E] ALARM
number 8 [ sms [ voICE [ ALARM
number 9 [ sms [C] voicE [C] ALARM
number 10 [ sms [£] voIicE [ ALARM

Step 3) Configure the voice command

SMS Alarm

SM3 Alarm an -

Low Signal Alarm (Check Interval:20s)
(i

when equal and lower level(0~2)

check count for alarm 10

normal signal count for check again 8

normal signal count for check again: to prevent repeating alarm.
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With the setting above, the H820 router checks signal every 20s, if all of 10 times with signal 0
quality, H820 Router will send Alarm via SMS. After the alarm, this feature will be locked, but H820
Router keeps checking signal quality every 20s, if continuous 8 times are with signal quality better

than 0, the alarm feature will be unlocked, then the alarm feature starts work again.

3.3.10 Link Backup (Route Redundancy)

Operation Mode

| Active [
|Back Tao Higher Primary When Possible

Link Priority Settings

EWENT Cellular Wireless |:| OFF @ High Priority © Middle Priority © Low Priority
fWANEZ Wifi DHCP Wireless ;I:l QOFF () High Priority © Middle Priority @ Low Priarity
|WAN3 - Wired FFPOE  ~ | COFF © High Priority @ Middle Priority © Low Priority
|Check Count 3 (1-20)

_.Check Interval Time(min) 2 (1-60)

|Used The Same Method | TES -

;;ﬁJIWﬂN Check Method .ping ip = | 2200181.111.1488 | 110.11. 233. 8

Operation Mode
® Active: disable or enable the link redundancy
® Back to Higher Primary When Possible:

If you tick this option, once the H820 Router work on backup link, whether it fails or not, it will

return to main link if main link turns to be okay.

If not tick this option, the H820 Router will not return to main link until the current link fails.

Link Priority Settings

® WANT1: Cellular Wireless

® WAN2: WiFi DHCP Wireless

® WAN3: Wired XXX (XXX=DHCP, STATIC, PPPOE)

OFF: Check OFF Blank to disable or uncheck to enable the link redundancy
Priority: High Priority, Middle Priority, Low Priority.
E-Lins Technology Co.,Limited
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Link Check Settings
® Check Count: for example, set it as 3. Router check link live 3 times.
® Check Interval Time(min): for example, set is as 2. Router check link live every 2 minutes.

® Used The Same Method:
If setit as YES, WAN1/WAN2/WAN3 use same check IP or domain name from ALL WAN

Check Method.
All WAMN Check Method ping ip w | 220.181.111.168 110.11. 233, 8

If set is as NO, users need set WAN1/WANZ2/WANS live check IP or domain name separately.

Used The Same Method HO -

WaN1 Check method ping ip « | google. com 118,113,114, 2
WAN2 Check method ping ip « | 163, com 222,113,114, 28
WAN3 Check method ping ip = | B8.8.8.8 112,113,114, 222

® All WAN Check Method: define the link live check IP or domain name.
How to use Link Backup feature? Here set an example as follows,
H820 WAN RJ45 connects to upper side router LAN RJ45.

Confirm the upper side router connects to internet, and its DHCP is working.
First, Set H820 work mode as default “Gateway mode”.

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



/Tlm T L A PR
b E-Lins Technology Co.,Limited

H820 User Manual

open all | close all Operation Mode Configuration
q You may configure the operation mode suitable for you environment.
1)
K
-] Link Backup © Bridge:
-{) GPS All sthermet and wireless interfaces are bridged into a single bridge ir
L) sMs/voice @ Gateway:
] VRRP Tt ethernet port is treated as WAN port. The other ethernet ports
F-—=] Internet Settings interface are bridged together and are treated as LAN ports.
(] WaAN ©) AP Client;
-] LAN The wireless apcliinterface is treated as WAMN port, and the wireless
-] DHCP clients ethernet parts are LAN ports.
-] VPN Passthrough
-] Static Routing Ethernetwan port as wan in AP Client Mode:
~L] Dynamic Routing - NAT Enabled: Enable ~
]j Dynamic Routing List
- QoS TCP Timeout: 180
L) snme UDP Timeout: 180
-] cell ICMP Check IMEoLL
-~ Lo Interface
H-_] VPN [ Apply ] [ Cancel
#4771 WITFT

Step 1) activate it. Tick “Active”

Step 2) click at “Back To Higher Primary When Possible”

Step 3) Choose the network priority.

A. Cellular as Low Priority, DHCP as High Priority
With this configuration, the router will work at DHCP mainly, and if DHCP is failed, it switches to
cellular automatically after some time. And it will automatically switch to DHCP when DHCP is
fixed.

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



AR A B PR S

cLin E-Lins Technology Co.,Limited

(0

H820 User Manual
Operation Mode

Active

Back To Higher Primary When Possible

Link Priority Settings

WAN1: Cellular Wireless [C]oFF © High Priority © Middle Priority @ Low Priority
WANZ: Wifi DHCP Wireless [¥] OFF © High Priority @ Widdle Priority © Low Priority
WAN3 : Wired DHCP  ~ [C] OFF @ High Priority ) Middle Priority © Low Pricrity

Link Check Settings

Check Count I 120

Check Interval Time({min) 2 (1-80)

Used The Same Method TES -

All WAN Check Method ping ip = ‘ 118.113.114. 2 118.113.114. 2

B. Cellular as High Priority, DHCP as Low Priority
With this configuration, the router will work at cellular mainly, and if cellular is failed, it switches
to DHCP automatically after some time. And it will automatically switch to cellular when cellular
is fixed.

Operation Mode
Active
Back To Higher Primary When Possible

Link Priority Settings

War1: Cellular Wireless [ oFF @ High Priority © Middle Priority © Low Priority
WANZ: Wifi DHCFP Wireless [ OFF © High Priority ey

Middle Priority © Low Priority

.....

WAM3 Wired DHCP - [C] OFF @ High Priority © Middle Priority @ Low Priority
Check Count K| (1-20)

Check Interval Time{min) 2 (1-60)

Used The Same Method TES =

All WAN Check Method ping ip = | 118.113.114. 2 118.113.114. 2

DHCP: here can be DHCP WiFi Client.
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Step 4) if Step 3 choose A, please set WAN as DHCP and click “Apply”

{1 Operation Mode
~) Diu

- Link Backup
~{) GPS

-] sSMS/\Voice
'IJ VRRP DHCP Mode

=+ Internet Settings Hostname ‘

H820 User Manual

VAN Connection Type: DHCP (Auto config) | -

WAN (optional)

LM MAC Clone

DHCF clients .
s ‘Enabled | Disable -
WPM Passthrough

Static Routing Apply ] l Cancel ]
Dynamic Routing
Dynamic Routing List
QoS

(v (v w(w

The H820 gets WAN IP and default gateway from the up-side router.

Product Model [3G Router

|Software Version [2.4.6 (hug 52011
:Harclware Version -'1.0.0

[Device ID [280230312C080435
System Up Time _.36 mins, 15 secs
'Operation Mode ':Gateway Mode

signal Strength (27, (0:31)
Aftachment State |CDMA/EVDO HYBRID
|Local IP Address [192.168.8.1

[Local Netmask [285.265.285.0

|MAC Address _.UD:UC:¢3:30:52:?‘?
Connected Type [oHCR

[WAN IP Address [192.168.0.104
|Subnet Mask 255 265 255.0
|Default Gateway [192.168.0.1

.F'rimarg.r Domain Mame Server i 192.168.01

:Secondary Diomain Mame Sernver
IMAC Address |00:0C:43:30:32:12

If Step 3 choose B, set WAN as CELL NETWORK and click “Apply”, it will work on cellular first, and
switch to LAN RJ45 cable WAN or WiFi client mode if cellular network is failed.

Notes: for route fail over feature, please first make the main network and backup network both
work before activate the fail over feature.

3.3.11 GPS

Notes: GPS feature is for H820 router with GPS option only.
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GPS

GPS Settings

GPS Active ]
GPRMC Only Active [l
Prefix S No. =
Update Frequency(2~3600 5) 30
GPS Sendto TCRIP -
Socket Type tcp -
Server 112.12.33.88]
Port 6000
® GPS Active: please check it once you need use GPS feature.
® GPRMC Only Active: if check it, only send GPRMC data info (Longitude Latitude altitude)
® Prefix SN No.: if check it, add the router SN to the data packet
® Update Frequency (2~3600s) : configure the frequency time of updated GPS data packet

sending
GPS Send to: Choose “Serial” or “TCP/IP” method. The router only receives the GPS signal,

will not process it. It will just send the received GPS signal to your GPS processor devices or
servers.

If the GPS processor device is connected to the H685 Router via Serial Port, please choose
“Serial”.

If the GPS processor device is a remote server, please choose “Serial”.

GPS to TCP/IP Settings

E-Lins Technology Co.,Limited
Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



. -Lil’ls JEQE Wl S R o S R |
b E-Lins Technology Co.,Limited

H820 User Manual

GPS

GPS Active

GPRMC Only Active [l

Prefix SN No. =

Update Frequency(2~3600 5) 30

GPS Send to TCPIP ~
Socket Type tcp -
Server 112.12.33.88]
Port 6000

® Sock type: tcp or udp
® Server: fill in the correct destination server IP or domain name
® Server port: fill in the correct destination server port

> GPS to Serial Settings

GPS Settings

GFS Active

GPRMC Only Active [

Prefix SN No. [

Update Frequency(2~3600 ) 30

GPS Sendto Serial -
Serial Baudrate 115200 ~ bps
Serial Parity none -

Serial Databits B « hits

Serial Stopbits 1 = bits

Serial Flow Contral none -

Motes: OTL feature and "GPS Send to Serial’ cannot use at the same time.

@ serial baudrate: 9600/19200/38400/57600/115200bps for choice
E-Lins Technology Co.,Limited
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® serial parity: none/odd/even for choice

® serial databits: 7/8 for choice

® serial stopbits: 1/2 for choice

® serial flow control: none/hardware/software for choice

3.3.12 WiFi Wireless Settings

Notes: WiFi Feature is H820 with WiFi only

3.3.12.1 Basic Wireless Settings

Wireless Network

Radio ON/Of | RADIOOFF |

WiFi On/OFf |  WwiFioFF |

Network Mode 11b/g/n mixed mode -

Network Name(SSID) Cell_AP_120801D4  Hidden [C] Isolated [
Muttiple SSID1 Hidden [C] Isolated [
Multiple SSID2 Hidden [[] Isolated
Muttiple S5ID3 Hidden [C] Isolated [C]
Multiple SSID4 Hidden [ Isolated [C]
Muttiple SSIDS Hidden [[] Isolated
Multiple SSID6 Hidden [ Isolated [C]
Muttiple SSID7 [ | Hidden [ Isolated [

Broadcast Network Mame (SSID) @ Enable ) Disable

AP lzolation ) Enable @ Disable

MBSSID AP Isolation © Enable ® Disable

BSSID 0&8:586:01:00:04:A2

Frequency (Channel) 2412MHz (Channel 1} -
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HT Physical Mode

Operating Mode @ Mixed Mode © Green Fisld
Channel BandWidth & 20 @ 20040
Guard Interval i Long @& Auto
MCS Auto -
Reverse Direction Grant(RDG) ) Dizable @ Enable
Extension Channel 2432MHz (Channel 5) -
Space Time Block Coding(STBC) ) Dizable @ Enable
Aggregation MSDUCA-MSDU) @ Dizable ) Enable
Auto Block ACK ) Dizable @ Enable
Decline BA Request @ Dizable ) Enable
HT Disallow TKIP ) Disable @ Enable
oter
HT TxStream 1w
HT RxStream Ao

[ Apply | | Cancel

> Wireless Network

® Radio On/Off: If it indicates RADIO OFF, it means the radio is on. You can click RADIO OFF to
disable it. If it indicates RADIO ON, it means the radio is off. You can click RADIO ON to enable
it.

® WiFi On/Off: If it indicates WiFi OFF, it means the radio is on. You can click WiFi OFF to

disable it. If it indicates WiFi ON, it means the radio is off. You can click WiFi ON to enable it.

If WiFiis ON, the WiFi LED will be light on. If WiFi is OFF, the WiFi LED will be off.

Network Mode: 802.11b/g/n mode selection

Network Name(SSID): Input the SSID, Hidden & Isolated for option. If tick Hidden, the WiFi

SSID will not broadcast.

Multiple SSID1: H820 Router supports multiple SSID 8 groups totally.

Broadcast Network Name (SSID): Enable or Disable SSID broadcast.

BSSID: indicates the MAC of WiFi

Frequency (Channel): current working frequency and channel.

3.3.12.2 WiFi Advanced Settings
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Advanced Wireless

BG Protection Mode Auto -

Beacon Interval 100 | ms (range 20 - 999, defautt 100)
Data Beacon Rate (DTIM) 1 me (range 1 - 255, default 1)
Fragment Threshold 2346 (range 256 - 23458, default 2345)
RTS Threshold 23T |{range 1 - 2347, defaut 2247)
TX Power 100 (range 1 - 100, defauk 100)
Short Preamble @ Enable ) Disable

Short Slot @ Enable © Dizable

Tx Burst ® Enable © Dizable

Pkt_Aggregate @ Enable ) Disable

IEEE 802.11H Support @ Enable ® Disable(only in A band)
Country Code Maone hd

WMM Capable @ Enable ) Disable

APSD Capable ) Enable @ Dizable

DLS Capable © Enable ® Disable

WK Parameters WM Configuration

3.3.12.3 Wireless Security/Encryption Settings

Select 551D

SSID choice Cell AP 12090104 -

“Cell AP 120901D4"

Security Mode Disable -
Access Policy

Policy Disable -

Add a station Mac:

® SSID choice: select the SSID you want to configure
® Security Mode: include Disable, OPENWEB, SHAREDWEB, WEBAUTO, WPA, WPA-PSK,
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WPA2, WPA2-PSK, wpa-psk/wpa2-psk, wpa1/wpa2, 802.1X.
® Access policy: setting the MAC list for access or deny.

Disable: close the Access Policy.

Allow: allow the assigned MAC enable to use WiFi

Reject: refuse the assigned MAC enable to use WiFi

3.3.12.4 WDS

Wireless Distribution System(WDS)

| WDS Mode Disable -
!

{ Apply ] [ Cancel

Wireless Distribution System(WDS)

i\'ms Mode Disable -
m Dlizable
Apply Lazy Mode cel
Bridge Mode
Repeater Mode
3.3.12.5 WPS

WPS Config
WPS: |Disable =

WP3 Config

WPS: | Enable -
Apply

3.3.12.6 Station List
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Wireless Network
IMAC Address |aid [PSM  |MimoPS |MCS |BW |SGI |STBC

3.3.12.7 Statistics

Tranzmit Statistics

|Tx SUCCESS |Er

Tx Retry Count |0, PER=0.0%
T Fail after retry |0, PLR=0.0e+00
RTS Sucessfully Receive CTS E

RTS Fail To Receive CTS |0

Receive Statistics

Frames Received Successfully |42309

Frames Received With CRC Error 39890, PER=48 5%
SHR

|5HF& | n/a, nfa, nia

[ Reset Counters ]

3.3.13 Firewall

3.3.13.1 MAC/IP/Port Filter Settings

Baszic Settings

WMAC/P/Port Fittering Disable -

Default Policy — The packet that don't match with any rules would be: | Dropped. -

[Apply] [ Reset ]
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A\

MAC/IP/Port Filter Settings

|Source MAC address

Dest IP Address

|Source IP Address

Protocol Mone -
Dest Port Range -
Source Port Range &
.Actiun | Accept -

Comment

(The maximum rule count is 32.)

[Apply] [ Reset ]

Current MAC/IP/Port filtering rules in system:

Mo Source MAC Dest IP Source [P .F‘rutucul Dest Port | Source Port S
’ address Address Address Range Range Cnt

Others would be dropped | -

This section is mainly about MAC/IP/Port filter settings
Basic Settings
MACI/IP/Port Filtering: Disable or Enable
Default Policy -- The packet that don't match with any rules would be: Dropped/Accepted

MACI/IP/Port Filter Settings

Source MAC address: Fill the MAC address which needs to filter.

Dest IP Address: IP of the target destination computer( the computer which the data packet will
be sent to)

Destination Port Range: port range of target computer

Source Port Range: port range of the computer which sends data

Action: choose Accept or Drop

Comment: input comment here

Current MAC/IP/Port filtering rules in system

It display the configured rules in this table.

3.3.13.2 Port Forwarding (Virtual Server Settings)(NAT/NAPT)

E-Lins Technology Co.,Limited
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Port Forwarding

Port Forwarding Enable -
IP Address |

Port Range L
Protocol TCPRUDP ~
Interface WAN -
Comment .

The maximum rule countis 32.)

[Apply] ’ Reset]

Current Virtual Servers in system:

Ma. _ IP Address Fort Range Protocol | Interface | Comment
1 [] 10.10.10.100:9000 11-11 TCP + LUDP VAR
[ Delete Selected ] [ Feset ]

Port forwarding is the process that your router or firewall uses to sort the right kind of
network data to the right port. Computers and routers use ports as a way to organize
network data. Different types of data, such as web sites, file downloads, and online games,
are each assigned a port number. By using port forwarding, the router or firewall sends the
correct data to the correct place.

Port Forwarding: Enable and disable the feature.

IP address: fill the IP address of forwarding. The first blank is for local IP address, the
second blank is for port.

Port Range: fill the External Port of forwarding.

Protocol: TCP&UDP, TCP only, UDP only for choice

Interface: Recommend to select “WAN”

Comment: fill in comment for the rules.

3.3.13.3 DMZ Host

E-Lins Technology Co.,Limited
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DMZ Settings

You may setup a De-miltarized Zone(DME) to separate internal network and Internet.

DMZ Settings

DMZ Settings Disable -
DMEZ IP Address

Except TCP port

| Apply | | Reset |

In computer networking, DMZ is a firewall configuration for securing local area
networks (LANS).
® DMZ Settings: open and close DMZ feature.
Disable: close DMZ feature
Enable: enable the DMZ feature for assigned IP
Enable Super DMZ: enable the DMZ feature for assigned MAC
® DMZ IP Address: Please Enter the IP address of the computer which you want to set
as DMZ host
® DMZ MAC Address: Please Enter the MAC address of the computer which you want
to set as DMZ host
® Except TCP port: disable or enable for TCP port

Note: When DMZ host is settled, the computer is completely exposed to the external
network; the firewall will not influence this host.

3.3.13.4 System Security

E-Lins Technology Co.,Limited
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|Remute management (via Wak) | -Alluw -

Ping form VWAN Filter

|F‘ingfurmWhN Filter | -Disahle .

Block Port Scan

|Ellcrck port scan Disable -

Block 5YN Flood

|Et|ock8‘r’N Flood | Disable T

Stateful Packet Inspection (SPI)

|SF‘J Firewall | -Disahle -l

[ Apply ] [ Reset ]

Disable VWAN Telnet

|Di53hleWAN Telnet | Disable -

Disable WAN S5H

|DisahIeWAN S5H | Disable -

[ Apply] [ Reset ]

Include Remote management, Ping from WAN Filter, Block Port Scan, Block SYN
Flood and SPI Firewall (Stateful Packet Inspection), Disable WAN Telnet and Disable
WAN SSH.

1) Remote management (via WAN)
Allow: allow users to visit H685/H820 router from remote side.
Deny: deny users to visit H685/H820 router from remote side.

2) Ping form WAN Filter
E-Lins Technology Co.,Limited
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Disable: disable users to ping H685/H820 router from remote side.
Enable: enable users to ping H685/H820 router from remote side.

3) Block Port Scan
Disable: disable block port scan
Enable: enable block port scan.

4) Block SYN Flood
Disable: disable block SYN flood.
Enable: enable block SYN flood.

5) Stateful Packet Inspection (SPI)
Disable: disable SPI.
Enable: enable SPI.

6) Disable WAN Telnet
Disable: users can remote Telnet H685/H820.
Enable: users cannot remote Telnet H685/H820.
7) Disable WAN SSH

Disable: users can remote SSH H685/H820.
Enable: users cannot remote SSH H685/H820.

3.3.13.5 Content Filter Settings

You can setup Content Fillter to restrict the improper content access, including Webs
Content Settings, URL filter and Host Filter.

> Proxyl/Javal/Activex Filter
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Content Filter Settings

You can setup Content Filter to restrict the improper content access.

Webs Content Filter

|Fi|ter5: | [ Proxy [ Java [ Activex

[ Apply ] [ Reset ]

Support Proxy, Java, ActiveX filter.
> Web URL Filter

Webs URL Filter Settings

Add a URL filter:

URL: ‘

INo |URL
[ Delete ] [ Reset]

Fill in the URL for filter.

> Web Host Filter

E-Lins Technology Co.,Limited
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Webs Host Filter Settings

Add a Host(keyword) Filter:

Keyward ‘

Current Website Host Filters:

|Nn |Hnst[Keywnrd}
[ Delete ] [ Re&et]

3.3.14 Administration

3.3.14.1 Management

> Language Settings
Select Language | -English 'v- 1

Select Web display language. Default is English. Can OEM other languages.

> Administrator Settings

Adminstrator Settings

Account |pptp_user

Password I-------------

Select Web display language. Default is English. Can OEM other languages.

> WatchDog

WatchDog @ Enable © Disable

> Web Management Port Settings

\Web Management Port Settings

TCP Port ‘ 30

Mote |Rebnntautnmatically once click apply

E-Lins Technology Co.,Limited
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Default port is 80, sometimes if the carrier/ISP block 80 port for remote incoming, can try to modify
it to port 10000.

> NTP Settings

Current Time Sat Jan 1 00:27:27 UTC 2000 [ Sync with host ]
Time Zone: (GMT-11:00) Midway Island, Samoa -
|NTP Server ex: time.nist.gov

ntp0.broad. mit.edu
time.stdtime.gov.tw

| NTP synchronization(hours)

> DDNS Settings

DDNS Settings

Dynamic DMNS Provider Maone hd
Account It pip_user
Passward _lannnnnn
DOMS
[ Apply ] ’ Cancel ]

® Dynamic DNS Provider: choose the right DNS server provider. Supported server list.

Dyndns.org
freedns afraid.org

www_zoneedit.com
WWW._No-ip.com
www. 3322 0rg
www._ez-ip.net
www_justlinux.com
www.dhs. org
www.ods. org
gnudip.cheapnet_net
www._dyn_ca
www.tzo.com
www._easydns.com
www.dyns.cx
www_hn.org

® Account: fill in account info.
® Password: fill in password info.

® DDNS: fill in DDNS info.
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Example:

DDNS Settings

Dynamic DMS Provider Dyndns.org -
Account szelins

Password (TTTTITTITIT Y]

DDNS szelins.dyndns.org

Apply

] [ Cancel

3.3.14.1.1 Router web port

Web Management Port Settings

TCP Port

‘BU

Maote

|Rebnnt automatically once click apply

Please input the web port of the router. Normally we use 80 or 10000.
Please re-power the router after changing the port number.

3.3.14.1.2 Language, password and NTP settings

Language Settings

Select Language | English "

Adminstrator Settings

Account

|pptp_user

Password
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NTP Settings

Current Time Sat Jan 100:27:27 UTC 2000 | Sync with host |
Time Zone: _|[r13l".ET—‘1‘1_[][]]1_I-"u'1|+d1.|'|.r:ay,.r Island, Samoa -
MTP Server ex: ime.nist.gov

ntp0.broad. mit.edu
time.stdtime.gov.tw

MTP synchronization(hours)

® Select Language
® Administrator Settings. The default both are admin.

® NTP Settings

3.3.14.1.3 DDNS settings

DDNS Settings

Dynamic DMNS Provider Mone -
Account | pptp_user
Passward I-------------
DDONS
[ Apply ] [ Cancel ]

® Dynamic DNS Provider: choose the right DNS server provider. Supported server list.

Dyndns.org
freedns._afraid.org

www_Zoneedit.com
WWW_NO-ip.COom
www. 3322 org
www. ez-ip.net
www_justlinux.com
www.dhs.org
www.ods. org
gnudip.cheapnet.net
www. dyn.ca
www.tzo.com
www. easydns.com
www. dyns.cx
www._hn.org

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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® Account: fill in account info.
® Password: fill in password info.
® DDNS: fill in DDNS info.

Example:

DDNS Settings

Dynamic DNS Provider Dyndns.org o

Account szelins

| Password (TIITTITITIT

|DDNS szelins_dyndns_org
Apply ] [ Cancel

3.3.14.2 Upload Firmware (Upgrade Firmware)

Update Firmware
Apply

|Location: |
I

Upgrade the firmware to obtain new functionality. It takes about 2~5 minutes. Choose
the correct firmware file, then click “Apply” button.

Notes:

1. highly recommend to “Load Default” the H685 Router after upload the firmware.
“Load Default” will cause all the settings lost. Please backup/export the settings
before “Load Default”. Or re-configure the H685 after “Load Default”.

2. Clear the IE web browser history after upgrading the firmware. The reboot the |E
web browser and the router.

For some version of firmware, it requires uploading bootloader also. Please operate at
the following picture. But most of time it no need do this step unless E-Lins guide or
inform you to upload bootloader.
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3.3.14.3 Settings Management

Export Settings

. Export Button _ ’ Export ]

' Settings file location '
[ Import ] [ Cancel ]

Load Factory Defaults

| Load Default Button [ Load Default ]

Here you can make a backup of current settings or restore previous settings of the

router .

® Export settings: click ‘export’ to export configuration files and then select save
path.

® Import settings: click ‘browse’, select previous backup configuration files and then

click ‘Import’. Then all the previous settings will be recovered.

Load Factory Defaults: click ‘Load Default’ then all settings will be restored to
factory settings. This is not recommended in order to avoid the loss of important
parameter

3.3.14.4 System Command

Input related command at command area. Click “Apply” button to execute. Then click “Refresh”
button. The blank area will display infos.
Right now this feature support “ping” and “traceroute” command.
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System command
Command: I fraceroute www.szelins.com I

.

stepl: input the command

step2: click this button

Step3: click this button
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iCnmmand: I

traceroute to wWWwwW.=2zelins.com (184.82.232.220), 30 hops max, 38 =
1 113.112.0.1 (113.112.0.1) 9S93.01c m=s &£6.730 ms 45.86% m=s
2 115.169.17.102 (115.169.17.102) &32.785 ms 54.733 m= &6.82
3 118.84.191.113 (118.84.191.113) 48.8536 m=s 7T4.773 ms &7.86
4 118.84.191.114 (118.84.191.114) 41.818 ms 218.77T0 m=s &&6.8
5 202.97.34.114 (202.97.34.114) 3S51.817 m= &7.687 ms <45.853
& 202.97.34.78 (202.%97.34.78) 47.817T m=s 81.727 ms 46.859 ms
7 202.97.58.214 (202.97.58.214) 209.85%6 m=s 212.742 ms 240.8
8 202.97.90.6& (202.57.90.8) 225.864 ms 241.708 ms 215.877 m
9 #* geS-15.br0l.lax0s.pccwbtn.net (63.218.73.33) 214.85]1 ms
10 burstnet.tengell-1.br0l.lax05.poccwbtn.net (63.218.42.102) 2
11 ecO0-64.1a0301.lacal.hostnoc.net (64.120.243.58) 232 .8353 ms
12 w=erver3002.lacall. hostnoc.net (184.82.225.18) 198 .836 ms
13 246801 .chadeoliveirapuro.com (184.82.232.220) 211.818 m= 2

T

B

[hpply] [ Refresh ]

3.3.14.5 System Log

> Remote System Log Settings

H820 Router support export the sys log into remote server.

Remote System Log Settings

Remote Systemn Log Active |

senver

i 192.168.6.100

It requires sys log server tool.

UDP: 514

Download link: http://www. szelins.com/download/tool/SyslogWatcherSetup-4.2.0-win32_1.rar
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> Local System Log

System Log

00:00:16 kernel: PPP generic driwver version 2.4.2
00:00:16 kernel: PPP BSD Compression module regiatered

FAf=fAf1E Loarnal s WEPT: Domrdotarad mrentacn]l Fzmd T=r 24

Jan 1 00:00:16 sy3alogd started: BusyBox wl.1Z2.1 o
Jan 1 00:00:16 kernel: fuse init (API wersion 7.8)
Jan 1 00:00:16 kernel: io scheduler noop registered (default) 5
Jan 1 00:00:16 kernel: Ralink gpio driwver initialized 3
Jan 1 00:00:16 kernel: jZedrv_major = 218
Jan 1 00:00:16 kernel: HDLC line discipline: wersion £Rewvision: 1.1.1.1
Jan 1 00:00:16 kernel: N _HDLC line discipline registered.
Jan 1 00:00:16 kernel: Ralink APSol Hardware Watchdog Timer
Jan 1 00:00:16 kernel: SoftDog: cannot register miscdev on minor=130 (e
Jan 1 00:00:16 kernel: Serial: 82530/16550 driwver S$Eewvision: 1.8 § 2 por
Jan 1 00:00:16 kernel: serialB250: tty30 at IS0 OxbO00O0OS00 {irg = 37) i
Jan 1 00:00:16 kernel: serialB250: tty51 at IS0 Oxb0000c00 {irg = 12} i
Jan 1 00:00:16 kernel: RBAMDISK driwver initiali
Jan 1 00:00:1& kernel: zed: 1& BRM disks of 16384K size 1024 blockaize
Jan 1 00:00:16 kernel: loop: loaded (max & devices)
Jan 1 00:00:16 kernel: rdm major = 253
Jan 1 00:00:16 kernel: Ralink APSol Ethernet Driwver Initilization. v2.1l
Jan 1 00:00:16 kernel: MAC AD —— @ 0x00000264
Jan 1 00:00:16 kernel: MAC ADRL. —— : 0x010007cl
Jan 1 00:00:16 kernel: PROC INIT OK!
Jan 1 00:00:16 kernel: IMQ starting with 2 dewvices...
Jan 1 00:00:16 kernel: IM) driver loaded succesafully.
Jan 1 00:00:16 kernel: Hooking IMQ before NAT on PREROUTING.
Jan 1 00:00:16 kernel: Hooking IMQ after NAT on POSTROUTING.

1

1

1

3.3.14.6 Statistics

Memory

‘Memory total: 60684 kB
Memory left 31960 kB
\WAN Rx packets: 0

'WAN Rx bytes: 0

|WAN Tx packets: |E

'WAN Tx bytes: |492

LAN Rx packets: 16093
LAN Rx bytes: 400006
\LAN Tx packets: 6120
LAN Tx bytes: 11107041
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Display the statistics information of system flow.

3.3.14.7 Reboot
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ElvEI Administration
Management

Upload Firmware
Settings Management
System Command
System Log

Statistics

Reboot

[

Question: Why to use Reboot Feature?

Answer: Router is similar a computer, whose performance depends on hardware and software.
The Router’s performance becomes weaker after very long time working. With reboot, it will
refresh the performance.

Question: Is necessary to use the Reboot Feature?

Answer: Not really. Our router has high reliable and stable performance. It not requires using
reboot feature compulsively. However, Reboot Feature will double ensure the router to be more
stable and reliable.

H820 Router support three types of Reboot Feature.

> Reboot AT Time Settings

Reboot At Time Settings

Reboot At Time
Time(h:m:s) o3 - o1 - 01
Maote Please start NTF in Management First!

Users can define the exact time to reboot for everyday.

> Reboot AT Time Settings

Reboot Timer Settings
Reboot When Timeout
Timer(min) 86400

Users can set timer to reboot.

> Reboot AT Time Settings

Reboot System
Reboot Mow

Manually click “Reboot” button to reboot immediately.
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3.3.14.8 Status

¢ Router

Status

- | Operation Mode
D DOTU

D Link Backup

o ) Cpe

-] SMS/Voice
~{] VRRP

System Info

Series |H820

SN 086412100295
Is::rtwareuersjon I2.2.13 (Oct 20 2012)
Hardware Version 1.0.0

|S]rstem Up Time |1:41

Operation Mode Gateway Mode

| |

Cell Modem | HUAWEI-EMB20W

IMEVESN |355858040246813

Sim Status |SIM ready

‘Selected Network |auTO

|Registered Metwark |Registered an Home network: "46001" 2
Sub Network Type [WCDMA

|S’|gnal |13 Ta

Cell Status uP
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(0

Internet Configurations

|Cunnected Type |CELL

\WAN IP Address 172.17.194.232
'SubnetMask | 255.255,.256.255
Default Gateway 10.64.64.64
\Primary Domain Name Server 210.21.196.6
|Secr:+ndar3r Domain Mame Server |221.5.EE=.BE=

\MAC Address |08:66:01:00:07:CO0
Local IP Address 1192.168.8.1
Local Netmask |255.255.256.0
\MAC Address |08:66:01:00:07:C

IPSEC Status
|Name |Statu5
PPTP Status
PPTP | down
L2TP Status
L2TP | down

From this page you can see the Router’s basic running state.

> Ethernet Port Status

Ethernet Port Status

| o o Y

LAMT LANZ LAM3 LAM4  WAN

\4

System Info

Product Model: indicates the model name

SN: indicates the product SN

Software Version: software version reveals the status of software update.
Hardware Version: indicates the hardware version

System Up Time: this time directly reveals router working hours
Operation Mode: indicates the router working mode

\4

Cell Network Info
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® Cell Modem: indicates inside cellular module modem name
® |[MEI/ESN: indicates IMEI or ESN info of inside cellular module modem
® Sim Status: indicates sim card status
® Selected Network: indicates the selected working network
-] GPS WAN Connection Type: Cell Metwork -
-] sMs/Vaice
- Internet Settings - Cell Modem HUAWEI-EMB20W -
[ ..... |_ll WAN 3 T
_____ i Modem Description HUAWEI WCDMA 3G modem

..... | DHCP clients Metwork Type AUTO A

----- {1 WPN Passthrough

----- {] Static Routing e e Keep Alive  ~

""" L] Dynamic Routing Parameter Groups WCDMA v

''''' {1 Dynamic Routing List

----- {1 Qos I Advance Parameter Groups ]
----- [] snmp :
..... ) Cell ICMP Check I Advance Cell Options l

P

Registered Network: indicates the current working network carrier 1D

Sub Network Type: indicates the current working network type

Signal: reveals the current network state of 2G/3G. 0 and 99 mean no signal.
Cell state: indicates the cellular is online or offline

> Internet Configurations

® Connected Type: indicates the selected WAN type.

; Router You may choose different connection type suitable for your environment. Besides, yo
""" ] Status configure parameters according to the selected connection type.
----- ] Operation Mode
----- {1 DTU
----- {] Link Backup
""" ) GPs WAN Connection Type: Cell Metwaork -
----- ] sM3/vaice
..... |_l| VRRP Cell Mode
- = erpet Settings L Cell Modem HUAWEI-EMB20W -
Modem Description HUAWEI WCDMA 3G modem
----- |] DHCP dlients Metwork Type AUTO -

WPN IP address: the IP expose when the router gets on internet.

Primary Domain Name Server: indicates the primary DNS of set or from ISP.
Secondary Domain Name Server: indicates the secondary DNS of set or from ISP.
MAC Address: indicates the WAN MAC address

> Local Network
® Local IP address: the H820 Router LAN IP
® MAC Address: the LAN MAC address

> VPN Status

E-Lins Technology Co.,Limited
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® |PSEC Status: indicates IPSEC status info
® PPTP Status: indicates PPTP status info
® L2TP Status: indicates L2TP status info

3.3.15 SNMP (For version with SNMP only)

Notes: SNMP feature is for H820 Router with SNMP option only.

Soft tool download link:

http://www. szelins.com/download/tool/SNMP-JManager-v1.0.rar

H820 router web page — Internet Settings — SNMP
Fill in related parameters in the screen like follows,

open all | close all

i Cell Router

----- {7} Operation Mode

=3 Internet Settings

SNMP Active: tick it to active SNMP feature.
Contact Info: set the contact info here
Location: set router’s installation address.

E-Lins Technology Co.,Limited
sales@szelins.com www.szelins.com www.e-lins.com
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SHMP Settings

0 waN SMNMP Active
""" ] LAN Contact Info Tazon
-] DHCP clients ; :
-} VPN Passthrough Location E-Lin=
~{] Advanced Routing SNMP V1 and VV2c Settings
..... IJ VPN I -
- DTU User public
- SM5/Voice Command Hosti an 0. 0. 0. 050
-[] Route Fail Over L
..... ) 'snmP Writable
-] GPS SNMP V3 Settings
EH-{-] Wireless Settings -
&-{] Firewall .User Jason
-] Administration Writabile
Security Mode @) None @ Authorized @ Private
Authentication i@ MD5 © SHA
Encryption @ DES 0 AES
Authentication Password LLLA LI L L]
Encryption Password sssssees
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User: set public name
Host/Lan: set the network range to visit the router via SNMP, default we set all as 0.0.0.0./0
Writable: tick it to enable it.
Security Mode: choose the correct one, only for SNMP V3 version.
Authentication: choose the correct one, only for SNMP V3 version.
Encryption: choose the correct one, only for SNMP V3 version.
Authentication Password: fill in the right one.
Encryption Password: fill in the right one.
Click “Apply” button and reboot the router.

Here list the most important OID:
1.3.6.1.4.1.2021.255.4.1.2.9.103.101.116.95.109.111.100.101.109.1
(read module modem model)
1.3.6.1.4.1.2021.255.4.1.2.10.103.101.116.95.117.112.116.105.109.101.1
(system running time)
1.3.6.1.4.1.2021.255.4.1.2.12.103.101.116.95.109.101.109.95.102.114.101.101.1
(memory capacity)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.99.101.108.108.95.115.116.97.116.117.115.1 (3G network
status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.108.50.116.112.95.115.116.97.116.117.115.1  (pptp status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.112.112.116.112.95.115.116.97.116.117.115.1 (12tp status)

List client side’s picture as follows,

¥ cyEp JEanager 1.0 -_“E'
File Help Idioma /Language — Zi=
ﬁ RFC1213-MB [ SNMPv1 | SNMPv2c | SNMPv3 |

Action Selected |Connexion Options

-

Connexion Options

Agent IP Address [113114.175.124 |
Port Number [181 |
Show Communities |ND | - |

Read Community [ |

Write Community [ |

Retries [z |

TimeOut {ms) [1500 |
| Apply Changes

E-Lins Technology Co.,Limited
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£ SHEP JNanager 1.0 = |
File  Heldp Idioma / Language — BE

a RFC1213MIB | |
Action Selected  [Walk ||

Walk
LLimit Ihumammmm—:ﬂﬂ'_:r_._ Dusgetity Mo Limid
.:"P. QI 1.412021.25540.29103.101 11695109111.100.101.1081 W.ai":,
[y __,.u—ﬂ'"”

Fill in router’ s 0ID to read

related parameters

3.3.16 Convert the WAN RJ45 port to LAN RJ45 port

Notes: with this settings, the H820 router has no WAN RJ45 port, just 5 LAN RJ45 ports.

open all | close all Operation Mode Configuration
d Router You may configure the operation mode suitable for you environment.
----- Status
-] DTU
-] Link Backup © Bridge:
""" ) GpPs All ethernet and wireless interfaces are bridged into a single bridge interface.
----- {] SMS/Voice @ Gateway:
-] VRRP The first ethernet port is treated as WAN port. The other ethernet ports and the wireless
-] Internet Settings interface are bridged together and are treated as LAN ports.
B VPN ) AP Client:
B WIFL The wireless apcli interface is treated as WAN port, and the wireless ap interface and the
F-] Firewall ethernet ports are LAN ports.
E-{7] Administration

Ethernet wan port as wan in AP Client Mode:

Ethernetwan port as lan in Cell Gateway Mode: [7] I

NAT Enabled: Enable -
TCP Timeout: 180
UDP Timeout: 180
[ Apply ] [ Cancel l

Check the “Ethernet WAN Port as lan in Cell Gateway Mode:”, click the “Apply” button, the WAN RJ45 will switch
into LAN RJ45. Please re-boot the router. The router will display the status as follows,

E-Lins Technology Co.,Limited

Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com www.e-lins.com



m Bk B o S A PR S
&‘/ E-Lins Technology Co.,Limited

H820 User Manual

Ethernet Port Status

LJLJC 1L 1 Nl

LANT LAN2 LAN3 LANA  LANS

Access Point Status WAN R4S into LAN RJ45

3.3.17 Connect Modem

With this feature, the devices connected to H685 serial port can send at command. But can
not transmit the data.

Notes:

1) this feature is for H685 with DTU option only.

2) this feature cannot be used same time with “DTU” feature. Please disable the “DTU”
feature if use “Connect Modem” feature. Please disable the “Connect Modem?” feature if use
“‘DTU” feature.

3) if enable this feature, the Status info may not be updated.

EeEnbll]fchoeTd Connect Modem

:J Raouter

ﬂ Status

DR
-{ ] Link Backup IWI

j GRS : Connect Mode Serial -

3 vae

-] Connect Moderm |

serial baudrate 115200 = pps

#- 7 Internet Settings

B VPN serial parity none -

] WIFI serial databits 8 * hits

#+"7] Firewall

H-{_] Administration serial databits 1 * hits
Serial Flow Control none -

Motes: the features (Serial DTU, Web Cell Status, SMS, GPS send to Serial) and Connnect Modem
feature cannot be used atthe same time.

® Connnect Modem Active: enable “Connect Modem” feature
® Connect Mode: Serial only

E-Lins Technology Co.,Limited
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Modem to Serial Settings

® serial baudrate: support 9600/19200/38400/57600/115200bps
® serial parity: support none/odd/even

@ serial databits: support 7 bits and 8 bits

@ serial stopbit: support 1 bits and 2 bits

® Serial Flow Control: support none/hardware/software

4 FAQ

4.1 Open Device Error

|Signal Strenagth |open device error!

With this error, most of time the module inside the router is loosen. Please try to fasten it.

4.2 Read Error

Signal Strength .read error!
Attachment State Autamatic search

With this error, it indicates the sim card is not well touched with sim card slot. Try to check the sim card is right
put. Try to scrap the sim card slot and make it clean.

E-Lins Technology Co.,Limited
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4.3 Signal Strength has right number, but cannot dialup

Signal Strength 16, {0-31)

Aftachment State Automatic search

Try to check the WAN port setting is correct.

4.4 Signal Strength shows 99

Signal Strength 16, (0-31)

Attachment State Automatic search

Here it shows 16, it means signal is okay. If shows 99, try to check the sim card is has enough balance. Or if the
data business is supported.
4.5 The router cannot be remote web visited

1) Default the router’s web port is 80. Some network ISP block the 80 of incoming. So confirm with your ISP
which port can be visited. Or you can change other port to try, such as port 10000. Refer to chapter 3.3.14.1.1
Router web port to operate.

2) Check if the router’s WAN IP can be ping through via the PC.

4.6 Signal shows 99 but still can connect to internet and get WAN IP

Our router built-in different types of modem inside, some modem cost this. But will not affect the use.

4.7 Router shows sim card and network info, but cannot connect to

internet

Check the sim card is with balance or limited service by the ISP.

E-Lins Technology Co.,Limited
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4.8 DDNS not working

1) Please confirm the DDNS configuration is correct.

2) Check if the router is online and get IP, and can visit internet.

3) Check if the WAN IP from sim card (shows in the status page once the router is online) is a public IP or privacy
IP, privacy IP will make DDNS no work.

4.9 Cannot Connect Router via RJ45 LAN

1) Please check if Ethernet cable is correctly connected.
2) Double check PC network card IP is correct configured. Please refer to Chapter 3.2
3) Try to disable the PC network card, and re-enable it.

B —

Status
Repair

Bridge Connedtions

Create Shorkout

Creabe Shortcut Rename
Praperties
Rename

Properties

4) Reset the H820 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H820
router will automatically load default.

4.10 Cannot Connect H820 WiFi

1) Double check if the device’s WiFi switch is on.

2) Double check if the H820 WiFi is on.

3) Double check Device’s wireless network card IP is correct configured. Please refer to Chapter 3.2
4) Try to disable the Device’s network card, and re-enable it.

E-Lins Technology Co.,Limited
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Create Shortcuk

Bridga Connedtions

Create Shortout Renzme
ik Properties
Renarme

Properties

5) Reset the H820 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H820
router will automatically load default.

4.11 Can Connect H820 WiFi via Manual IP but cannot via DHCP

1) Try to disable the Device’s network card, and re-enable it.

Create Shorkouk

Bridga Connedtions

Creake Shortout Renzme

: Praperties
Renams
Properties

2) Reset the H820 router. Power on router, keep press “RST” button until 12 seconds, and then release it. H820
router will automatically load default.

4.12 Cannot get Cell WAN IP

H820 Router get cellular WAN IP once it's online.

E-Lins Technology Co.,Limited
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Internet Configurations

Connected Type CELL

WAN IP Address 1 10.193.205.114]
Subnet Mask 255255 255255
Default Gateway 10.64.64.64
Primary Domain Mame Sernver 210.21.196.6
Secondary Domain Mame Server 2215383.88

MAC Address 08:66:01:00:04:A0

If not get the WAN IP, the problem maybe:

Item. | May caused by Solution

1 Cellular WAN port is not right configured | Refer to Chapter 3.3.3.1 Cellular WAN
configuration to solve it.

2 SIM card has problem for data business | Check the sim card with the ISP or network

or no balance provider or sim card provider.

Try another working sim card.

3 No network signal Move the router to another site to check.

4 VPN configuration is wrong You may configure the VPN in wrong way.

Please check the WAN port configuration.

5 Cellular network problem Sometimes cellular network may get problem or
unstable. Try to move to another site to test. Or
try to test with another ISP/Carrier SIM card

6 Module modem is defeated Send back the unit to factory for repair

4.13 Can not power on

Solution:

1. Check if the power adapter connector is loose from the router.

2. Try to replace a power adapter. H820 series router uses 9V1A or 9V2A or 12V1A or 12V1A or 12V2A power
adapter with 2.5mm connector

3. Router hardware defeated. Send back to factory for check or repair.

4.14 Sys log shows “connect script failed”

Problem maybe:

Item. | May caused by Solution
1 A. sim card no data business, or A. Check sim card data business and balance.
problem; B. Get balance available

E-Lins Technology Co.,Limited
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B. sim card balance no available;
2. WAN APN parameter is wrong Check APN parameter of WAN port, then make
it correct and try
3 Network unstable problem Try later, or move to other network to try.
4 Module modem inside router setting | Tell the module modem type (marked at the
wrong by uncertain operation back cover of router) to technical support for
help.
5 Module modem inside router only | Need contact sales for replacement or repair
support 2G or 3G only

4.15 H820 Router is online, but cannot visit website.

Problem maybe:

Item. | May caused by Solution

1 DNS problem Check the DNS server of H820 is correct. The
DNS is from the ISP once H820 is online.
Sometimes the ISP not give the right DNS
server IP, you can try to set correct DNS
manually at your PC or Device network card.

2. SIM card business problem Check APN parameter of WAN port, then make
it correct and try. Double confirm with the
ISP/Carrier if the sim card info is 100% correct.
Try to change another sim card to try.

3 Signal is too weak Too weak signal may cause all the DNS
resolution fails. Try to get better signal.

4 Network is too bad Contact ISP/Carrier to get better network

4.16 Port forwarding not working

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP/Carrier, because some ISP/Carrier block some ports for
security reason.

For example, the H685m gets WAN IP 27.38.14.223. And the H820’s web port is 80. So from the other network,
try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP/Carrier blocks the 10000 port. Then
check with your ISP/Carrier which ports are open for use. Then re-try the port forwarding feature.
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4.17 Serial DTU point-to-point solution not working

Problem: Take two H820. Both support Serial to cellular gateway feature (DTU feature). Configure one as client,
the other as server. But no work.

Answer: First, we confirm that the H820 both are online, and the server’s IP is public IP that can be ping through
from other networks.

Second, we confirm both H820’s DTU feature (Serial to Cellular Feature) are working. We test an example as
follows,

H820 DTU with vodafone SIM as client (in Germany)--- China Telecom as server (In China): working
H820 DTU with vodafone SIM as server (in Germany)--- China Telecom as client (In China): working
H820 DTU with vodafone SIM as client (in Germany)---- H820 DTU with Vodafone SIM as server (in
Germany) : no working

This indicates the two Vodafone SIM cards cannot communicates each other. The Vodafone ISP limit the two
internal’s SIM card’s communication.

You have two ways to solve the problem.

1) Get another SIM card from another ISP to test.
2) Ask the Vodafone ISP to unlimit two Vadafone SIM's communication.

4.18 Can’t open device /dev/ttyUSBx.

Problem: Status page shows “Can’t open device /dev/ttyUSBX”.

Cell Hetwork Info

Cell Modem HUAWEI-EME20W
IMEIESM Cant open device /dewitylUSB3.
Sim Status Cant open device /dewittyl)SB3.
Selected Network AUTO
Reqgistered Metwork Cant open device /devityUSEB3.
Sub Metwork Type Cant open device /dewittyUSB3.
Signal Cant open device /devittyUSB3. T
Cell Status DOWN

Solution:

Step 1) H820 Router Web — Internet Settings — WAN, at Cell Modem, please choose “AUTO_DETECT” and click
“Apply” button.

E-Lins Technology Co.,Limited
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Step 2) If step 1 cannot solve the issue, try to open the case, and scrap the module modem fingerprint, then
re-install it into the mini PCle slot. And try Step 1) again.

Cell Mode

Cell Modem AUTO_DETECT -

Modem Description HUAWEI WCDMA 3G modem
Metwork Type AUTO -

Cnline Mode Keep Alive -

Parameter Groups WCDMA [‘u’iew” Delete ]

[ Advance Parameter Groups ]

[ Advance Cell Options ]

MAC Clone

Enabled Disable -

Apply ] ’ Cancel ]

Step 3) If the issue is still existed after Step 1) and Step 2), please contact our sales for return to check or repair.

4.19 PPTP is on, but cannot be through to PPTP Server

Issue and phenomenon: in web status page, the PPTP shows “on”, but try to ping PPTP Server, cannot get
through.

Solution:

1) try to check if the PPTP Status keep “on” in web status page. If sometimes “on”, and sometimes “down”,
please check the PPTP configuration is correct.

Check if the PPTP Server assigned remote LAN with H820’s LAN IP network range. H820 default LAN IP is
192.168.8.1, and submask is 255.255.255.0. Sometimes the users forget to assign remote LAN IP
192.168.8.1 for PPTP VPN Server.

If the PPTP VPN Server’s remote LAN IP is 192.168.1.0/24 or 192.168.0.0/24, and cannot be changed,
please change H820 LAN IP from 192.168.8.1 to 192.168.1.1 or 192.168.0.1, also do not forget to manually
change the H820 Default Gateway to 192.168.1.1 or 192.168.0.1 meanwhile.

N
~

Default Gateway | 192.163.5.1

3) with the following steps, normally it can solve the issue. Otherwise, please contact E-Lins Sales or Support.
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5 Test Samples

5.1 Two H820 make WiFi hotspot and WiFi client

Here we take H820 router for example. H685 setting method is the same with H820.

1. Take two H820 router. One will be WiFi server, the other will be WiFi Client. We name H820-s and H820-c

2. Connect PC with H820-s with RJ45 cable.
3. At H820-s and H820-c, make sure the DHCP service from both routers are working.

|_i__|..¢5| Internet Settings [ | o ENEDIE W2 UISdIe
-{) wWaAN LAN2 IP Address '
----- ] Lan

L N DHCP dients LAN2 Subnet Mask

,j WVEN Passthrough
=] Advanced Routing

~{] VPN

MAC Address

HCF Type

~{J DTU

~{] SMS/Voice Command

----- [ Status Report
]j Route Fail Over
i I_'] GPS
-] Wireless Settings
Bl Firewall
B3 Administration

-] Management
-} Reboot
----- [l Upload Firmware

{1 Setinn=s Mananement

At H820-s,

Tel: +86-755-29230581 E-mail: sales@e-lins.com

Subnet Mask (255 255 255 0

DHCP Primary DNS ||10.10.10.251

DHCP Secondary DNS || 168.95.1.1

Default Gateway .. 10.10.10.254

Lease Time ||86400
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@ e RDUter ....................... ¥ou may configure the operation mode suitable for you eny

B-{] Internet Settings
--1:| Wireless Settings
--1:‘| Firewall

-] Administration

(O Bridge:

All ethernet and wireless interfaces are bridged into =
(* Gateway:

The first ethernet port is treated as WAN port. The oth

interface are bridged together and are treated as LAM
O AP Client:

The wireless apcli interface is treated as WAM port, a
ethernet ports are LAM ports.

NAT Enabled |Enable v

[Apply] [ Cancel ]

Select “Gateway”, and click “Apply”.
4. At H820-s, “Wireless Settings--Basic”, set Network Name (SSID) as “3G Router” (Here we recommend you use “3G
Router” to test first)

H - - THGLY IR INANTE I P il 13 sl 1S Al SoD 1 WL Ol WS SIS0 DR WYL Sy
H-{] Internet Settings setting iterns.
El-<5) Wireless Settings

-0 850

-1 Adwvanced
)

Security Wireless Network

'IJ WwWoDs -
-0 wes | Radio On/Off | RADIO OFF |
-] Station List N N 'E.E|:11bf Jn mied mode [l
B-{_] Firewall ::_ A i sttt
B2 Administration  Network Name(SSID) 3G Router | Hidden [
Multiple SSID1 I | Hidden [
Multiple SSID2 | | Hidden [
Multiple SSID3 I | Hidden 7

And write down the “Frequency (Channel)” and “Extension Channel”. Remember it and we shall use this value at
H820-c.
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-9 Wireless Settings

Advanced
Security
WDSs

WPS

- Station List
B Firewall

BH-{_] Administration

| )]
B
tn
in

@n Channel

00:0C:43:30:52:.88
(

BSSID

Channel &)

TFrequency (Channel) -l243?’l"u'1Hz

HT Physical Mode

| @ Mixed Mode O Green Field
| ©20 ® 2040
O Long @ Auto

JL

Auto »

(O Disable & Enable
| 245TMHz (Channel 10) ¥ >

l (* Disable O Enable

I-Dperating Mode
:Channel BandwWidth
:Guard Interval
rMCS

Reverse Direction Grant(RDG)

| Aggregation MSDLIA-MSDL)

5. At H820-s, “Internet Settings—WAN—WAN Connection Type:”, choose as “3G”, and click “Apply”.

e
B9 Internet Settings

VAN

DHCP clients

WPM Passthrough
Advanced Routing
VPN

OTU

SMS/Voice Command
Status Report
Route Fail Over
GPS

H-7] Wireless Settings
-] Firewall

BH-{Z] Administration

contigure parameters according 1o the selected connection type.

WAMN Connection Type: | 3G w |

3G Mode

USB 3G modem |HUAWEIEMTTO v

3G SIM Code 0 |

| |"H.eep .-’-"-.Iiu.e V|

MTU

Operation Mode

MAC Clone
Enabled |Disable V|
[ Annle ] [ Manral ]

6. Try to connect the H820-s WiFi via your Laptop/PC. If can work, then go to step 7.
7. Connect PC with H820-c with RJ45 cable.
8. at H820-c, “Operation Mode”, choose “AP client”, and click “Apply”

E-Lins Technology Co.,Limited
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:f 3G Router
1_1] Operation Mode
D Internst Settings
fj Wireless Settings
{':l Firewall

-] Administration

You may configure the operation mode suitable for you envirant

O Bridge:

All ethernet and wireless interfaces are bridged into a sim
(O Gateway:
The first ethernet portis treated as WAN port. The other et
Mdaface are bridged together and are treated as LAM porl

(& AP Client:
The wireles€ apcli interface is treated as WAN port, and tF

et ports are LAMN ports.

NAT Enabled |Enable v|

[Apply] [ Cancel ]

9. at H820-c, “Wireless Settings—AP Client—SSID”, here input the correct one. Here the value is from the H820-s.

'gf 3G Router
1_1] Cperation Mode
F-] Internet Settings

E-£5 Wireless Settings

You could configure AP Client parameters here.

~{) Basic 7
-} Advanced AP Client Parameters
~1] Security 38ID 3G Router ) |
]j WwWDs L 5 ..._;; . *
-1 WPs MAC Address (Optional) | |
.l ) Station List Security Mode || OPEN w
B Firewall [ _ == —
Encryption Type I L
E-{1 Administration : L "
[ Apply ] [ Cancel
10. at H820-c,

“Frequency (Channel)” and “Extension Channel” should be the same as H820-s
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-9 Wireless Settings

Advanced
Security
WDSs

WPS

- Station List
B Firewall

BH-{_] Administration

| )]
B
tn
in

@n Channel

00:0C:43:30:52:.88
(

BSSID

Channel &)

TFrequency (Channel) -l243?’l"u'1Hz

HT Physical Mode

| @ Mixed Mode O Green Field
| ©20 ® 2040
O Long @ Auto

Auto »

(O Disable @ Enable

——

| 245TMHz (Channel 10) ¥ >

l (* Disable O Enable

IDperating Mode
:Channel BandwWidth
:Guard Interval
rMCS

Reverse Direction Grant(RDG)

| Aggregation MSDLIA-MSDL)

11. at H820-c, “Internet Settings--WAN”, set the WAN connection type as “DHCP (Auto config)”, and click “Apply”

button.
J-£5 Internst Settings

DHCP clients

WPMN Passthrough
Advanced Routing
WEN

DTU

SM5/Voice Command
Status Report
Route Fail Over
GPS

i Wireless Settings
A-"] Firewall

471 Administratinn

ol o] ] ] o] o e el o

VWAN Connection Type: | DHCP {Auto config) Vi
DHCP Mode '
Hostname | |
|{optional) [
| Disable v

Enabled

[Apply] [ Cancel ]

12. Then check H820-c, “Administration--Status”, if it shows “Operation Mode” as “AP client Mode” and get “WAN IP
Address”, that means the test is working.
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open all | close all |Product Model | 3G Router
_ Software Version [2.5.4 (Jun 8 2011)
#SGSDUJEE:_ i |Hardware Version (1.0.0
peration ode T = =)
2-£3 Internet Settings LDEH‘]CE ID - __EE.DI;“.EDEE?CDBMSS
- WAN |Systemn Up Time 17 mins, 52 secs
~{) LAN . ration Mode AP Client Mo
-] DHCP clients
~{ ) VPN Passthrough e = i — |
- Advanced Routing ! |gna rpf.r.-lg .I.':.Ipe.n _EET‘IIEE Ermr.'
- VPN |Attachment State |Automatic search
-1 DTU Local Network
~J) SMs/Voice Command | gcal IP Address [10.10.10.254
S itatt”SFR'f’lp;"t Local Netmask | 255 255 255 0
oute Fal vEr T S e
-3 GPs :MAC Address (00:0C42:30:52:88
] Wireless Settings Internet Configurations
#-{] Firewall Ected Type |DHCP

== Administration

1_‘1
0
0
0

Management

Reboot

Upload Firmware
Settings Management

.................

Statistics
System Log

WAN IP Address [10.10.10.101
' 5550

:Suhnet .-a 7

:-D e.faul.t.é .at.ewaj.-'

:Primarg.f Domain Mame Senver -_10.10.10.251
Secondary Domain Mame Server 168.95.1.1
|MAC Address |00:0C:43:30:52:89

5.2 GPS feature (For version with GPS feature only)

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.
Here we run a TCP server tool as the GPS TCP server.

Step1: configure the GPS feature of the router.

E-Lins Technology Co.,Limited
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‘ |
L,
L

GPS Setlings
GPS Active
GPS Send to O Serial @ TCPIP

GP5 To Serial Settings

Serial Baudrate

Serial Parity NOne
Serial Databits B % |pits
Serial Stopbits 1| hits

Serial Flow Caontral

none hd

|Cnmment: Do not used GPS with DTU when send to seriall

Socket Type
Server |27. 38. 13. 67 |
Port

Step 2: run the TCP server tool. You can ask us to get this tool if you need.
Create server, here our server is a local network PC with IP 192.168.1.102 and port 10001.

And we make a DMZ or NAT for this IP and port from the local router connected to internet with IP 27.38.13.57.
And in the router GPS configuration, we fill in “27.38.13.57” and port “10001”.
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P2 TcPaUDP MR T A
Operate (D) VWiew(¥) Windows(§) Help(H) Languaze
:J CreateConnm : &S StartServer ﬁ @ _-"ﬂf:onneci i %Discnnmul

Froperties
- Client Mode
M Server Mode

Create Server

¥ Local I|192_ 163, 1. 102

LocalPort 1|:||:||:|1
™ Eve ISE| (=) Dizconmect A11

Creata I

Once the link is okay, it will show the following similar screen. If the route doesn’t get the satellite, it appears and
updates the GPS module info from the router to the TCP GPS server.

B2 1cPeUDPMTLT A — [112.97.30.2:6778] [= _
Operate (01  View(¥) Windows(§) Help(H) Language b4

':JCreateConnn ECreateServer ESi.artSerf:ex ﬁ Q '_:‘ﬁfannect :2 %Disconm\ll %DeleteCom % EI] g g

Propertiss x| 3112 97.30.2:6778 e

& Client Mode
Eg &;NE[ Mode DestIF: Send [~ AtucSend Eve |[LO0 ms Send I Stop
&5 Local(192.168.1.1021:10001 |112.9'|'.30_2 —
i 5 | Send Hex [ Send File| Send Receiwed C1 Opti
P> 112.97.30.2:6778 S sar | Optien
321
¥ LocalPort
IIDDDI
Type ITCP |
™ AtuoConm
Eve ID =
¥ futoSend
Eve |3 m=
Ty Rec StopShowl Clearl Save | Dptionl [ ShowHex
Send Ig [~ Sawe (In Time) I
BEPGEA, ., Whsimaniinns +BE |
Recw I2Dr"4
BGERMC, ¥, .. . W53
Clear |
BEEGEA A L. *1E
$GEVIG, T, M, N, , Ex4E
|
8|

Send Time: 00:00:00 Send Speed(B/S): O Receive Spead (B/S): 0
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T3
$0PGSV, 3,3, 09, 15, 12, 057, #45
$5PGGA, ,,,,.0,,,,.,,, *B5
$GPEMC, |V, ,,,,,,, ., [#53

$GPGSA.I"5|'J1.l.l.l.l.l.l.l.l.l.l.l.l.l.l.l:+:1E

$GEVTG, , T, M, , B, , EwdE

Picture: Feedback string if not get the satellite.

If the route gets the satellite, it appears and updates the GPS module info from the router to the TCP GPS server
with the following similar string.

$GPGSV, 3, 3, 10, 12, 54, 144, 18, 18, 52, 144, 26+79

$GPGGA, 142035, 0, 2237, 053418, ¥, 11402, 208048, E, 1,04, 8.9, -
107.0,M,,,,*21

$GPENC, 142035, 0, A, 2237, 083415, ¥, 11402 208048, E, , , 091511,
., BB

$GPGSA A, 3, 18,21,22,31,,,,,,,,.13.5,8.9, 10 1#3C

$GEVTG, , T, M, 0.0, K, 0. 0, E+4E

Picture: Feedback string if gets the satellite.

5.3 Port Forwarding (NAT, NAPT) test

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.

Warmly reminding:

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP, because some ISP block some ports for security reason.
For example, the H820 gets WAN IP 27.38.14.223. And the H820’s default web port is 80. So from the other
network, try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP blocks the 80 port. Then
check with your ISP which ports are open for use. Then re-try the port forwarding feature.

Step 1) make H820 router to be online.
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“WPM Passthrough
Advanced Routing
VPN

DTU

SMS/\Voice Comme
Route Fail Over
SMNMP

GPS

1477 Wireless Settings
-3 Firewall

MAC/IF/Port Filteri
Port Forwarding
oMz

System Security
Content Filtering

-5 Administration

Management
Reboot

Upload Firmware
Settings Managem
Status

Statistics

System Log

3G Info
ESignaI Strength |29 A0-31)
| Attachment State | CDMA/EVDO HYBRID

Local Network
;anal IP Address
Local Netmask |255.255.255.0
\MAC Address [84:57:87.FF.00:00

[10.10.10.254

PPTP | down
LzTP [down
i.Cunnected Type -ECEH

WaARMN IP Address
Subnet Mask

1113.115.141.126
|255.255.255 255
1113.115.0.1

Default Gateway

Primary Domain Name Server [202.96.128 25
[202.96.134.133 ||
{00:0D:01:FF:FF:BE

“St-acnm:'l.arg.r Iflumaih r;jarne-Sewer
|MAC Address

Step 2) configure the port forwarding feature for H820 router

Virtual Server Settings

|IP Address

|Port Range

|Pratocol

\Interface

|Comment

{The maximum rule countis 32.)

[Enable ¥ === enable it

(110.10.10.100

Hmnm_ | ¢ mapped local internal IP with port

8000

Jsoo0 | eag=m— "3 external port

[TcPauDP »

i :NWAN 'v-' -

Click Apply Button to finish the setting. It will show the result in the following picture.

[Mo.
1 M

Current Virtual Servers in system:
= IP Address :
10.10.10.100:10001

‘Port Range _ Protocol Interface Comment
8000 -8000 TCP+UDP WAN
Delete Selected ] [Reset]

Step 3) here we take a PC to be as a TCP server/Remote Device.
Connect the PC to H820 router LAN port via RJ45 cable. And it gets an IP 10.10.10.100.
At the PC, run TCP&UDP_debug software (If you have no such software, require to get from us).

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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B TcPamDPME T A

Operate @]  VWiew(¥] fHindows(f) H

;l CreateConnm % CreateServer "_1_';,

Froperties

- Client Mode

= i p— H

;_I| CreateConnection(C)
|ﬁ CreateServer (3] [
: a3
iy,

Firstly, click Server Mode, and CreateServer,

X]

Create Server

¥ Loecal I11|:|_ 10.10. 100

LocalFort 1|:||:||:|1
I Eve |3I:I (5] Disconmect A11

Create ] Cancel

Secondly, fill in the parameters like this. The Local IP is the PC’s IP from H820 router. The LocalPort is the port of
the PC which will be mapped. Click Create Button to finish.

B TCPRUDPMDL T A

Operate (D) VWiew(¥) Windows ()] HelpiH) La

;1 CreateConnn @ CreataServer

E StartServer

X

Froperties rx
i 5 Client Mode
??.T'! 5 Server Mode

: & Loeal (10, 10,10, 1007 - 10001

Choose the created server, and click StartServer. It will show the following windows.

Step 4) here we take another PC to be as a TCP client.
This PC is with internet in another network. Run TCPUDP_debug software tool, choose Client Mode,
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S TR T &
Operate (@) View(¥) ‘fWindows(¥) Help(H) Language

e'}CreateServer ME St : ] IE__} ]
| o x|

e eat Cona

Froperties
I WClient
B Server Mode

and click CreateConn,

Create Conmection
Type: |TCP |

DestIEF: [113.115.141.126 Port: [B0O0
LocalPort (% Anto {“Speciaw
[~ AntoConn: Eve IE— =

J m=

r-“ sernd fhen Conn Eve

Create | Cancel J

Type: choose TCP, DestlP: fill in the H820 router’s WAN IP (here is 113.115.141.126), Port: 8000 (This port is
external port for mapped port 10001). Click Create button to finish.

Then check the DestIP, DestPort and Type, and click Connect button to link.

32 TCRAUDENEE T A ~ [113. 115, 141, 126:5000] [=llE s
Operate (0]  View(¥) Windows () Help(H) Language x
'_lCreateCormn @CreateServer Y - : =1 G:) gComect = o :&Discom\ﬁll Sj\(f]]eleteCorm & @ fB‘ sl

Properties B x L/’ygua_us_ 141.126:8000 | il

£l Client Mode

w @ 113 115, 141, 126:8000 DestIF: |#isn. | [Diaiiceat 5 jioe ms
B Server Mode 1113. 115 141, 126 . :
[~ Send Hex [ Send Filel Send Receiwed Clesr ‘ Dptior\i Broadlption
DestFort: 18000
™ LocalFort
Type [1cP ¥
I7 AtuoCorm
Tve |0 >
Eibutosend
Eve |0 ms
Connect 1
Eec StopShowI Clear] Sawve J Dptior\] [~ ShowHex
oun L |

Semd [ [ Save (In Tima) | _]
Recw 10
Clear
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Once the link is done, at the Server PC’s side, it shows the following picture, which indicates the link is created.

P22 TCPeUDPMDt LA — [10. 10. 10. 264:55814]

Operate(@ View(y) Windows(¥) Help() Languege

:_JCreateConnn queateServer MY, SrartSer ;] @ ooy 2% ra i x EDisconm\ll %Deletetom % @ 3 g
Froperties # % | 73210.10.10.254:55814 |
I Client Mode - -
= Server Mode DestIP | Send [~ AtucSend Eve |00 ns Send | “iop
=38 Lozal (10.10. 10, 100) : 10001 10,10, 10, 254
P> 10,10, 10. 254, 55814 — I™ Send Hex [ Send File[" Send Receivad Clear ] Uptior\l Braadiption
DestPort: |50

[

]._“

Count

&
ns
St [fee | Stopshew| Clear | Seve | Dptien| [ Shewte:
[o

I Save(In Time) 1

Reow

Clear

Step 5) Test the link for sending and receiving

At client PC, type “test from client to server”, and click Send button.

Operate (1) View(¥) Windews(f) Help(H) Language b4
:_j CreateConnn QCreateServer i!. artServe ﬁ;{, Q _5 rmect x Eﬂiscom‘u\ll %Delete[:orm % @ g <]
Froperties X 3£ 113,115 141.126:8000 | b x

EE Client Mode

o e[ 113,115 141, 126:8000 DestIF: |Send | [T AtuoSend Ewe [100 ms Send | Stop |

o Server Mode |113. 115 141, 126 ) .
[~ Send Hex | Send File[ Send Receiwed Clear I Dptionl Trod o
DestFort: IBUDD
i . test from client to server
LocalPort

4001
Type m

Eve iD =

[T AutoSend

Eve ;EI ms

: Inscommect :

i‘i"‘uec . StopShowI Clear | Save | Dptionl [~ ShowHex

I Sawe(In Time) I _l

At the server PC, it will receive the info the client PC.
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Operate (@)  ¥iew(¥)

'_lCreateCorm.n @CreateServer i,

Windows (f)

Help (H)

Langnags

%)

=
—

f: Eﬂisconm’.ll %Deleteﬁorm% @ g-ﬁg

Properties a x
q S Cll ent hiocie |
= Server Made
=38 Local (10 10,10 1003 - 10001

b’ 10010010, 254:55514

" #10.10_10_254-55814 |

H820 User Manual

DestIP:

[ AtucSend Ewe 1 C ms

7 Send Hax [ Sand File]_' Send Receiwed

: Send

Send Stop
Clear DptionJ

DestPort: |°5011

[¥ LocalPort

Eve |- =
[T dutsSend
Eve | ms
Count
S ]E‘— iREC StopShow] Clear] Save ] Dptionl [ ShowHex
[ Save In Timel 1
Reow 125

| |
test from client to serverl

Clear

At Server PC, type “reply from server to client’, and click Send button.

'_l CreateConnm g CreateSerwer ‘_{'.

T

=]

G e :_s :-E]]isconm\ll %Deleteﬂorm% @ 3_@

_Propgrties
- Client Mode
=l 5 Server Mode
| =38 Local(10.10.10. 1007 : 10001
b’ 10.10. 10, 25455514

| ¥£10.10.10.754:55814 |

DlestIF: Send |

[ AtuoSend Ewe LU0 ms
I Send Hex [ Send File] Send Receiwved B
Clear Dptlonj

DestPort: |—

Nreply from serwer to clientl

r
Ew

Eve
&

Count

Send Rec

StopShowI ClearJ Save J Uption] [~ ShowHex

[~ Save(In Time) J

=

ms
127 1
{25

Reew

Claar

test from client to server

At the client PC side, it will receive the related info from server PC side.
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HE PPN TE - [112. 115 141 126:8000] &
Operate (@)  View(¥) Windews )] Help(H) Language
'_ICreate[:onnn gCreateServer ‘J."', 1:, Q__j _-_ﬁ et ! %Discom}\ll %Delete[ﬁorm % @ fg' &
e 5

Cl;.ent Made
E p 113,115, 141, 1265000
Sl Server Mode

3£ 113.115. 141.126:8000 |

DestIF:

1113. 115,141 176
DestFPort: IBDDD

Disconnect

Count
Send )
Recw 2T

Clear

ms

Sendl
Clear Dpti.o:n]

Send [~ AtusSend Ewe leD

r‘ Send Hex r" Send Filer“ Send Receiwed

test from client to serwver

:Rec StopShow‘ ClearJ Save I Dption] [ ShowHex

[T Savalln Timel |

nrepl}' from serwer to clientl

With this result, it indicates the port forwarding is working.

5.4 Remote Web Login

Step 1) make H820 router to be online and get a public WAN IP.
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Software Yersion 3616 (Mar17¥ 2012
?J ,':,:E” RaULet Hardware Yersian 3.0.0
]_'I Cperation Mode r - -
CI TternEtE et Qewce In EIIIIFHEIEITCDEIEDDFE
"1:| Wireless Settings Systern Lip Time 10 mins, 8 secs
{_“l Firewall Cperation Mode Gateweay Mode
-] Managerment = .
g Signal Strength 10, (0-31
-] Reboot : g L )
- Upload Firmware Afttachment State |Automatic earch
- sSettings Management [ELILE T
ﬂ status Local IP Address 1010.10.254
e Lacal Netmask 265.256.256.0
ﬂ Systemn Log
|MAC Address 0008 EB:11:82:E0
PRTP dawn
[L2TF o
Internet Configurations
Connected Type Cell
Wik IP Address 1723087 227 ]
Subnet Mask 2552655255255
Diefault Gatesway 10.64 64 64
Primary Domain Mame Server 21021 196.6
Secondary Domain Mame Server 221.4588.88

Here the H820 router gets WAN IP of 172.30.67.227, which is not a public IP, and cannot be ping through via the
test PC. So we cannot make the remote visit of the H820 router web.

Let's get a public IP for H820 router first. Here we change another sim card to test.
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j Zell Router

[} Operation Mode
El_] Internet Settings

..... _j |

..... .j LAM

----- [ ] DHCP clients

----- [ wPN Passthrough
----- [ advanced Routing
..... _j VPN

..... J oTU

----- ] SMS/Yaice Command
----- [ Route Fail over
----- ) sNMP

..... J GPS

F-{] Wireless Settings
[+~ Firewall

=] Adrministration

----- [ ] Management

----- [ Reboot

----- [ Upload Firrnware

----- [ settings Management
----- | ] status

----- [ statistics

----- [ Svstemn Log

Software Yersion 3616 Mar17¥ 2012
Hardware Version 3.0.0

Deyice D 20FT10BYCDOENOFS
System Lip Time 7 mins, 58 secs
Cperation Mode Gateway Mode

Cellinfo
Sinnal Strenoth 31, (0-31)

Attachment State COMAEVDO HYBRID
Local IP Address 10.10.10.254

Local Metmask 2552552550

MAC Address oo:0AEB:11:32ED
WN
R, don

[EZTE donih

Connected Type Zell

lwan P Address 183.43.55.249 |
Subnet Mask 255255 255255
Crefault Gatesay 113.1145.0.1

Frimary Domain Mame Server 20296123 86

Secondary Domain Mame Server 20296134133

H820 router gets a WAN IP 183.43.55.249, which is a public IP, and can ping though.

Ping 183.43.55.249 BF 32 FEDRIEHE

BT .

183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249

A}[A]=1488ms TTL=52
Af|8]=67ms TTL=52

118, TTL=52
B TTL=52
Af|8]=69ms TTL=52
Af|8]=?1ms TTL=52
H|8]=65ms TTL=52

Step 2) Make sure the “Remote Management” feature is activated.

E-Lins Technology Co.,Limited

Tel: +86-755-29230581 E-mail: sales@e-lins.com sales@szelins.com www.szelins.com

www.e-lins.com



. -Lin9 JEQE Wl S R o S R |
&/ E-Lins Technology Co.,Limited

H820 User Manual

Remote management

|Remﬂte rmanagement (via WAN) ||Allcrw *I

Ping form WAN Filter

|F'ing forrn WaAN Filter || Disable vI

Stateful Packet Inspection (SPI)
|SF'I Firewall || Disable *I

Apply | Reset |

Step 3) at the test PC, open the IE, and input http://183.43.55.249:80 to enter the H820 router’s web.

Notes:

1) The H820 router’s web port default is 80. Some ISP block the port 80 because of some security. Then please
confirm the ISP the opened port, and change the web port for H820 router before remote visiting.

Please refer to Chapter 3.3.14.1.1 Router web port to change the web port.

2) If you cannot get a fixed public WAN IP, you can use H820 router’'s DDNS feature. Refer to chapter 3.3.14.1.3
DDNS settings to configure.

Then you can input http://ddns:port to visit the H820 router’s web port.

5.5 WAN RJ45 Static (fixed IP) and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H820 WAN LED
should be on.

Step 1) log into the H820 router web.

Step 2) Internet Settings — Route Fail Over

E-Lins Technology Co.,Limited
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apen all | close all - Route Fail Over

-j 3G Router

----- {1 Operation Mode

El-53 Internet Settings

Operation Mode
E

-} LAN Active/Passive &

~) DHCP dlients Back Ta Primary WAN When Possible

-] VPN Passthrough

-] Advanced Routing Router Pnonljr

-3 ven =| |Cellular © High Priority @ Low Priority

-0 ow | e

[ sMS/Voice Comme| f | STATIC ~ @ High Priority © Low Priority

I]j Route Fail Over Connectivity Check

B )

1) GPS Check Count | (1-50) ;
L Wk et R Check Method ping ip ~ 74.126.71. 138 | |
H-{Z] Firewall
E-55 Administration

#{) Management

i-{) Reboot N

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don'’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 STATIC as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H820 can be Cell online after this configuration. Otherwise the fail over feature will not work in
redundancy
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open all | close all

¥ 3G Router

~{] Operation Mode
ElZ3 Internet Settings

{3 wan

) LAN

{) DHCP clients

{) VPN Passthrough
~{] Advanced Routing
-1) veN
0 oTu
SM5/Voice Command
Route Fail Over
SNMP
GP3
G Wireless Settings
G- Firewall
(-] Administration

) ) o el

Step 4) Internet Settings — WAN — WAN Connection Type — STATIC (fixed IP)
Configure the STATIC (fixed IP),

Tel: +86-755-29230581 E-mail: sales@e-lins.com

WAN Connection Type:

Cell Mode

HUAWEI-EM7T70 -

Imndem

Ccall -

|S\M Code

iMTU

IOperanon Wode

.keea Alive

-

MAC Clone
Enabled | Disable

[MSP Name WEDMA

Inetwnrktypa .Automat\c search -
iDia\ing Number 998

i\nma\ Command String

iuaerName .wap

iF'asSWOrd (11}

|Local 1P

IAuthentlcate Type .AUTD -
|Use Software Compress | ] Enable

[
icommon command list

|csmmvCDMATD: AT+CGDTONT=1 YIPT VAPNY,
|COMA/EVDO: ATVPPPCFG=Vuser 'password\”

MSP List

[no.[ msP Dialing
| Name Number

[ Initial command
String

User | | Local

Name iF‘asswurdi P Operation

‘O| CDWA ‘ #7177

oro | ono

@ | WCDMA “0o#

wap ‘ wap

TD-

s g
SCOMA Gl

Select to Use

wap ‘ wap

E-Lins Technology Co.,Limited
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bl Wide Area Network (WAN) Settings

-j Cell Router
._'] Operation Mode
- t Settings

You may choose different connection type suitable for your ervironment. Besides, you may also
configure parameters according to the selected connection type.

1) LAN
-] DHCP clients ; .
LN RN patieaih WAN Connection Type: STATIC (fixed IP) -
)\ [P Acaress 1921661128 |
- pTU |
~{ SMS/Voice Command |Subnet Mask 255 255 255 0
-] Route Fail Over - :
- SNMP Default Gateway 192.168.1.1
) s Primary DNS S
BT Wireless Settings WmEry G _ 210.21.196.6
D"i;—' Ll Secondary DMNS Server 22158888
El-<5 Administration .

{7 Management MAC Clone

Rebaaot |Enabled Disable ¥
Upload Firmware !

Settings Management Apply Cancel

Status

IP Address: fill in the assigned fixed LAN IP address from the upper router for H820. Here our upper router can
assign a fixed LAN IP 192.168.1.128 for H820.

Subnet Mask: the upper router’s subnet mask.

Default Gateway: fill in the default gateway. Here the default gateway is 192.168.1.1 of upper router.
Primary DNS Server: fill in a right DNS server

Secondary DNS Server: fill in a right DNS server.

Notes: Do not forget to click “Apply” button.

Step 5) The H820 router will automatically reboot and try to connect the STATIC WAN RJ45 as main line. If main
line failed, it will switch to Cell as secondary line. And if STATIC WAN RJ45 resume to work, it will switch from
Cell line to STATIC WAN RJ45 line.

The following page indicated the Static fixed IP is working.

————— — —emeiem—

1_“‘| Firewall Internet Configurations

B3 Administration Connected Type ISTATIC
1) Management WAN IP Address 192 168.1.128
..... IJ Eeboot {8 !
s e Subnet Mask | 255 255 255.0
[} settings Management Default Gateway :192.158.1.‘1
I""‘J Status I Primary Diomain Mame Server (210.21.196.6
""" Statistics Secondary Domain Name Server |221.588.88
1] System Log \MAC Address |60:61:67:65:00:00

E-Lins Technology Co.,Limited
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Once the Static (fixed IP) is failed, H820 will switch to cellular automatically as follows,

Internet Configurations

;Cnnnemed Type [Cell

WAN IP Address 17220578
Subnet Mask 255 255 255 255
:Default Gateway .1D.E¢.E¢.E¢
;F'rimarf.f Domain Mame Senver [210.21.196.6
Sécnndar&.f bnmain Mame Server . 2.2.‘1.5:88.%

MAC Addréss 60:61:67:65:00:00

5.6 WAN RJ45 DHCP and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H820 WAN LED
should be on.

Step 1) log into the H820 router web.

Step 2) Internet Settings — Route Fail Over

i cell Router

1_1 Operation Mode

B3 Int t Setti
S ¥t et Operation Mode
- WAN .

() LAN \ActivelPassive | &

~) DHCP dlients \Back To Primary WAN When Possible
-} VPN Passthrough L |

-} Advanced Routing Router Pl'io :

-] VPN Cellular () High Priority @ Low Priarity

-[) DTU Ha=y, I A

-l Y SMS/Vojce Command A4 = | W ROREDOE WL o o

-] Route Fail Over Connectivity Check

-1 ] SNMP Check C t il 3

L - 3 050 |
[]"{;l Wireless Settings Check Method | ping ip = T4, 175, 71. 138
F-{] Firewall !

B Administration

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 DHCP as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

E-Lins Technology Co.,Limited
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With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.
Configure the Cell WAN parameters.
Please make sure H820 can be Cell online after this configuration. Otherwise the fail over feature will not work in

redundancy

open all | close all

¥ 3G Router
~[] Operation Mode
El5 Internet Settings

WAN Connection Type:

Cell -

Cell Mode

|common command list

WAN T
j A madem HUAWEI-EMTTO0 -
{) DHCP dlients |5iM Code [
{) VPN Passthrough
~{) Advanced Routing |MTU
-} VBN T -
-0 oTu |Operation Mode Keep Alive -
~{) SMS/Voice Command MA(.Cione
~{) Route Fail Over B = =
0 snwe |Enabled | Disable -
) Gprs A
pply Cancel
G Wireless Settings
B Firewall
B Administration mobile MSP Parameters
1P Name | weoma
| network type Automatic search -
| Dialing Number 998
|Initial Gommand String
:uaerName Iwap
|Password "ee
|Local IP
|Authenticate Type AUTO -
|Use Software Compress [] Enable

|GSMAVCOMATD: AT-CGDCONT=1 YIPT VAPNY,
|CDMA/EVDO: ATVPPPCFG=Vuser\" Vpagsword”

MSP List

|No

WSP Dialing | Initial Command | User

Local
P

Name Number String Mame |Fassword Operation
COWA #7177 CARD | CARD

| |
@ | WCDMA “gg# wap wap
Sobtan | T wap o

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — DHCP (Auto config)
Choose “DHCP (Auto config)” at WAN Connection Type, and click “Apply” button

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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L:_‘l_. Ettings T T B S B T B T P L e T T
[} WAN
~1J LAN
--{] DHCP clients .
WAN Connection Type: -
[} VPN Passthrough yp DHCP {Auto config)
-] Advanced Routing DHCP Mode:
-0 ven |Hostname [
- DTU |(optional)
-] SMS/Voice Command MAC Clone
-] Route Fail Over T o —
-{] SNMP |Enabled Disable -
.. eps =
: pply Cancel
-] Wireless Settings -
-] Firewall

Notes: Do not forget to click “Apply” button.

Step 5) The H820 router will automatically reboot and try to connect the DHCP WAN RJ45 as main line. If main
line failed, it will switch to Cell as secondary line. And if DHCP WAN RJ45 resume to work, it will switch from Cell
line to DHCP WAN RJ45 line.

The following page indicated the DHCP is working.

B Firewall Internet Configurations

23 Administration Connected Type |DHCP
1) Management WAN IP Address 1192.168.1.103
g e |Subnet Mask 255.055.255.0
-] Upload Firmware i i .| ————————
Settings Management g_DefauItGateway [192.168.1.1

|Primary Domain Mame Server “f.192.158.1.‘|
.J Statistics |Secondary Domain Name Server
1 System Log [MAC Address [00:0D:01:FF:52:66

Once the DHCP (Auto config) is failed, H820 will switch to cellular automatically as follows,

Internet Configurations

:Cnnnemed Type .:Cell

WAN IP Address 17220578
Subnet Mask D58 D55 255 255
|Default Gateway [10.64.64 54
:F'rimarf.f Domain Mame Senver .:210.21.195.5
Sécnnd.arg.f bnmaih r.*d.arne Senver . 22‘158888

MAC Address BD:61:67-65:00:00

Notes: if the DHCP cannot get WAN IP Address, please “Load Default” for H820 router to retry.

5.7 WAN RJ45 PPPoE and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the ADSL modem RJ45 port via RJ45 cable. The H820 WAN LED

E-Lins Technology Co.,Limited
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should be on.
Step 1) log into the H820 router web.
Step 2) Internet Settings — Route Fail Over

EI»(\ Internet Settings N
g Operation Mode
-] WAN

- LAN ctive/Passive

-] DHCP clients ack To Primary WAN When Possible
-] VPN Passthrough

-] Advanced Routing Router Priority

-] VPN Cellular () High Priority @ Low Priority
- DTU - .
) sMs/Voice Command RbbboE @ High Priority ©) Low Priority
|11 Route Fail over] Connectivity Check
- ] SNMP :
‘j i Check Count 3 (150
-] Wireless Settings | check Method ping ip ~ 4. 125. T1. 138
-7 Firewall
[E-=5) Administration
._1 Management
i Reboot

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary
main line from secondary line if primary main line resume to work. If you don'’t activate this, the router will keep
working in secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 PPPOE as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H820 can be Cell online after this configuration. Otherwise the fail over feature will not work in
redundancy

E-Lins Technology Co.,Limited
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open all | close all

¥ 3G Router

~{] Operation Mode
ElZ3 Internet Settings
WAN
LAN
DHCP clients
WPN Passthrough
Advanced Routing

0
0
0
D

SM5/Voice Command
Route Fail Over
SNMP

GPS

G Wireless Settings

Ed{] Firewall

B{_] Administration

UEDUUD

WAN Connection Type: Cell -
Immiem HUAWELEM7T0 =
|S\M Code
iMTU
IOperat\on Mode .keep J;\|I\IE -

Enabled | Disable -

mobile MSP Parameters

[MSP Name WCDMA

|netwnrk type Automatic search -

cov

iDia\ing Number

|\nma\ Command String

iuaerName

|Passwor0

|Local 1P

|Authentlcate Type .AUTD hd
|Use Software Compress | ] Enable

[ : | GSMAYCOMATTD: AT+CGDCONT=1,VIPY,VAPNY,
[eimmer com mdnd jiat | CDMAEVDO: ATHPPPCFG=Vusert Vpassword?”

SP List
sk Dialing | Inffial Command | User [ Local

M- | pame ‘ Numper String ‘Name (rasswoi) "l et
CDMA ‘ #7771 ‘ CARD ‘ CARD ‘

TD-

s g
SCOMA Gl

|
WCDMA *oo# ‘ wap ‘ wap
‘ wap ‘ wap

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — PPPoE (ADSL)

E-Lins Technology Co.,Limited
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249 Internet Settings
WAN

[

1) LAN
-] DHCPF clients
-] VPN Passthrough
-] Adwvanced Routing
] VPN
DTU
5MS/\oice Command
Route Fail Over
SNMP
GPS
#477] Wireless Settings
#477] Firewall
=3 Administration

=5 Management
Reboot
Upload Firmware

CODODD

Settings Management
Status
Statistics

CODUUOD

System Log

WAN Connection Type: PPPoE (ADSL) -

|UserName | pppoe_user

Password [TITITTITTIITITYY

Werify Passwaord ITITIITTIIIITL] !

MTU
Keep Alive

Operation Mode Keep Alive Mode: Redial Period 60 senco
On demand Made: Idle Time |5 minutes

MAC Clone

IEnabIed | Disable -

Apply Cancel

i

Fill in the correct parameters for xDSL.
Notes: Do not forget to click “Apply” button.

Step 5) The H820 router will automatically reboot and try to connect the WAN RJ45 PPPoE as main line. If main
line failed, it will switch to Cell as secondary line. And if WAN RJ45 PPPoE resume to work, it will switch from
Cell line to WAN RJ45 PPPoE line.

The following page indicated the PPPoE is working.

E-=5 Administration

1_-'] Management
-] Reboot

-] Upload Firmware

[Sens]

-] Statistics
-] Syetem Log

Tel: +86-755-29230581

-} Settings Management

Local Network

|Lm::E|I IP Address |1D.1U.1D.254
Local Netmask | 255 255 255.0
IMAC Address |00:0C:43:30:52:77

VPH

|IPSEC | down

\PPTP | down

|L2TP | down

| Connected Type |PPPOE e
WAN IP Address 112.95.36.124

|Subnet Mask 255.255.255.255

| Default Gateway 1112.95.32 1

!F'rimary Domain Mame Server |21D.21.1QE.E

ISecnndary Domain Mame Senver |221.5.EE.EE

IMAC Address |00:0D:01:FF:52:66
E-Lins Technology Co.,Limited
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Once the PPPoE (ADSL) is failed, H820 will switch to cellular automatically as follows,

Internet Configurations

|DnnnectedType |Ce|l

[WAN IP Address |172.205.78
Subnet Mask |265.255.255.255
| Default Gateway 10.64.64.64
|F’rimar].f Diomain Mame Server |21D.21.195.5

|Secnndar].f Domain Mame Server |22‘1.5.BB.BB
IMAC Address |BD:61:67:65:00:00

5.8 SMS Reboot/Cell UP/Cell Down control

Step 1) follow Chapter 3.3.9 to configure the SMS feature. We configure it as follows,

SMS/Voice Settings

SMSNoice Command Settings

MessagelVoice status

number 1 | L VOICE [C] ALARM
number 2 [ sms [ voice [ ALARM
number 3 [ sms [ voice O ALARM
number 4 sms [£] voICE [£] ALARM
number 5 [ sms [ voIcE [ ALARM
number & [ sms [ voice O] ALARM
number 7 [ sms [ voice O] ALARM
number 8 sms [£] voICE [C] ALARM
number 9 [ sms [ voIcE [ ALARM
number 10 [ sms [ voice [ ALARM

E-Lins Technology Co.,Limited
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SMs

SMS Command on o
Send ack SM3 an -
Reboot Router Command reboot
Get Cell Status Command cellstatus
Cell link-up Command cellup
Cell link-down Command celldown
DIO_0 Set Command dioll
DIO_0 Reset Command dia00
DIC_1 Set Command dioll
DI0_1 Reset Command diaoll

DIO Status Command diostatus

Step 2) for EVDO version, please keep your UIM Card can get CDMA1x network also, otherwise the router cannot

support SMS feature because SMS cannot work on EVDO network but on CDMA1x network.

Cell Hetwork Info

Cell Modem |SIERRA_MC5725
IMEVESN 802A76CC

Sim Status |SIN:READY
Selected Network AUTO

|Registered Metwork EVDO and CDMA 1X
|Sign al F1dbm  Venil
Cell Status UP

For WCDMA/GSM/W-LTE, it has no limitation.

Step 3) CELL DOWN control test

Send “celldown” from send’s phone number (here is 13798257916). In the System Log of the router, you can find the
similar info "received index=0 msg (celldown) from (13798257916) !"

The Router CELL will be offline, and WAN IP will be none as followed status.

E-Lins Technology Co.,Limited
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open all | close all

1] Statug

1) Operation Mode
-~} OTU

-] Link Backup
-] GPS

-] SMS/Voice
-] VRRP

F-{] Internet Settings
H-_] VPN

-] WIFI

-] Firewall

"] Administration

Step 4) CELL UP control test

Cell Modem [SIERR’\_MCS?ES

IMEVESN BO2ATECC
|5im Status SIMREADY |
Selected Network AUTO |
|Registered Network EVDO and CDMA 1 |
Signal 71dom Tl
Cell Status DOWN
:
Connected Type CELL
WAN IP Address |
Subnet Mask
| Default Gateway

|Primar3r Domain Mame Server

|202.96.128.86

|Secondary Diomain MName Server

[202 96 134 133

IMAC Address

|08:66:01:00:00:04

From sender’s phone number 13798257916, send "cellup" to router sim/uim card number. At the router "System Log",
there is info similar "received index=0 msg (cellup) from (13798257916) ". The router cell will dialup to be online.

ystem Info

|Sen'es

H820

SN

086412090002

|Suﬂware Wersion

2.2.0 (Sep 16 2012)

IHardware Wersion

1.0.0

|S].I'5tEF'E'I Up Time

1:10

|Dperaﬁun Mode
Cell Network Info

! Gateway Mode

Cell Modem | SIERRA_MC5725
IMEIESN |802A76CC

Sim Status [SivREADY]
Selected Network |AUTO

|Regi5tered Metwork I]m
|Signal 58dbm Veull

Cell Status [Ur]

Internet Configurations

|Cunnected Type CELLE

\WAN IP Address 113.112.46.31
Subnet Mask 255.255.255.255
Default Gateway 113.112.0.1

|Drim-:|n.r NMnarmain kama Sanar

Step 5) CELL STATUS check test

|':ll'|':l ar 170 ar

From sender’s phone number 13798257916, send "cellstatus" to router sim/uim card number. At the router "System
Log", there is info similar " received index=0 msg (cellstatus) from (13798257916) !". The router will feedback the

CELL STATUS to sender’s phone number 13798257916. At 13798257916, we will get message of “Router
E-Lins Technology Co.,Limited
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SN:086412090002 cell_link_up”.

5.9 LAN IP modification

Change Router’s LAN IP means changing its gateway IP.
Step 1) go to Router Web — Internet Settings — LAN

Step 2) modify the IP address

IF Address 1192 168.9 1 |
Subnet Mask |255 255 255 0 |
;LJWE :OEnahIe ® Disable

LAN2 IP Address l |

'LANZ Subnet Mask | |
[MAC Address 08:66:01:00:04:83
\DHCP Type | Server v

Start IP Address | 192 168.9.100 |

End IP Address | 192.168.9.200 |

Subnet Mask | 255 255 255 0 |

Frimary DN Semer_i‘]EB_EE_L‘I |

Secondary DNS Server |B_B.B.B |

DefaultGateway]192_158.9.1 |

Step 3) modify the “Default Gateway” same as “IP Address”, then click “Apply” button.

5.10 PPTP client connection

PPTP Server’s Info:

PPTP Server IP: 190.54.34.131
Username: vpnuser

Password: tekrem9876

Remote LAN/Mask: 192.168.130.0/24

E-Lins Technology Co.,Limited
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PPTP Server’s Assigned Network: 192.168.8.0/24 (If your PPTP Server not Assigned H820 Router’s IP network range,
the PPTP can connect but cannot go data through. Also you can change H820 LAN IP into the PPTP server’s
assigned network such as 192.168.0.1 or 192.168.1.1, etc.)

Step 1) make the H820 router working online.
Step 2) Fill in the PPTP parameters as follows,

PPTP

PPTP VPN Settings

PPTP VPN Active

PPTP User |vpruser

PPTP Password e

PPTP Server 190. 54. 34. 131

Remote Lan/Mask 192,168, 130.0  ; 255 255 255 ()
Local PPTP IP dhep -

MPFE Encryption

40 bit Encryption(Default is 128 bit) [

Fefuze Stateles= Encryption

MPPC |

Step 3) check if the PPTP is connected.
Router Web — Status,

PPTP Status

PPTP |up

Step 4) Try to check if can be through with PPTP Server.

E-Lins Technology Co.,Limited
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icrosoft Windouws HFP [ 5.1.268@81
CC> FRAYFTE 1985-2801 Microsoft Cowp.

»Documents and Settings“Administrator>ping 172.168.138.7
Pinging 192.168.138.7 with 32 bhytes of data:

Reply from 122.168_.138.7: hytes=32 time=57Bmz TTL=254
Reply from 122.168_.138.7: hytes=32 time=585m=s TTL=254
Reply from 122.168.1380.7: hytes=32 time=Y6lms TTL=254
Reply from 122.168.138.7: hytes=32 time=578ms TTL=254

Ping statistics for 192.168.138.7:

Packetz: Sent = 4, Received = 4. Lost = 8 (8% loss),.
Approximate round trip times in milli-—seconds:

Minimum = 5Y8ms,. Maximum = 76im=s. Average = 6G2bms

t“Documents and Settings“Administratori

Notes:

1) If the PPTP cannot through between client and server, please check if the MPPE configuration
is matched with PPTP server or not.

2) Normally PPTP server has route for 192.168.1.1/24 or 192.168.0.1/24. Please check the PPTP
server has the route of 192.168.8.0/24 if your H820 router is with IP 192.168.8.1.

For example, if H820 LAN IP is 192.168.8.1 and assigned PPTP IP is 172.1.1.2. Then at the PPTP
server, need add a route for 192.168.8.0/24 and gateway as 172.168.1.2. Meanwhile, we suggest
PPTP Server use fixed PPTP IP rule for PPTP client, otherwise need modify the route’s gateway
every time because the PPTP client gets a random PPTP IP.

5.11 IPSec sample

Preparation before test:

1) Take two H685/H820 router, one for IPSec Server, the other is for IPSec client. For formal application, recommend
use CISCO VPN Router for Server, and E-Lins Router for Client.

2) We configure Server Router gateway LAN IP as 192.168.8.1, and Client Router gateway LAN IP as 192.168.9.1.
Please refer to the manual chapter

3) Make Server Router and Client Router both online. Here we use Cell connection for both routers.

4) Sample topology is as follows,

E-Lins Technology Co.,Limited
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[PSec Tunnel

= S . g
1 —
HARSHR20 HARSHR20 E
BC WiFi [Psec Client Internet IPsec Server PC
192 1689100 Client Side Sepwer Side 192 [GE.8. 100
WANIP: 18343214200 WANIP: 113.112,30.27
LAM [P 192.168.9.1 LANIP; 192.168.8.1
IPSec Server Side
Step 1) make the Server Router working online.
=Y 086412080100
Software Version 2.3.4 (Nov 16 2012)
!Hardware Mersion |1.EI.III
System Up Time |1:53

Eoperatiun hode

|Gateway Mode

Cell Network Info

Cell Modem |HUAWEI-EMEED
IMEVESN | +GSN:B02aT6ee
Sim Status |SIM ready
Selected Network AUTO
iRegistered etk |Registered on Home network
‘Sub Metwork Type COMA 1%
iigﬂEﬂ |31 Tl
kel status up
Internet Configurations
ECDnnected Type |CELL

A P Address |113.112.3EI.2T
Subnet Mask |255.255.255.255
!DEfauItGatewaﬁ_.r |113.112.D.1

IF'rimar‘y Diomain Marme Semver

iSecnndar‘y Diamain Mame Server

| 202.86.128 66

202.96.134.133

MAC Address

|08:66:01:00:04:B8

Step 2) Fill in the IPSec parameters as follows,
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IPSEC

Marne (IDJF GO

| zaurabh |

Senvice Mode

Service .

|L|:|ca| Metwark Type

[ Subnet -

192, 168, 8.0 |
Local IP :
2 |
Remaote Hetwork Type | Subnet M

Femauote [F

192, 168. 8. 0 ;

2

Auth rriethiod

| Pre Shared Kew M

FPassword (TTITITT]
Interface WAl B

And “Advance” as follows,

|E bdvance i

|NAT Traversal
\DPD Check
DPD Interval {sec) 60 |

ORD Maximum Failures

5|

Froposal Check

Encryption Algorthm HTES v.I
Hash Algorthm
DH Groups modpl024/2 M

Life Time (sec)

|3ﬁnu |

Encryption Algorthm JDES W
Hash Algorthm
DH Groups modpl024/2 M

Life Time (sec)

28800 |

Ferfect Forward Secrecy

Tel: +86-755-29230581 E-mail: sales@e-lins.com
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Click “Apply” button.

Step 3) Active the configured IPsec profile. Select the profile, click “Enable” button, then it will show “Active” at “Active
Status”.

IPSEC List

Select | Marme iSewice Status iGatewaﬂlnterface iﬁu:tive Status Link Status
] i saurabh | SEmice | iWANi Active | up

| Add/Edit || Delete || Enable || Disable |

[ Restart all ][ F_.efresh_]

IPSec Client Side
Step 1) make the Client Router working online.

&N |0864120901DA
‘Software Version 12.3.4 (Nov 16 2012)
iHamwaIe‘ufemjuﬂ |1.EI.D

iS}.rstem Up Time -|58 min

Eﬂperagu: _I'u'lmie [ﬁeway Mode

Cell Modem |SIERRA_MC5725
IMEVESN [8072CB8A

Sim Status SIMREADY
‘Selected Network |AUTO

'Reaistered Network |EVDO and CDMA 1X
Sub Network Type [EVDO and CDMA 1X
: Bignal ||::|:Ima -66 dbm evdo -68 dbm | Tl
el Status UP

Internet Configurations

|CELL
AN P Address 183.42.214.200
‘Subnet Mask 255,255 255, 255
Default Gateway [113.115.0.1
i-F’n'mar].r Domain Marme Sener I_E_EI_E_.-E;EWEE-.BE

Step 2) Fill in the IPSec parameters as follows,
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IPSEC

iName{{DJ'FQDN} \saurabh |
ISewiceMnde |
Excange ode [ressive o]
Gateway [113. 112. 30, 27
Local Network Type [subret v
e | 168.9.0 :

24
|REm ote Metwork Type || Subnet = |
i | 168. 8. 0 ;

24
!Au'm method ||Pre Shared Key |
Password eseese |
Ilr:le»rface i

And “Advance” as follows,

[omee |

MAT Traversal

DPD Chedk

OPD Interval {sec)

OPD Maximum Failures

Proposal Chedk

[ o]
|

e =
I — =

on e =
Life Time {s=c) |

Enoyption Algorthm

—
]

P =W
OH Groups | modpil024/2 v|
fi e ey .
Perfect Forward Seoecy ! [#]

Step 3) Active the configured IPsec profile. Select the profile, click “Enable” button, then it will show “Active” at “Active
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Status”.

IPSEC List

| Select | MName  SeniceStatus| Gateway Interface Active Status Link Status
| i | saurabh | client |113.11:2.3u.2?| WAN | Active | up

[ Ldd/Edit ][ Delete ][Enable ][ Dizable ]

[ Reztart all H Refresh]

After settings for Server Router and Client Router, the IPsec will start to connect automatically.

For Client Side, it will display the following status,
Local Network

Local I Address 1192.168.9.1

'Local Netmask |255.255.255.0

MAC Address 08:66:01:00:04:83
iName .|Sltatu5

isaurabh i.ﬂu:tiue: Active  Link: up

For Server Side, it will display the following satus,

Local Network

Local IP Address 1192 168.8.1

iLDcaI Metrnask |255.255.255.D
EMAC Address |IZIB:EE:EI1:EIEI:EI4:EIC
!Name |Status

isaurabh’ |Active: Artive Link: up
PPTP Status

PRTF | down

PPTP IP

L2TP |down

LITF IP

Test Result

Try to ping from Client to Server, and from Server to Client. If both is through, means working.
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1?22.168.8.1: hytes time=485ms
1?22.168.8.1: hytes time=5445ms
122 .168.8.1: hytes time =441 m=s
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time=581m=s
122 .168.8.1: hytes time=541ms
122 .168.8.1: hytes time=481m=s
122 .168.8.1: hytes time=485m=s
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time=741ms
122 .168.8.1: hytes time=507ms
122 .168.8.1: hytes time=541ms
122 .168.8.1: hytes time=721ms
122 .168.8.1: hytes time=641ms
122 .168.8.1: hytes time=Y61ms
122 .168.8.1: hytes time=461ms
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time=461ms
122 .168.8.1: hytes time=461ms
122 .168.8.1: hytes time=505%ms
122 .168.8.1: hytes time=521ms
122 .168.8.1: hytes time =481 ms
122 .168.8.1: hytes time=481m=s
122 .168.8.1: hytes time=521ms

from 172.168.7.1: hytes
from 172.168.7.1: hytes
from 172.168.7.1: hytes
from 172.168.7.1: hytes
from 1722.168.7.1: hytes
from 1722.168.7.1: hytes
from 1722.168.7.1: hytes
from 1722.168.7.1: hytes time=375m=
from 1722.168.7.1: hytes time=434m=

=1 time=4%74ms
=1
=1
=1
=1
=1
=1
=1
=1
from 122.168.7.1: hytes=1 time=414ms
=1
=1
=1
=1
=1
=1
=1
=1
=1

time=413ms
time=4%4ms
time=433ms
time=373Ims
time=373ms
time=414ms

from 1722.168.7.1: hytes time=375m=
from 1722.168.7.1: hytes time=43%m=
from 1722.168.7.1: hytes time=45%m=
from 1722.168.7.1: hytes time=438m=
from 1722.168.7.1: hytes time=438m=
from 1722.168.7.1: hytes time=37?m=
from 1722.168.7.1: hytes time=477m=
from 1722.168.7.1: hytes time=462m=
from 1722.168.7.1: hytes time=376m=
from 1722.168.7.1: hytes=1 time=454ms
from 122.168.7.1: hytes=1 time=574ms
from 1722.168.7.1: hytes=1 time=3%94ms
from 122.168.7.1: hytes=1 time=415ms
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