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Introduction

Thank you for purchasing this product of NETIO products a.s. Before using your product, please read
this User Manual (MAN) and the included Quick Installation Guide (QIG) to avoid problems with
incorrect installation or use.

A Caution:

The product works with mains voltage. Mishandling may damage it or result in injury or death.

1 Safety notices

NETIO PowerCable 2PZ / 2KZ connects directly to a 230VAC supply; therefore, it should be installed
by qualified personnel only and follow local regulation s!

1. Never remove the device cover if the input terminals are connected to the power grid!

2. The local electrical system must include a power switch or a circuit breaker and overcurrent
protection.

3. The manufacturer is not liable for any damage caused by incor rect use of the device or by
operating it in an unsuitable environment.

The device is not rated for outdoor use.

Do not expose the device to strong vibrations.

Unauthorized modifications may damage the device or cause a fire.
Protect the device from liquids and excessive temperatures.

Make sure the device does not fall.

© © N o g &

Only electrical appliances approved for use with the electrical network may be connected to the
device.

10. Do not connect multiple devices in series.

11. The cable plug must be easily accessible.

12. The device is completely switched off only when unplugged.

13. If the device malfunctions, disconnect it from the electrical outlet and contact your vendor.
14. Do not cover the device.

15. Do not use the device if it appears to be mechanically damaged.

16. Make surethat the input and output cables are rated for the respective current.



2 General characteristics

WiFi interface: 802.11 b/g/n; 2.4GHz (secured / unsecured) [/ WEP, WPA, WPA2

AP mode for connecting the device to a local WiFi network (network selected from a  list)
Button to activate AP mode

Output state can be toggled with the On/OFF button (press 3 times)

Built-in web server for device configuration and control

Passwordprotected login into device configuration

PowerUp state - (ON / OFF / LAST) + 10C (Independent Output Control)

Overvoltage protection

Operating temperature range: -2 0 AC 55 AC +

Supported protocols: DNS, NTP, DHCP, HTTP

Supported protocols: Modbus/TCP, Telnet, SNMP, MQTHflex, Http Push, XML, JSON, URL API

2.1.1 PowerCable 2Pz

Switched Power Outputs: 2

Output Switching: ZV/'S (Zero Voltage Switching)
Metered channels: 0

DI (Digital Inputs): 0

Terminal block: I 2.5mm

2.1.2 PowerCable 2KZ

Switched Power Outputs: 2

Output Switching: ZCS (Zero Current Switching)

Metered channels: 2

El ectricity consumption metering: [V, Hz, A,
Measurement accuracy: <1%

DI (Digital Inputs): 2x + 12V DC power output

Terminal block: I 2.5mm

2.1.3 PowerCable REST 101x

Switched Power Outputs: 1

Output Switching: ZCS (Zero Current Switching)

Metered channels: 1

Electricity consumption metering: [V, Hz, A,
Measurement accuracy: <1%

1.2m cable, variations of plugs/sockets



Figure 2 dPowerCable 2KZ

Figure 3 0PowerCable REST 101x
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3 Specifications

PowerCable 2PZ: 110/230 V~, 50-60Hz; 16A max
PowerCable 2KZ: 110/230 V~, 50-60Hz; 16A max
PowerCable 101E, 101F: 230V~; 50Hz; 16A

PowerCable 101J: 230V~; 50Hz; 10A

PowerCable 101S: 110/230V~; 60/50Hz; 10A

PowerCable 101G: 230V~; 50Hz; 13A

PowerCable 101B: 110V~; 60Hz; 15A

PowerCable 2PZ: 110/230 V~, 50-60Hz; 16A max
PowerCable 2KZ: 110/230 V~, 50-60Hz; 16A max
PowerCable 101E, 101F: 230V~; 50Hz; 16[8]A; max. 3600W
Switched outputs PowerCable 101J: 230V~; 50Hz; 10[8]A; max. 2300W
PowerCable 101S: 110/230V~; 60/50Hz; 10[8]A; max. 2300W
PowerCable 101G: 230V~; 50Hz; 13[8]A; max. 3000W
PowerCable 101B: 110V~; 60Hz; 15[8]A; max. 1600W

Surge protection Type 3 (CAT IIl)

Internal consumption Max 2W

Micro-di sconnection (O) (resistive
Output relay 1E5 switching cycles, max. 1.5kV pulse voltage

Switch heat and fire resistance class 1

PowerCable 2PZ: ZVS (Zero Voltage Switching)
- most load types, such as switching power supplies compatible

. PowerCable 2KZ / PowerCable REST 101x: ZCS (Zero Current
Electrical load Switching)

- Resistance load compatible
- Capacitive load compatible
- Inductive load compatible

PowerCable 2KZ only: 2x Dry contact input (DI)
Aux. DC power 12V/0,12A max (+12V, GND)

Digital Input (DI)

1x Wi-Fi 802.11b/g/n 2.4 GHz (internal antenna)

e with WEP/WPA/WPA2

PowerCable REST 101x: IP30, protection rating = class 1
Operating temperature-20 .. 65AC (6A | oad 1
10A = max. 50AC, 16A = max. 30A

PowerCable 2PZ / PKZ: IP20, protection rating = class 1
Environment Operating temperature-2 0 . . 55AC

Device rated for pollution degree 2.
Designed for continuous operation in altitudes up to 2000m.

No additional cooling required.
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The device is not designed to power appliances with a high inrush
current.

Do not connect several devices in series.

The device is safe only when completely disconnected from the
Caution electrical network.

PowerCable REST 101x: The cable plug serves as the disconnection
means and must be easily accessible.

The electrical socket must be earthed and protected with a circuit
breaker rated at 16A or less.
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PowerCable 2KZ

WIRE max 57 mm
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NETIO
PowerCable REST 101x

NETIO products a.s. supplies the PowerCable REST 101x in several variants with different
electrical plug/outlet types.

Overview of models according to the electrical socket type

Variant Output socket Input plug Voltage Cllj\/rlfiexﬁt 'I\:l)z)c(l.
101F DE Type F E/F (CEE 7/7) 230V ~ 16A | 3600W
101E FR Type E E/F (CEE 7/7) 230V ~ 16A | 3600W
101J CH Type J Type J 230V ~ 10A 2300W
(lOJESIN IEG320 C13/C14 IEG320 C13 IEG320 C14 | 110/230V ~ | 10A 2300W
101B us Type B Type B 110V ~ 15A | 1600W
101G UK Type G Type G 230V ~ 13A 3000W
101Y C13- E/F IEG320 C13 E/F (CEE 7/7) | 110/230V ~ 10A 2300W

Figure 4 - PowerCable RESTL01F
(DESschuko - Type F)

Figure 5 - PowerCable RESTLO1E
(FROType E)
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Figure 6 - PowerCable REST101J
(CHarype J)

Type C13/C14

y )
v

Figure 7 - PowerCable RESTL01S
(IEG320 C13/C14)

Figure 8 - PowerCable RESTL01B
(USarype B)
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Figure 9 - PowerCable RESTL01G
(UK aType G)
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3.1 Features

ZCS (Zero Current Switching)

ZCS (Zero Current Switching) function ensures that the relay contact is closed
at the moment of zero voltage and opened at the moment when zero current
flows through it.

Closing and opening at these exact moments has a number of advantages:

The negative effects of inrush current on the lifetime of the relay in the

NETIO device are significantly reduced. 2GS
Zero Qurrent

Reduced probability of a circuit breaker tripping in the circuit bran  ch
where the appliance with a high inrush current is connected.

Significantly improved lifetime of switching supplies in appliances that are connected to the
socket (especially in case of frequent switching on and off).

Significantly reduced electromagne tic interference caused by repeated switching on and off.

Zero current switching (ZCS) significantly improves the lifetime of the PowerCable and the
connected end devices. This function is particularly important in case of frequent switching.

ZV/'S (Zero Voltage Switching)
ZVS (Zero Voltage Switching) means switching the 110/230VAC output when
the immediate voltage is zero.

ZVS is a good solution for switching on/off devices such as switchin g power
supplies.

ZVS is not suitable for controlling inductive loads (transformers or motors), as A/S
it increases the probability of relay damage when such types of loads are
frequently switched on/off. Zero Voltage

NETIO products without energy metering support ZVS (Zero Voltage Switching) when switching
110/230V relay outputs.

ZVS is sufficient relay switching technology for most load types, such as switching power supplies in
IT solutions.

IOC (Independent Output Control)

Independent Output Control function of the PowerCable uses an independent
system that ensures a stable operation of the output even if the main system
is being restarted, updated, or is booting.

Thanks to IOC, the controlled output can power devices that, for technical
reasons, must be powered without interruption (such as servers). The output IOC
control is completely independent from the WiFi or LAN communication
subsystem.

Independent IO

13



PowerUp State

The PowerUp State parameter (sometimes also called Cold start ) defines the
behavior of the 110/230V power output during the first milliseconds to seconds
after powering up the device, before the LAN/WiFi communication with a
master system is established.

For some applications, it is important to set the correct state of  a power
output immediately after power is turned on (or restored). With servers in
particular it is important to avoid undesired momentary switching.

Possible settings for PowerCable
- On
- Off
- LAST state restores the last state before the power was disconnected

Electrical measurements
PowerCable measures relevant electrical parameters.

Parameter Units Resolution = Accuracy
Voltage 90,0 6250,0 Vv 0,1 <1%
Frequency 45,0 65,0 Hz 0,1 <1%
POWER

Current 0,005 616,000 A 0,001 <1% MEASUREMENT
TPF

0,00 61,00 - 0,01 <1%
(True Power Factor)
Output power 0 63600 Y 1 <1%
Consumption 0 - 4294967296 Wh 1 <1%

Quick WiFi connection setup (AP mode installation)

NETIO PowerCable creates a WiFhetwork that you connect to with your PC
or mobile phone.

It then scans for WiFi networks in the area, and lets you choose from a list
and type the password.

AP mode
installation

NETIO PowerCable then confirms the connection to the network a nd
displays the assigned IP address.

NETIO PowerCable devices can be discovered in the LAN using theNETIO Discoveltool.

14
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3.2 Drawings

148,5 mm

120 mm

NETIO (g CE

wnetio-products.ce = ROHS

PowerCable 2PZ

Power in: 100-240V~; 50/60Hz; 16A max.
Power out: OUT1, OUT2 / 16A max. total

1 injout internal terminal

o 00008

8594185581000

IRV, e

8888 32 2-149 (f2b5299)

88 mm

97 mm

102 mm

Figure 10 8PoweCable 2PZ top view

138 mm
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148,5 mm

120 mm

NETIO WS
PowerCable 2KZ

Prowwer in: 100- 240V~ S0/0H:; 168 max
Powenr out: OUT1; OUTZ / 16A max. iokal
Powenr @ SELV 12V=10_12A man. lotal
Driggital in: 2x Dy contact | 50 pulsa

+ rwoad rirrral e

000000

DT
581017

554185

¥

== )

] =
a| &

LI i e

88 mm
Ty

97 mm
"

102 mm

Figure 11 6 PoweCable 2KZ top view

138 mm
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240

176

31

Figure 12 0 PoweCable xxx 101x side view

Figure 13 0 PoweCable xxx 101x top view
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3.3 Device description

PowerCable 2Pz

o M w DN PRE

1x RJ45 LAN jack

RJ45 LEDs 1 device states (yellow and green)
TGL/RESET button

M2M activity LED (red)

Terminal blocks: Power input (L) and 2 power outputs

D EGED G

CABLE INLET WITH GLANDS

@-@-@@

L=Livewre Internal circuit
N = Neutral wire bridge .
OUT1 = Output 1 diagram

OUT2 = Output 2
PE = Protective earth bridge

HIGH VOLTAGE SIDE

REINFORCED ISOLATION

LOW VOLTAGE SIDE

ETHERNET

Figure 14 0 PoweCable 2PZ top view

TGL
RESET

ETHERMNET]

M2M
LINK STATUS .

Figure 15 6 PoweCable 2PZ front view
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PowerCable 2KZ

1x RJ45 LAN jack

TGL/RESET button

o g M w D P

RJ45 LEDs 1 device states (yellow and green)

M2M activity LED (red)
DI (Digital Input) connectors with auxiliary 12V DC power

Terminal blocks: Power input (L) and 2 power outputs

) ) )

CABLE INLET WITH GLANDS
LIVE TERMINAL @

HHD €3 OHHO O

L=Llivewre Internal circuit @
N = Neutral wire bridge

OUT1 = Output 1 diagram
OUT2 = Qutput 2
PE = Protective earth bridge

HIGH VOLTAGE SIDE

REINFORCED ISOLATION

LOW VOLTAGE SIDE

ETHERNET

FRONT TERMINAL

Figure 16 6 PoweCable 2PZ top view
oy

i

TGL
RESET

cOoM
12v
DI2
Com
@)

12v
DIl

M2M @

LINK STATUS a

Figure 17 6 PoweCable 2PZ front view
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PowerCable REST 101x

1. Status LED (yellow)
2. Output LED (green)

3. Button i to press, a thin object is needed (may be conductive) El

4. Type plate i indicates the device model, electrical rating, maximum switching

power and serial number (Figure 19)

5. Warning: Do not open the device i risk of electric shock!

Figure 18 0
PoweCable xxx 101x

top view

Figure 19 6 PoweCable xxx 101x bottom view

Type plates

neTio tigCe
PowerCable 2PZ

Power in: 100-240V~; 50/60Hz; 16A max.
Power out: OUT1, QUT2 / 16A max. total

Power injout internal termin

EEc00008)

8'594185°581000

EU (CZ)

2.2-1 49 (12b5299)

Figure 20 d Power Cable type plate 6 Serial Number (SN)

SN on the type plate
---------- XX
24A42C3812 34

WiFi network:

PowerCable-AP-xx

PowerCable -AP-34

20



3.4 LED and button functions

Button functions

Controlling
the output

Press and hold for 10 seconds
AP mode
activation

Restoring
factory

defaults rapidly).

Turn the device off, press and hold the button and turn the device on
pressed for at least 10 seconds . The device is reset to factory defaults and the AP mode
is activated (green LED flashes rapidly for 1 second, then yellow LED starts flashing

Press 3x within 1 to 5 seconds to switch the output.

in the standard operating mode.

Hold until the yellow LED (1) starts flashing rapidly.

The AP mode is activated, making it possible to connect to the device and change the
WiFi network to which it should connect.

. Hold the button

LED indicators - PowerCable 2PZ /| 2KZ

On Network Link
Green
Flash Activity
1x flash When the device starts
RJ45 Flashing (2 sec lit, 1 sec The Eth cable is disconnected and the device is
Yellow . .
Status dark) running and not in AP mode.
Rapidly flashing AP mode
Red Blink When some M2M communication is in progress

LED indicators - PowerCable REST 101x

Off No WiFi connection
On WiFi connected
Rapldl_y flashing AP mode
Status & red is off
LED (1) Yellow
Slowly flashing Restoring WiFi connection/
& red is off Waiting for DHCP
3 fast flashes every second | Locate function i for one minute after enabling in
& red is off the web administration
Red Flash Activity (command received over M2M)
Off Output relay open
Green On Output relay closed
Quick flashing for 1sec fLoad to defaults & AP
Yellow, Shortly on Durlng_ system bo_ot (e.g. after powering up or
red, green rebooting the device)

21




NETIO

3.5 Minimum system requirements (for configuration)

A device with an Internet browser (Firefox, Chrome, Safari, Microsoft Internet Explorer, Opera, Mozilla
etc.) that has JavaScript and cookies enabled.

3.6 Package contents

- NETIOPowerCable product
- Quick Installation Guide (QIG)

Figure 21 d PoweCable RESTL01x package
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4 Configuration and control

4.1 Connecting PowerCable to LAN

Connect your NETIO device to a LAN with a network cable (RJ45).

Wait about 30 seconds until the device starts and address is provided from a DHCP server. If

your network doesndt have DS&PIP.IJeeMWFeascompletalt i nue t
turned off in this case.
Continue in section Detecting and configuring the IP address
4.2 Connecting PowerCable to a local WiFi (AP Mode)
WiFi is enabled only if Ethernet cable has not been connected yet!
Plug the NETIO PowerCale into the electrical network. When the device is powered up for the
first time, it enters the O0OAP misaeetonofadVWiRi enabl es

network to which the device will connect (yellow LED flashes rapidly).

On a computer, tablet o r smartphone, display available WiFi networks and connect to the
unsecur ed O-RRxwedr naebiHigecer2®). (

Device configuration page should open automatically . If not, open a web browser and enter
http://10.0.42.1  You will see NETIO PowerCable WiFi configuration page. (Figure 23).

T 0924 +u % O il T-Mobile CZ = 09:47 < 0% (.
ull T-Mobile - F \
. - 10.0.42.1
< Settings Wi-Fi ¢
PowerCable Modbus
Wi-Fi [ ) 1
. PowerCable-AP-6C = (1) AP mode
Unsecured Netwark M
Configuration package
CHOOSE A NETWORK... Default 1
=™ - i ,
wlan007 a = {!/- WiFi configuration (1/3)
Device name: PowerCable 6C
Other...
Discoverad WiFi networks
() wian007
Secured  Signal: 96% Channel 1

Ask to Join Networks () Other (hidden) network

Select network from the list

tworks will be joined automatically. If
own networks are available, you will have
o manually select a network. ‘

Search again

Figure 22 d Connecting to PowerCable AP
Figure 23 6 Web Interface in AP mode

23
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Select your network in the list of detected net works and click 6 N e x Fighre 24).

Enter the password for the selected WiFi network. You may also change the device name. If
your network does not use DHCP, unselect this option and manually enter the IP address and
other network parameters ( Figure 26; for experts only). Click © N e xtd confirm (Figure 25).

ull T-Mobile CZ = 09:47 F 0§ wil T-Mobile CZ = 09:48 < @ % .

10.0.42.1
PowerCable Modbus 10.0.421 <

:
PowerCable Modbus

AP mode 1

Configuration package AP mode

Default 1 WIiFi configuration (2/3)

Device name: PowerCable 6C

) - 58ID:
Discovered WIFi networks wlan0D07
O wian007 '
Secured Signal: 96% Channel 1 »m~
| BESPSRNINNERERRERS |
() Other (hidden) network Show password
Select network from the list DHGP:
[ PowerCable 6C )
—
e ]
Toggle power output T

Figure 24 dNetwork selection in AP mode

Figure 25 d Connecting to Wi-Fi in AP mode

pomercable Modbue If you do NOT use a DHCP server inyour network, set the

1 following parameters:
AP mode

AP Passwordd password for the network to whicht he

WiFi configuration (2/3) .
PowerCable will be connected

D - Client IP 8IP address in your network address range
& - Client mask dnetwork mask for your network
e - Gateway dgateway for your network
g - DNSB3DNS serverfor your network or a public DNS, e.g.
Client Mask: 8.8.8 .8
S Device name dspecify a name under which the
—— PowerCable will be visible in the local network
[Fvagire ] For more information, see chapter Network Configuration

Figure 26 d Configuring the network IP parameters

10
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A page with the connection result i st eddos,plcahyeecdk. tlhfe
net work parameters and then click OSRgueX)Clhaeanect d t
device then exits the AP mode, connects to the selected WiF i network, and displays a network

configuration summary page (Figure 28). WiFi connection is indicated with the yellow LED.

wi PMoblle €z = 0948 T = o T-Mobile CZ & 09:49 7 o % .
10.0.42.1 ¢
PowerCable Modbus
1
AP mode PowerCable Modbus

;
WiFi configuration (3/3)

AP mode
T

- Congratulations!
WiFi status: Connected WiFi configurafion has been successfully completed.

BRI Wantis Document this device's details:
Network status: dhep Network SSID: wlan007
IP adress: 192,168,120.105
|IF address: 192.168.120.105 Device name: PowerCable 6C

Mask: 255.255.255.0

Gateway: 192.168.120.190 To access the device now, connact your .
compulerphone to the same natwork as the device
DMNS: 192.168,120.1 (0.0.0.0) and then use following link:
Ping to Gateway: OK http:/'192.168.120.105

Device name: PowerCable 6C

M m o

Figure 27 8 Configured Wi-H parameters

Figure 28 d Network connection info

25



NETIO
4.3 Detecting the IP address

If you have followed the instructions in the previous chapter 0 Connecti ng Power Cable to
(AP Modgpad know the Power Cableds | P address, whether
configured manually. If you connect to LAN or forgot the IP address, or if you have received a pre -

configured device, you will need to find out its IP address.

Use Windows based NETIO Discover utility, available for download at http://www.netio -
products.com/en/software/netio  -discover.

- - IER
(@] WETIO Discover | NETIO pr... 3 | +

€ netio-products.com/en/software/r

wE 9 ¢ hH O F =

NETIO

NETIO > Products > NETIO Discover

NETIO Discover

NETIO Discover is needed for the first installation of
the product. The utility discovers all NETIO products
connected to the LAN / WiFi. It displays their IP and
MAC addresses and configures DHCP / static IP.

load NETIO Discaver for Wi

@ NETIO Discover multiplatform (aval

Figure 29 NETIO Discover webinterface

To successfully discover the IP address, the controlling system must be in the same LAN as the
PowerCable.

= NETIO Discover
Discover
Version 1.0.11
Device name IP Address IP type | Type Firmware version
24:44:2C:30:10:B4 yMetio I132.1I’}8.1.?’8 I DHCP | Metiod 3.0.0 nextgen (rev.nfecalal/2017-08-15@ne...
Device configuration “
Device name:
myetio Show in browser
IP address: MAC address:
192 .18 . 1 . 78 24:A4:2C:39:10:B4
Subnet mask: Firmware version:
253 . 255 . 255 . O 3.00
Default gateway: Revision:
192 . 168 . 1 . 1 nfecala0/2017-08-15@netio4-al
Loca Find devices
— SR

Figure 30 d Discovering network parameters using NETIO Discover

The IP address ¢ a n d ttharged and is only for view !
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http://www.netio-products.com/en/software/netio-discover

Enter the IP address into a web browser or the NETIO Mobile app and log in to the device.

Note: ' f you candét use MS Windows app, use NETI O Mobil e
See details in the chapter NETIO Mobile2

4.4  Static IP
I f no DHCP server is available on the network you cal
modeo:

Connect the device to LAN, power and switch it on.

Wait at |l east 30sec and t henbugonfmsmnl@Gecdunthol d t he 0T
yellow status LED flashes.

The device switches to the o0Static I P modedé with |

Open the WEB interface using http://192.168.1.78 and log in from computer connected to the
same network (or directly to device) and with IP from the same subnet (e.g. 192.168.1.10 mask
255.255.255.0).

Go to Settings / Network Configuration and sel ect 0Set static | P addres:
and claivek Ch&ngeso6. | f not modified and not saved b
will use DHCP after the next restart (power off/on) unless the device has been already

configured for static | P address before entering t
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4.5 NETIOMobile2

NETIO Mobile2 application is for control NETIO
devices produced after 2016.

Features:

Switch On / Off / Restart each power
socket/output through local network or NETIO
Cloud.

Show power consumption on each power output
(if supported by device).

Grouping and sorting of the power outputs and
the group control (Switch On / Off all outputs in

group).
Searching NETIO devices in local network.
Add devices from NETIO Cloud.

You can use NETIO Mobile 2 application for Android or
iOS to discover the local network and find NETIO
devices there. Make sure your mobile device is
connected to the same network as NETIO device.

6. Start NETIO Mobile 2 app.

7.Andr oi d: Touch on 0+06 in
i OS: Touch on o0+ Add dev
page.

8.Touckhl D DEVI CESO. The |

NETIO devices will appear (displaying name, MAC,
IP Address).

9.Androi d: Select the devi
i OS: Touch the device yo

10. the device name, username and password and
touch o0Connect 0.

}\ GETITON

Google Play

NETIO Maobile 2

10:57 il T -

Arrange

Outd group

output 4 4KE

@ 0w 0w 183451k

output 4 8QS

PowerBOX-3PX
PowerBOX-4KE

PowerPDU-8QS

output1
£5 4w T7I0Nh

output 2
[}

output 3

Butputs

Add Device
FIND DEVICES
ADD MANUALLY

NETIO CLOUD.

https://play.google.com/store/apps/details?id=cz.netio.netio

# Download on the
@& App Store

https://apps.apple.com/cz/app/netio

-mobile-2/id1619326833

NETIO Mobile 2

Outd group

output 4 4KE

@ OomA CW 83461 KR

output 4 8QS
- «©

Advanced output contral

Cannection: Local &

Output name:
Device name:

Group name:

Scheduler

Qutput Settings

Pick the Device you would like
connaet

PowerPDU-AKS
24:48:20:39:C7 58
192.168.64.14

197.168.64.16
PowerPOU-B0S
244920299268
192.168.64.11
PowerROX-4Kx
PHAGICIHESEE
192.168.64.12
PowerCable- REST
PAANICIETEC
192.158.64.13

CANCEL  CONNECT

Cloud

output 4 4KE

PowerBOX-4KE

Qut4 group



https://apps.apple.com/cz/app/netio-mobile-2/id1619326833
https://play.google.com/store/apps/details?id=cz.netio.netio
https://apps.apple.com/cz/app/netio-mobile-2/id1619326833
https://play.google.com/store/apps/details?id=cz.netio.netio

4.6 Login to device web

() PowerCable-2kZ

x|+

« > C

O & o+ 192.168.64.15/% bk

| Username

| Password

[] Remember me

Figure 31 d PowerCable login dialog

To log in, use admin / admin
(default login username / password)

=

I

»

&
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4.7 Restoring factory defaults

This operation deletes all user settings and restores the configuration to the factory defaults. It is
useful when the device is in an unknown state or does not behave as described in this manual.

Procedure: Turn off the PowerCable .
Press and holdthe button and power up the PowerCable.
Hold the button for about 10 seconds until the green LED flashes 3x, then release.

Load to defaults
Button

i & AP mode
Pushed
Released <
} } f -
Device 10s 20s 30s Time
POWeEr up
Boot Boot
Yellow LED l 700 i o
Light —
0G,E_ﬂ—ﬂmmwmlmwﬂﬂﬂlm
Device 10s 20s 30s Time
poOWer up
Green LED
- _-|.| ”” " "
Dark ; : ; :
Device 10s 20s 30s Time
pOWer up

Figure 32 6 LED indication when restoring factory defaults

/\ Forgotten password

The reset to factory defaults is also used when the password has been forgotten. After
restoring the factory defaults, the username and password to access the PowerCable will
b e adnind Jadminé .
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4.8 Controlling the output manually

The output can be switched on/off (toggled) by pressing the button quickly 3 times in a row.

Impulse width 0,2-1sec
Button P Toggle power outlet

Pushed T

Normal mode

Released

iT.
P

Devi =
power up 1-5s

Boot
Yellow LED l

Light
" According to WiFi state

Dark —=4+

Time

Device
power up

Green LED

Light
" According to Output state

Dark

Time

Device
pawer up

Figure 33 LED indication for manual output control

Tima
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5 Web interface

5.1 Outputs

NETIO

In the left menu, click Outputs . A screen showing the PowerCable outputs appears. The outputs
can be controlled directly with two buttons:

(') PowerCable-2KZ b4

< C @

PowerCable 2KZ

PowerCable-2KZ

[ Outputs
[+ Inputs

o~ M2M API
Protocols

PAB

+

[

Cloud E+

O & 192.168.64.15/#/cutputs/list

Power output 1

Power output 2

OFF

C)

*

2023-03-16

Load: 2.25 kW Power factor: 0.99
Current: 9.412 A Phase: 0.1°
Voltage: 240 V Frequency: 50 Hz

Energy measured since 2023-02-20 19:02:34

Load: 0 W Power factor: 1
Current: 0 mA Phase: 0°
Voltage: 240 V Frequency: 50 Hz

Energy measured since 1970-01-01 00:00:00

17:08:50

- O .
oo o » 8 =
admin | k] Sign_out

Energy: 599 kWh
Reverse Energy: 0 Wh

Energy: 419 kwh
Reverse Energy: 0 Wh

Watchdogs
Rules
Users
Schedules

Settings

B {3 © 0 % A W O

Log

All outputs:

Product manual

Figure 34 6 Controlling the output

NETIO products a.s.

Total load: 2.25 kW
Total Current: 9.414 A
Total TPF: N/A

Total Phase: NfA
Voltage: 240 V
Frequency: 50 Hz

Energy measured since 2023-02-20 19:02:34

3.2.7 - 1.54{1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Total Energy: 1017 kWh

Total Reverse Energy: 0 Wh
Total Energy NR: 1020 kWh
Total Reverse Energy NR: 0 Wh

The @ ON/OFF button controls the output directly. When the output is on, the button is

green; when the output is off, the button is grey
confirmation dialog appears:

Do you really want to turn off output_17

Turn Qutput Off

[ ] Don't ask me again

“T. When switching the output off, a

Click Turn Output Off to confirm the switch -off or Cancel to keep the output switched on.

To suppress this dialog in the future, check Do n 6 t

ask. me

again
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The “i* Reset button switches the output off and then back on. A confirmation is requested before
the action is performed. The function is enabled only when the output is switched on. When the
output is switched off, the Reset button is disabled.

Do you really want to reset output_17?

[ ] Don't ask me again

Click Reset to confi rm the action or Cancel to cancel it.
To suppress this dialog in the future,check Don 6t ask. me again

5.1.1 Outputs - Energy measurements
PowerCable 2KZ and PowerCable REST only

PowerCable measures the following electrical parameters every 500ms for each output . The display
in the web interface is updated every 5 seconds.

() PowerCable-REST x4 v — O w0

< C @ O & 192.168.64.13/#/outputs/list * oo » 5

PowerCable REST 101F 20230316 17:09:21  admin ¥ Sign out
PowerCable-REST

~ Power output 1 Load: 0 W Power factor: 1 Energy: 1 kWh

@ Current: 0 mA Phase: 0° Reverse Energy: 0 Wh
Voltage: 239 V Frequency: 50 Hz

[ Outputs

o M2M API
Protocols

Energy measured since 2021-03-02 14:10:24

& Cloud

B PaB

£ Watchdogs

i“ Rules
8 Users

(© schedules
ﬂ Settings

Bl Log

Product manual NETIO products a.s. 3.2.6 - 1.43(1.24) - 109 SN: 24A42C38E75C (38e8f92)

Figure 35 d Measured values
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= i

2

Load in watts [ W] corresponds to the immediate current and voltage (P = U * | * TPF). It respects
the direction 0 positive value if the connected device consume the energy or negative value if the
connected device deliver the power back to the power grid (e.g. solar power system).

Current in amps [A] shows the immediate current flowing through the output. Always positive

value.

Voltage in volts [ V].

TPF (True Power Factor) shows the ratio of active and apparent power, or the ratio of resistance
and impedance. TPF is the ratio of the active power to the apparent power at the power outlet. TPF
shows what portion of apparent p ower is converted by the load to active power. TPF can be viewed

as the sum of useful power and losses. TPF, unlike PF (Power Factor), also takes into account non -
sinusoidal waveforms. Such distortions of the sinusoidal waveform are caused e.g. by switchin g

power supplies.

Phasei
type
Frequency in hertz [ Hz].

n degrees

connected

(A) is the
to output

val ue
The

h

ase s
/[ 360

>

p
0

Energy in watt -hours (Wh / kWh) is the cumulative energy consumed over a time interval. The
value is the total consumption at the output since the last reset of the counter.

A

Reverse Energy in watt -hours (Wh / kWh) is the cumulative energy delivered back to grid over a
time interval. T he value is the total power supply at the output since the last reset of the counter.

(') PowerCable-2KZ b4

+

< C @

PowerCable 2KZ

PowerCable-2KZ

O & 192.168.64.15/#/cutputs/list

2023-03-16

Power output 1

v = @
* T om »
17:08:50  admin ¥ Sign out

Load: 2.25 kW Power factor: 0.99 Energy: 599 kWh

[ Outputs 1 ' m Current: 9.412 A Phase: 0.1° Reverse Energy: 0 Wh
Voltage: 240 V Frequency: 50 Hz

[« Inputs G Energy measured since 2023-02-20 19:02:34

o
ot M2M API T —
ower outpu . . .
Protocols Load: 0 W Power factor: 1 Energy: 419 kwh
2 ' OFF Current: 0 mA Phase: 0° Reverse Energy: 0 Wh

& Cloud Voltage: 240 vV Frequency: 50 Hz
Energy measured since 1970-01-01 00:00:00

R raB

~ Watchdogs

All outputs: Total load: 2.25 kW Total Energy: 1017 kWh

i“ Rules Total Current: 9.414 A Total Reverse Energy: 0 Wh
Total TPF: N/A Total Energy NR: 1020 kWh

8 Users Total Phase: NfA Total Reverse Energy NR: 0 Wh
Voltage: 240 V

(© schedules c
Frequency: 50 Hz

Q Settings Energy measured since 2023-02-20 19:02:34

B Log

Product manual

NETIO products a.s.

Figure 36 d Measured values 8 All outputs

3.2.7 - 1.54{1.53) - 0 SN: 24A42C3A574B (4bf42b6)
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All outputs (PowerCable 2KZ only) section contains values calculated for the whole device so these
apply for the power input cable/connection. Values showing N/A are not available for this type of

device. The oO0Total Energy NRO and -resetableaNR) ®Renters r s e

counting energy since the device has been manufactured and first powered on.

By default, the cumulative Energy consumption/delivery and Total Energy consumption/delivery are
counted from the time the NETIO device was first powered on. To reset all Energy counters, go to
the Settings > System tab and click the Reset Power Consumption Counters button ( see Figure
below). This restarts the measurements as of the current moment and the date/time shown change.

() PowerCable-2KZ = + ~ - O *

&« C @ O 8 192.168.64.15/#/settings/system w zom » g5 =

PowerCable ZKZ 2023-03-16 17:12:09 admin E‘ Sign out

PowerCable-2KZ

’%‘ Wi-Fi
Uptime: 9 days 6 hours 38 minutes
[ Outputs & Network
Configuration Firmware version: 3.2.7 - 1.54(1.53) - 0 SN: 24A42C3A574B Uparade

[4 Inputs

(© Date/ Time Device name: PowerCable-2KZ

A M2M API
o .
Protocols @ Firmware TP por:
Q ] Enable Periodic device restart
& Cloud SR
1440 tes, doe affe e ate
B eas
A Watchdogs
i“ Rules Blink with status LEDs for 1 minute.
8 Users
Reset Power Consumption Counters
@© Schedules
P
ings
E| Log ) ) ) -
Export and import device configuration Export configuration
Configuration file: \ Prochazet. . | Soubor nevybran. Impe figuratio

Product manual NETIO products a.s. 3.2.7 - 1.54(1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Figure 37 d Resetting the consumption counters
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5.1.2 Outputs - General

Click the picture of the output to open detailed settings.

The o General tab configures basic parameters for controlling the output.

() PowerCable-2KZ X + ~ - O x
&« C @ O 8 192.168.64.15/#/outputs/1/general w T ono» & =
Powercable ZKZ 2023-03-16 17:12:51 admin E‘ &gn out

PowerCable-2KZ

Power output 1 J L General ‘ ® Schedule x

[ Outputs 1 @
- [ o
Inputs
Short ON/OFF delay: miliseconds

o~ M2M API

Protocols I LR Output Powerlp state:
& Cloud E+ b EE:E\:?:PDWQFUD miliseconds
~f Watchdogs

All outputs: Energy MR: 601 kwh

i“ Rules Reverse Energy NR: 0wh
8 Users
© Schedules
I:l Settings
Gl Log

Product manual NETIO products a.s. 3.2.7 - 1.54{1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Figure 38 d General output configuration

Output name is shown above the two control buttons to improve clarity.

Short ON/OFF delay is an integer specifying, in milliseconds, the duration for the Short OFF (power
cycling) and Short ON actions.
During this interval, any attempts to switch the output state v ia M2M API protocols are ignored.

Output PowerUp state defines the state of the output whenever the device is powered up or
restarted. The output can be switched on (ON), switched off (OFF), or set to the last state before
the restart (LAST).

Warning: The PowerUp setting is ignored if the Scheduler is enabled for specific output.

Output PowerUp interval defines the interval in milliseconds after which the power output is

turned on since the power is turned on (e.g. after the power outage). It is only applied if the

O0Out put PowerUp stated is set to OONO or OLASTSG
Mi ni mum value 0Out put P dramestattghintérmaltiogic v- alinast immediately ms
after power up).

Maxi mum value of oO0Output PowerUp interval 6 is 43

Energy NR in watt -hours (Wh / kWh) is the cumulative energy consumed since the device has been
manufactured. This counter cannot be resetted. Only PowerPDU 4KS and 8QS shows this value.
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NETIO

Reverse Energy NRin watt -hours (Wh / kwWh) is the cumulative energy delivered back to grid since
the device has been manufactured. This counter cannot be resetted.
Only PowerPDU 4KS & PowerPDU 8QS shows this value.

Click Save Changesto save the settings.

. . . . x . .
To close the configuration dialog, click the symbol in the top right corner.

5.1.3 Outputs - Schedule

The ©© Scheduler function can be used to switch the output on and off at specified times. Select a
schedule to specify when the output should be turned on. After selecting a schedule, the on  -times
for the output according to that schedule are shown graphically. Check Enable schedule if you want
enable scheduler and Click Save Changesto confirm changes. If the Scheduler is enabled the
current interval is applied so the output state may change accordin g to selected schedule.

The displayed schedule cannot be changed in the Output 0 Schedule view. To change a schedule,
click Edit schedules . It opens the main tab Schedules (details in chapter Schedules.

To enable or disable the Scheduler for a given output, you may also click the © scheduler
button next to that output. When the Scheduler function is disabled, the outputs stay in their
current states. When it is enabled, the outputs are set according to the schedule.

The © Scheduler button / icon next the output indicates Enabled (green) or Disabled (grey)
Sehduler function.

Note: When the Scheduler feature is Enabled for specific Output then the PowerUp state is
ignored on this Output. The output stays off after power up without Ethernet connection or
until the time is synchronized from NTP server. The Scheduler is waiting for the valid time
from NTP and this needs Ethernet/Internet connection. It is to respect schedule if state
change occurred during the power outage and prevents against for example short power on

"peek".

() PowerCable-2KZ = + ~ - O >

&« @ (@) O & 192.168.64.15/#/outputs/1/schedule Lo Sy » 5 =
Scheduler on, output 1 ON ] _
PowerCable 2KZ B Sign out
PowerCable-2KZ
@ Schedule ‘ X
[ Outputs
Enable schedule

[+ Inputs
J* M2M API

Power output 2

Protocols

OFF Monday
& Cloud E-’

Tuesday
B rae S

300 6:00 900 12:00 15:00 18:00 21:00

Thursday Scheduler off, output 2 OFF
s Watchdogs Friday
All outputs: Saturday
ﬁ Rules sunday
Users
8
@© Schedules
. The change of selected Schedule wil apply immediately if the Schedule feature is
Q Settings already enabled. If the Schedule feature is disabled check the "Enable Scheduler”
checkbox above before saving. The Scheduler can be also enabled/disabled any
El Log time by the "clock” icon next to the output control.

Figure 39 & Configuring the Schedule
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5.2 Inputs

PowerCable 2KZ only
ThePower Cabl e 2KZ

has

t wo DI 0s

(Digital

nput

Connect DI pin with GND to initiate State ON (1). There is no LED indicating the DI state on the

device.

5.2.1

DI (Digital Input) 0 Status and SO Counter

In the left menu, ¢ lick Inputs. A screen showing the inputs appears.

() PowerCable-2KZ x|+
<« C @ O & 192.168.64.15/#/inputs/list
PowerCable 2KZ

PowerCable-2KZ

[ Outputs | 1 :

[« Inputs

o M2M API
Protocols

B

& Cloud

R eaB

~f Watchdogs

i“ Rules
8 Users

© Sschedules

I:l Settings

] Log

Product manual

Figure 40 8 Viewing the inputs

State
Current state of Digital Input:

- O/OFF/ o0openod

- 1/ON/ oOcl osed?d
SO counter

Input 1

Input 2

METIO products 3.5.

State: ON
S0 counter: 20729

State: OFF

S0 counter: 0

w =

2023-03-16 171523

3.2.7 - 1.54{1.53) - 0 SN: 24A42C3A5748 (4bf42b6)

SO0 impulses are counted on each one Digital Input.

|l t ds

admin

3 2resbtable connten Value is stored in the device even during power off.

I

- O
» 9

F* Sign out

s)

Each one ON impulse have to be min 30ms long followed by min 30ms OFF state. It means max 16

impulses per second.
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NETIO

5.2.2 Inputs - General

Click the picture of the input to open detailed settings.

The 3 General tab configures basic parameters of the input.

() PowerCable-2KZ X + ~ - O >

<« a o O B 192.168.64.15/#/inputs/1/general w o » 8

PowerCable 2KZ 20230316 17:15:44  admin ¥ Sign out
PowerCable-2KZ

Input 1 J Q General ‘ X

[ Outputs 1

[« Inputs

.,
A M2M API

o
Input 2

Protocols

O Cloud E

B ras

1 Watchdogs

i“ Rules
8 Users

(© Schedules
I:l Settings

Bl Log

Product manual NETIO products a.s. 3.2.7 - 1.54{1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Figure 41 d General input configuration

The Digital Input name can be set to identify specific digital input.

Click Save Changesto save the settings.

x
To close the configuration dialog, click the symbol in the top right corner.
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5.3 Open API: M2M Protocols

All M2M protocols use the same values for the action parameter to control the output. Allowed
values are:

0 &turns the output off

1 &turns the output on

2 dshort OFF&turns the output off for a short ! time (if the output was off, it will be turned on)
3 dshort ON &turns the output on for a short 2 time (if the output was on, it will be turned off)
4 dtoggle otoggles the current output state

5 dno operation dleaves the output unchanged

6 dignore dignores the action attribute and only respects the state attribute donly for XML and
JSON

Only one M2M protocol in addition to SNMP can be active at any time!

Following M2M API Protocols cannot run in parallel to NETIO Cloud Connection:
MQT Fflex
Netio Push

The notification message appears if you try to enable unsupported combination.

1.2 The short-off/short -on duration can be also specified in the command issued over the respective M2M protocol. If
unspecified, the 0Short ON/OFF delayo value is used.
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5.3.1 M2M API Protocol 8 XML over HTTP
() PowerCable-2kZ x| + ~ = [} *
« © O 8 192.168.64.15/#/interfaces/103 wr omoIn » & =
PowerCable 2KZ 2023-0321  12:04:23  admn  B# Sign out
PowerCable-2KZ
* XML APT
Enable XML AP
[ Outputs 150N AP
Port 80
[+ Inputs URL API
Enable READ-ONLY
Username:
Protocols
<& Cloud
MQTT-flex Enable READ-WRITE
R ras -
Netio Push Usemame:
A Vtchdos -
g e Password:
=
8 Users
Test XML APL:
@© Schedules )
Open XML API file (read password required) Download XML Scherma (XSD)
: http://192.168.64.15/netio.xml
I:l Settings
Download example XML APT file: Upload XML file to the device
G Log « Set output 1 to ON

Product manual

.

Set output 1 to OFF
« Toggle output 1

NETIO products a.s. 3.2.7 - 1.54(1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Figure 42 8 XML API protocol configuration

Enable XML API

Enables M2M XML API functions in thesystem.

Port

Readonly value. Indicates the port where the device currently listens

for M2M XML API commands. This port is the same for all http based M2M
API protocols and web administration and can be changed in Settings /
System (chapter System).

Enable READ-ONLY

EnablesRead-Only access via M2M XML API for monitoring. You may also
fill in the username and password for this mode.

Enable READ-WRITE

EnablesRead/Write access for monitoring (reading values) and writing
(output control). You may also fill in the username and password for this
mode.

Username Username for the respective access mode (Read Only/ReadWrite). Note
dthis is unrelated to the username for access ing the NETIO 4x web
administration interface. When left empty, the protocol will not require
any authentication.

Password Password for the corresponding username (ReadOnly/ReadWrite).
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Save Changes Saves the changes.

When the XML API is enabled, other M2M protocols are disabled except SNMP after clicking Save
changes.

For an example of reading the o UdastXMlitAPk Ogeh XMLARIi n g

file (read password required) 6 | i n k.

After entering the username and password, you will receive an xml file with the NETIO device
current state.

URL for downloading/uploading the netio.xml file:  http://<NETIO Device IP>/netio.xml
e.g. http://192.168.64.1 5/netio.xml

Note: Measurement data available only for PowerCable 2KZ and PowerCable REST.

Example of the netio.xml file

<?xml version="1.0" encoding="utf - 8"?>
<set:Root xmIns:set="http://www.netio -
products.com/XMLSchema/NETIO.xsd">

<Agent>

<Model>2KZ</Model>

<DeviceName>PowerCable - 2KZ</DeviceName>
<0emID>900</OemID>

<VendorID>0 </VendorID>
<Version>3.2.7</Version>

<XmlVer>2.4</XmlVer>
<SerialNumber>24A42C3A574B</SerialNumber>
<MAC>24:A4:2C:3A:57:4B</MAC>
<Uptime>1215219</Uptime>

<Time>2023 - 03- 21T12:06:49+01:00</Time>
<NumOutputs>2</NumOutputs>
<Numlnputs>2</Numinputs>

</Agent>

<GlobalMeasure>
<OverallPowerFactor>999.00</OverallPowerFactor>
<TotalPowerFactor>999.00</TotalPowerFactor>
<Voltage>236.00</Voltage>
<OverallPhase>999.00</OverallPhase>
<TotalPhase>999.00</TotalPhase>
<Frequency>50.04</Frequency>
<TotalLoad>2168</TotalLoad>
<TotalCurrent>9238</TotalCurrent>
<TotalEnergy>1273532</TotalEnergy>
<TotalReverseEnergy>0</TotalReverseEnergy>
<TotalEnergyNR>1275605</TotalEnergyNR>
<TotalReverseEne rgyNR>0</TotalReverseEnergyNR>
<EnergyStart>2023 - 02- 20T719:02:34+01:00</EnergyStart>
</GlobalMeasure>

<Outputs>

<Output>

<ID>1</ID>
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<Name>Power output 1</Name>
<State>1</State>
<Action>6</Action>
<Delay>5000</Delay>
<PowerFactor>0.99</PowerFactor>
<Phase>0. 14</Phase>
<Load>2169</Load>
<Current>9240</Current>
<Energy>854863</Energy>
<ReverseEnergy>0</ReverseEnergy>
<EnergyNR>856469</EnergyNR>
<ReverseEnergyNR>0</ReverseEnergyNR>
</Output>

<Output>

<ID>2</ID>

<Name>Power output 2</Name>
<State>0</State>
<Action>6</Action>
<Delay>5000</Delay>
<PowerFactor>1.00</PowerFactor>
<Phase>0.00</Phase>
<Load>0</Load>
<Current>0</Current>
<Energy>419136</Energy>
<ReverseEnergy>0</ReverseEnergy>
<EnergyNR>419136</EnergyNR>
<ReverseEnergyNR>0</ReverseEnergyNR>
</Output>

</Outputs>

<Inputs>

<Input>

<ID>1</ID>

<Name>Input 1</Name>
<State>1</State>
<S0Counter>20729</S0Counter>
</Input>

<Input>

<ID>2</ID>

<Name>Input 2</Name>
<State>0</State>
<S0Counter>0</S0Counter>
</Input>

</Inputs>

<PAB>
<PABItem><Type>RANGE</Type>
<Name>CR03_PAB</Name>
<Enabled>false</Enabled>
<In>false</In>

</PABIltem>

</PAB>

<Watchdogs><Wdtltem><Name>google_pinger</Name>

<Enabled>false</Enabled>
<Fail>false</Fail>

<LastSt atus>false</LastStatus>
<Timestamp>0</Timestamp>
</Wdtltem>
<Wdtltem><Name>CR01_WDT</Name>
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<Enabled>false</Enabled>
<Fail>false</Fail>
<LastStatus>false</LastStatus>
<Timestamp>0</Timestamp>
</Wdtltem>

</Watchdogs>
<Rules><Rule><Name>CR01_RULE</Name>
<Enabled>false</Enabled>
<Result>false</Result>

</Rule>
<Rule><Name>CR02_RULE</Name>
<Enabled>false</Enabled>
<Result>false</Result>

</Rule>
<Rule><Name>CR03_RULE</Name>
<Enabled>false</Enabled>
<Result>false</Result>

</ Rule>

</Rules>

</set:Root>

The following example XML files for controlling the device can be downloaded directly from the web
administration:

i Setoutputlto ON
1 Setoutput 1 to OFF
1 Toggle output 1

Click Download XML Schema (XSD)to download the .xsd schema file.

The Upload XML file to the device button opens the following dialog for testing:

HTTP(s) file upload

Host: ‘ http://192.168.64.15/netio.xml ‘

Port: Method: HTTP POST .

Host URL of the .xml file.
Username: Password:
. Port & port number used by the XML API protocol.
o fle seecte Usernameand Passwordd Username and password
Request #2 (e.q. setoulpul1 fo-G.um) configured for the XML API protocol in the READ-
Mo file selected WRITE Section.
Request #3 (-.0. foagie-output i) Request#1,2,3 1 select .xml file(s) with commands
Ho fle selected to perform.

Send file dsend the selected file(s).
Response

Responsedresponse to the submitted command.

Close dcloses the dialog window.

Close

Figure 43 dUpload XML file dialog
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http://192.168.20.159/r-95029907/share/set-output1-1.json
http://192.168.20.159/r-95029907/share/set-output1-0.json
http://192.168.20.159/r-95029907/share/toggle-output1.json

NETIO

For the specifications of the M2M XML API protocol, visit the Support > Download section of our
website and see the following document:

XML- description of NETIO M2M API interface- PDF

For more information and a practical demonstration of using the XML p rotocol with NETIO smart
sockets, see the following Application Note:

AN20 XML HTTP(s) protocol to control NETIO smart pover sockets 110/230V

XML

see

see

Application

ouau@®®® \
\l/
[\

HTTP(s)

—_ 1
4 Web
5 server

NETIO AN20: XML HTTP(s) protocol to control NETIO power

sockets/outlets
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5.3.2 M2M API Protocol 8JSON over HTTP

) PowerCable-2KZ

< C

PowerCable 2KZ

PowerCable-2KZ

[ Outputs
[4 Inputs

~° M2M API
Protocols

(-]

Cloud

PAB
Watchdogs
Rules
Users
Schedules

Settings

Bl &3 © 0 «x A W O

Log

x|+ v - O ®
O 8 192.168.64.15/#/interfaces/104 kg L omom » 9 =
20230321 15:33:34  admn  B® Sign out
XML API
Enable JSON API
* JSON API
Port 80
URL API
Enable READ-ONLY
Username:
MQTT-flex Enable READ-WRITE
\/ Save Ch
Test JSON APL:

Product manual

Open 1SON API file (read password required)
http://192.168.64.15/netio.json

Download example JSON API file: Upload JSON file to the device

Set output 1 to ON
Set output 1 to OFF
« Toggle output 1

.

.

NETIO products a.s. 3.2.7 - 1.54({1.53) - 0 SN: 24A42C3A5748 (4bf42b6)

Figure 44 8 JSON API protocol configuration

Enable JSON API

Enables M2M JSON API functions in the system.

Port

Readonly value. Indicates the port where the device currently listens
for M2M JSON API commands. This port is the same for all http based
M2M API protocols and web administration and can be changed in
Settings / System (chapter System).

Enable READ-ONLY

EnablesRead-Only access via M2M JSON API for monitoring. You may
also fill in the username and password for this mode.

Enable READ-WRITE

EnablesRead/Write access for monitoring and output control. You may
also fill in the username and password for this mode.

Username Username for the respective access mode (Read Only/ReadWrite). Note
dthis is unrelated to the username for accessing the NETIO device web
administration. When left empty, the protocol will not require any
authentication.

Password Password for the corresponding username (ReadOnly/ReadWrite).

Save Changes

Saves the changes.
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When the JSON API protocol is enabled, other M2M protocols are disabled except SNMP after clicking
Save changes

For an example of reading the ouTeglsONAPtQ@peISANSi ng J SOI
APl file (read pliskssword required)®o

After entering the username and password, you will receive a json file with the NETIO device
current state.

URL for downloading/uploading the netio.json file:  http://<NETIO Device IP>/netio.json
e.g. http://192.168.64.1 5/netio.json

Note: Measurement data available only for PowerCable 2KZ and PowerCable REST .

Example of the netio.json file

{

"Agent":{ "Model":"2KZ","DeviceName":"PowerCable -
2KZ","MAC":"24:A4:2C:3A:57:4B","SerialNumber":"24A42C3A574B","JSONVe
r':"2.4""Time":"2023 -03-
21T15:35:39+01:00","Uptime":1227749,"Version":"3.2.7","OemID":900,"V
endorID":0,"NumOutputs":2,"Numinputs":2},

"GlobalMeasur e":{"Voltage":235.97,"TotalCurrent":9239,"OverallPowerF
actor":999.00,"TotalPowerFactor":999.00,"OverallPhase":999, "TotalPha
se":999,"Frequency":50.01,"TotalEnergy":1281184,"TotalReverseEnergy"

:0,"TotalEnergyNR":1283257,"TotalReverseEnergyNR":0,"TotalLoad":2 166
,"EnergyStart":"2023 - 02-207T19:02:34+01:00"},
"Outputs":[

{"ID":1,"Name":"Power output
1","State":1,"Action":6,"Delay":5000,"Current":9239,"PowerFactor":0.
99,"Phase":0.14,"Energy":862516,"ReverseEnergy":0,"EnergyNR":864122,
"ReverseEnergyNR".0,"Load":21 68},

{"ID":2,"Name":"Power output
2" "State":0,"Action":6,"Delay":5000,"Current":0,"PowerFactor":1.00,

"Phase":0.00,"Energy":419136,"ReverseEnergy":0,"EnergyNR":419136,"Re
verseEnergyNR":0,"Load":0}

1,

"Inputs™:[

{"ID":1,"Name":"Input 1","State":1,"S0Cou nter*:20729},
{"ID":2,"Name":"Input 2","State":0,"SO0Counter":0}

1.

"PAB"[
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{"Type":"RANGE","Name":"CR03_PAB","Enabled":false,"In":false}

]1
"Watchdogs":[

{"Name":"google_pinger","Enabled":false ,"Fail":false,"LastStatus":fa
Ise,"Timestamp™:0},

{"Name":"CRO1_WDT","Enabled":false,"Fail":.false,"LastStatus":false,"
Timestamp™:0}

I

"Rules":[
{"Name":"CRO1_RULE","Enabled":false,"Result":false},
{"Name":"CR02_RULE","Enabled":false,"Result":false},

{"Name":"CR03_RULE","Enabled":false,"Result":false}

I}

The following example json files for controlling the device can be downloaded directly from the
web administration:

i Setoutput1lto ON
1 Setoutput 1 to OFF
1 Toggle output 1

The Upload JSON file to the device button opens the following dialog for testing:

x
HTTP(s) file upload

Host: [ http://192.168.64.15/netiojson | Host 6 URL of the .json flle

Port: Method: HTTP POST

S _— Port d port number used by the JSON protocol.
Request #1. (-.. erouputi-to-:or) Username and Passworddusername and password

configured for the JSON protocol in the READ-WRITE
section.

Request #2 (c.q. sei-ou

e Request#1,2,3 1 select .json file(s) with commands to
e“- e perform.

] Send file dsend the selected file(s).

Responsedresponse to the submitted command.

Close dcloses the dialog window.

#

Figure 45 dUpload JSON file dialog


http://192.168.20.159/r-95029907/share/set-output1-1.json
http://192.168.20.159/r-95029907/share/set-output1-0.json
http://192.168.20.159/r-95029907/share/toggle-output1.json

NETIO

For more inform ation about the M2M JSON API, visit the Support > Download section of our website
and see the following document:

JSON- description of NETIO M2M API interface - PDF

For more information and a practical demonstration of using the JSO N protocol with NETIO smart
sockets, see the following Application Note:

AN21 JSON HTTP(S) protocol to control NHIO 110/230V power sockets (3x REST API)

.json file

HTTP(s) @

- wu@@@@R
-

LAN

NETIO AN21: JSON HTTP(s) protocol to control NETIO

110/230V power sockets (3x REST API)
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5.3.3 M2M API Protocol dURL API (http get)

() PowerCable-2kZ X |+ ~ = [} *
&« © O 8 o~ 192.168.64.15/4#/interfaces/105 wr L o' o » o =
Powercable ZKZ 2023-03-23 14:51:25 admin [:‘ Sgn out
PowerCable-2KZ

XML API

[ Outputs
[4 Inputs

o~ M2M API
Protocols

<& Cloud

R ras

s Watchdogs
A Rules

8 Users

(© Schedules
I:l Settings

Bl Log

Enable URL API
150N API

* URL API
Enable READ-WRITE

TETE: Password:

Modbus/TCP
v’ save Changes

MQTT-flex

Test URL API on this device:
Toaggle Qutput 1

Netio Push

SHMP

Product manual NETIO products a.s. 3.2.7 - 1.54({1.53) - 0 SN: 24A42C3A5748 (4bf42b6)

Figure 46 dJRL API protocol configuration

Enable URL API

Enables M2M URL API functions in the system.

Port Readonly value. Indicates the port where the device currently listens
for M2M URL APl commands. This port is the same for all http based M2M
API protocols and web administration and can be changed in Settings /
System (chapter Sygem).

Enable READ-WRITE Enables REABNRITE access.

Password Password to authenticate HTTP GET communication (pass attribute in

the request).

Save Changes

Saves the changes.

URL API protocol does not contain energy measurement data and counters. URL API also do not
provide information about current output states. This protocol is recommended to Outputs control
only.

When the URL APl is enabled, other M2M protocols are disabked except SNMP after clicking Save
changes.
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For an example of toggling output no. 1 using the M2M URL API, click the link under Test URL API.

This opens a new browser tab and invokes the following HTTP GET request:
http://<NETIO Device IP>/netio.cgi?pa ss=<Password>&outputl=4

e.g. http://192.168.64.1 5/netio.cgi?pass=netio&outputl=4

For more information about the M2M URL API, visit the Support > #
Download section of our website and see the following document:

URL API- description of NETIO M2M API interface - PDF

URL API
HTTP(s)

For more information and a practical demonstration of using the URL -API protocol with NETIO smart
sockets, see the following Application Note:

AN19 URL API (http GET) protocol to control NETIO 4x power soclets/outlets 110 / 230V

ﬂ
HTTP get
o n HTTP get URL API
U URL API /
®
®
e ®
®
DI 7
Digital Input >

i

NETIO AN19: URL M2M API (http GET) protocol to control

NETIO power sockets/outlets
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5.3.4 M2M API Protocol dTelnet

() PowerCable-2KZ x

~ - |

& & O 8 192.16864.15/#/interfaces/106 g oB oIno» 9

PowerCable 2KZ
PowerCable-2KZ

XML APT

[ Outputs 150N APT

[+ Inputs URL API

o~ M2M API « Telnat

Protocols
Modbus/ TCP

Cloud
MQTT-flex

PAB
Netio Push

Watchdogs

SHNMP
Rules
Users

Schedules

Settings

Bl & © % A @ D

Log

Product manual

2023-03-23 14:55:06 admin [:‘ Sign out

Enable Telnet
Port:

Enable READ-ONLY
Username:
Password:

Enable READ-WRITE
Username:

Password:

NETIO products a.s. 3.2.7 - 1.54(1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Figure 47 dTelnet protocol configuration

Enable Telnet

Enables M2M Telnet functions in the system.

Port

Specific port for Telnet only, range 1 d65535. Be aware, that you
should enter value, which is not already occupied by another M2M
protocol or web interface.

Enable READ-ONLY

EnablesRead-Only access via M2M Telnet API for monitoring. You may
also fill in the username and password fo r this mode.

Enable READ-WRITE

EnablesRead/Write access for monitoring and output control. You may
also fill in the username and password for this mode.

Username Username for the respective access mode (Read Only/ReadWrite). Note
dthis is unrelated to the username for accessing the NETIO device web
administration. When left empty, the protocol will not require any
authentication.

Password Password for the corresponding username (ReadOnly/ReadWrite).

Save Changes

Saves the changes.
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Telnet protocol does not contain energy measurement data and counters. This protocol is
recommended to Outputs control only.

When the Telnet is enabled, other M2M protocols are disabled except SNMP after clicking Save

changes.

Start Telnet connection to a NETIO device IP address and its Telnet port

When the connection is established, the NETIO device returns the following response and is ready to

receive commands.

Telnet welcome message

100 HELLO C9C410A0

KSHELL V2.2

Note: The Telnet connection is automatically terminated after 60 seconds of inactivity. It is possible

to use the noop command to keep the connection alive for the next 60 seconds.

Command set

login <username> Log in a user.
<password> Replace <username> and <password> by the
equvalent attributes defined in the Telnet
protocol configuration.
<password>
Example dlog in with username netio and
password netio :
login netio netio
quit Log out and terminate Telnet connection.
noop Keep the Telnet connection alive for the next

60 seconds.
No-operation

port list [xxxx]

Control/monitor of all outputs based on the
parameters xxxx (described below) for each
output. All parameters x must have valid value
otherwise the command will not be accepted
(e.g. port list 10x1 is invalid). If no parameters
are provided, then it returns states of all
outputs.
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NETIO

Outputs are numbered from the left to right (1 -
2-3-4).
Control all outputs (1 and 4: ON, 2 and 3: OFF):

port list 1001
250 OK

Returns state of output:
port list
250 1001

(outputs 1 and 4 are ON, 2 and 3 OFF)

port <output> <action> Control the output.

<output> is replaced by the output number (1)
<action> is replaced by a parameter described
below

If no <action> is provided, the state of  the
output is returned.

input list Returns state of input.
input list

250 10

(input is ON)

Each command must be followed by CR and LF characters (hexadecimal OD and 0A). Typically, you
can use Enter in the terminal.

Parameters <action> for port command

Turn OFF

Turn OFF

Short OFF delay (restart)
Short ON delay

Toggle (invert the state)

g W IN|F|O

No change
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Command examples

Switch power output 1 to ON:

-
.':H.'.?.
A,
1

Ly
i

port 11

Switch power output 1 to

OFF:

port10

Toggle power output 1:

portl 4

Status codes

110 BYE

Connection terminated by client after command
quit

130 CONNECTION

No command submitted for longer than 60

TIMEOUT seconds.
The Telnet connection is terminated.
250 OK The command is accepted.

500 INVALID VALUE

The command parameter is not valid.

501 INVALID PARAMETR

The command parameter is not valid.

502 UNKNOWN
COMMAND

The command is not valid.

505 FORBIDDEN

An attempt to make an action with not
sufficient permission (i.e.: control output with
read only user, try to monitor output state with
non-logged user, where ReadOnly user is
password protected etc.)

510 OUT ORRANGE

Specified value is not valid (i.e. trying to control
port 4 on device, which has only 1 socket)
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NETIO

For more information about the Telnet protocol, visit the  Support >
Download section of our website and see the following document:

Telnet - description of NETIO M2M API interface - PDF >

Telnet

For more information and a practical demonstration of using the Modbus/TCP protocol with NETIO
smart sockets, see the following Application Note:

AN10 Telnet control of electrical power sockets (M2M APl dKSHELL)

>
Telnet (ssl)
— Telnet
SERVER \ I /
~ ~

NETIO AN10: Telnet control of electrical power sockets

(M2M API - KSHELL)
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5.3.5
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Figure 48 d Modbus/TCP protocol configuration

Enable Modbus/TCP

Enables M2M Modbus/TCP functions in the system.

Port

Specific port for Modbus/TCP only, range 1 865535. The device do NOT
alerts you if you specify a port number that is already occupied.

Last access IP

Readonly value indicating the IP address from which the last
Modbus/ TCP command was received.
value.

Enable IP filter

To improve security , the IP filter can be used to specify a range of IP
addresses from which Modbus/TCP commands are accepted. Commands
from addresses outside of this range will be ignored.

Save Changes

Saves the changes.

Note: Measurement available only for

PowerCable 2KZ and POwerCAble REST.

When the Modbus/TCP is enabled, other M2M protocols are disabled except SNMP after clicking Save

changes.
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Protocol properties
1 Modbus/TCPUnit ID is ignored. Can be anything 0 to 247
1 Wire Address = Register Address 61

OPLC based

0 The Wire Address starts from 0

0 The Register Address starts from 1

o Register Address is called
(Modbuss Poll for example )

o]

Some utilities using the Wire Address (QModMaster used in AN27 for example)

Modbus/TCP function and registers overview for PowerCable 2KZ
(Register addresses used. Wire address in breckets only on the first line)

addr ess

Function Register Value Description

0x01 102(101) 0/1 Read 1stoutpu t state (101 when Wire address used)
0x01 103 0/1 Read 2nd output state
0x02 802 0/1 Read 1stinput state
0x02 80 3 0/1 Read 2nd input state
0x03 1 ulntl6 Number of digital inputs
0x03 2 ulntl 6 Number of outputs (Power Sockets/Outlets)
0x03 3 ulntl6 Number of metered Power Sockets/Outlets
0x03 102  uIntl6 1st output state
0x03 103 uIntl6 2nd output state
0x03 202 uIntl6 "Short" delay of 1st output [1/ 10sec]
0x03 203 uIntl6 "Short" delay of 2nd output [1/10sec]
0x04 1 ulntl6 Power grid frequency [1/100 Hz]
0x04 2 ulntl6 Voltage [1/10V] I RMS
0x04 3 ulntl6 OverAll TruePowerFactor [1/1000]
(value 9999=not measured)
0x04 4 ulntl6 All outputs current [mA] (double)
0x04 5 ulntl6 All outputs power [W] (double)
0x04 6 Int16 All outputs Phase shif t [1/ 10A]
(value 9999=not measured)
0x04 101 uIntl6 All outputs current [mA]
0x04 102 uIntl6 1st output current [mA]
0x04 10 3 ulnt16 2nd output current [mA]
0x04 201 ulntl6 All outputs power [W]
0x04 202 ulntl6 1st output power [W]
0x04 20 3 ulnt16 2d output power [W]
0x04 301 ulntl6 All outputs energy counter - 2 upper bytes [Wh]
0x04 302 ulntl6 All outputs energy counter - 2 lower bytes [Wh]
0x04 303 ulntl6 1st output energy counter - 2 upper bytes [Wh]
0x04 304 ulntl6 1st output energy counter - 2 lower bytes [Wh]
0x04 30 5 ulnt16 2nd output energy counter - 2 upper bytes [Wh]
0x04 30 6 ulnt16 2nd output energy counter - 2 lower bytes [Wh]
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0x04 401 ulntl6 All outputs TPF [1/1000]

0x04 402 ulntl6 1stoutput TPF [1/1000]

0x04 40 3 ulnt16 2nd output TPF [1/1000]
(value  9999=not measured)

0x04 501 I nt 16 Al'l outputs Phase shift
0x04 502 I nt 16 1st output Phase shift |
0x04 50 3 Intl6 2nd out put Phase shift [1/ 10A]

(value 9999=not measured)

0x04 601 ulnt16 All out. reverseEnergy counter - 2up.bytes [Wh]
0x04 602 uIntl6 All out. reverseEnergy counter - 2lo.bytes [Wh]
0x04 603 ulntl6 1st out. reverseEnergy counter - 2up.bytes [Wh]
0x04 604 uIntl6 1stout. reverseEnergy counter - 2lo.bytes [Wh]
0x04 60 5 ulnt16 2nd out. reverseEnergy counter - 2up.bytes [Wh]
0x04 60 6 ulnt16 2nd out. reverseEnergy counter - 2lo.bytes [Wh]
0x04 803 uIntl6 1stdigital input SO counter - 2 upper bytes

0x04 8 04 uIntl6 1stdigital input SO counter - 2 lower bytes

0x04 80 5 ulnt16 2nd digital input SO counter - 2 upper bytes

0x04 80 6 ulnt16 2nd digital input SO counter - 2 lower bytes

0x04 1001 uIntl6 All outputs energy NR coun ter - 2 upper bytes [Wh]
0x04 1002 uIntl6 All outputs energy NR counter - 2 lower bytes [Wh]
0x04 1003 uIntl6 1st output energy NR counter - 2 upper bytes [Wh]
0x04 1004 ulntl6 1st output energy NR counter - 2 lower bytes [Wh]
0x04 100 5 ulnt16 2nd output energy NR counter - 2 upper bytes [Wh]
0x04 100 6 ulnt16 2nd output energy NR counter - 2 lower bytes [Wh]
0x04 1101 ulntl6 All out. reverseEnergy NR counter - 2up.bytes [Wh]
0x04 1102 ulntl6 All out. reverseEnergy NR counter - 2lo.bytes [Wh]
0x04 1103 ulntl6 1st out. reverseEnergy NR counter - 2up.bytes [Wh]
0x04 1104 uIntl6 1st out. reverseEnergy NR co unter - 2lo.bytes [Wh]
0x04 110 B ulnt16 2nd out. reverseEnergy NR counter - 2up.bytes [Wh]
0x04 110 6 ulnt16 2nd out. reverseEnergy NR counter - 2lo.bytes [Wh]

0x05 102 0/1 Turn On/Off 1st output (Write)
0x05 103 0/1 Turn On/Off 2nd output

0x06 102 uIntl6 Set action to 1st output
0x06 103 uIntl6 Set action to 2nd output

0x06 202 uIntl6 Set"Short" delay of 1st output [1/10sec]
0x06 203 uIntl6 Set"Short" delay of 2nd outpu t [1/10sec]
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NETIO

For more information about the M2M Modbus/TCP protocol, visit the

Support > Download section of our website and see the following

document:

Modbus / TCP- description of NETIO M2M API interface - PDF '

—

Modbus/TCP

For more information and a practical demonstration of using the Modbu s/TCP protocol with NETIO

smart sockets, see the following Application Note:

AN27: Modbus/TCP with NETIO 4x Control and measure LAN power sockets

&
&

Modbus/TCP

Modbus/TCP

PLC automat

NETIO AN27:

LAN

-—p

Modbus/TCP

& =i

I
[l

Modbus/TCP with NETIO 4x

Control and measure LAN power sockets
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5.3.6
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Figure 49 8 MQT Flex protocol configuration

Enable MQTT -flex

O 8 192.168.64.15/#/interfaces/108

M2M API Protocol dMQTT -flex

() PowerCable-2KZ x | +

w i

2023-03-23 pliSEEEE

Enable MQTT-flex

MQTT-flex config (max 6000 characters):

i
"broker": {
"clientid": "netio${DEVICE_SN}",
"keepalive™: 3@,
"password"™: "",
"port": 1883,
"protocol™: "mgtt™,
"ss1l": false,
"type": “"generic",
"url™: "broker.hivemq.com",
"username": "
Iy
"publish™: [
i
"events": [
i
"source"™: "OUTPUTS/L1/STATE",
"type": "change"
Iy
i
"source": "OUTPUTS/2/STATE".

Zon

admin

O X

»

K¢ Sign out

MQTT-flex - Online Configuration Manual

NETIO products a.s.

3.2.7 - 1.54(1.53) - 0 SN: 24A42C3A574B (4bf42b6)

Enables MQT¥lex functions in the system.

MQTT-flex Config:

Text area for entering the MQTT -flex configuration.

Save Changes

Saves the changes.

When the MQTFflex is enabled, other M2M protocols are disabled except SNMP after clicking Save

changes.

NETIO device uses json to define the MQTFflex structure (MQTT -flex Config). Both subscribe and
publish topics can be defined. Publish topics may include actions that initiate a transmission.
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MQTTFflex configuration example:

{
"broker": {

“clientid": "netio${DEVICE_SN}",
"keepalive": 30,
"password": ",
"port": 1883,
"protocol": "mqtt",
"ss|": false,
"type": "generic",
"url": "broker.hivemqg.com",
"username": "
h
"publish™: [
{
"events": [
{
"source": "OUTPUTS/1/STATE",
"type": "change"

"source": "OUTPUTS/2/STATE",
"type": "change"

"delta": 200,
"source": "OUTPUTS/1/CURRENT",
"type": "delta"

"delta": 200,
"source": "OUTPUTS/2/CURRENT",
"type": "delta"

"source": "INPUTS/1/STATE",
"type": "change"

"source": "INPUTS/2/STATE",
"type": "c hange"

"delta": 250,
"source": "INPUTS/1/S0",
"type": "delta"

"period": 3600,
"type": "timer"
}
]

"payload": "${INOUT_STATUS}",
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"qos": 0,
"retain"; false,
"topic": "devices/${DEVICE_NAME}/messages/devicebound/"
}
1
"subscribe": [
{
"action": "${payload}",
"gos": 0,
"target": "REST_JSON",
"topic": "devices/${DEVICE_NAME}/messages/events/"
}

]

O

For more information about the M2M MQTT-flex API, visit the Support >
Download section of our website and see the following document:

MQTTFflex - description of NETIO M2M API interface- PDF

There are wide options for subscribe and publish sections and its
possibilities expand over the time.

You will find details and examples at our online resource center: MQTT-flex

https://wiki.netio  -products.com/index.php?title=MQTT -flex

For more information and a practical demonstration of using the MQTT protocol with NETIO smart

sockets, see the following Application Note:
AN40 Getting started with PowerCable MOTT-flex via HiveMQ MOTT broker to mobile App

e

mMQTT
HiveMQ
MQTT broker
MQTT subscriber
MQTT publisher
INTERNET ﬁ
=
Android = MQTT Dash PowerCable MQTT 101x
iOS = MQTTool ((( @) e

- Control Qutput /
- Metering values
(A, TPF, W, Wh, V, ..) ’ MQTT flex config file /

NETIO ANA40: Getting started with PowerCable MQTT-flex

via HiveMQ MQTT broker to mobile App.
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5.3.7 M2M API Protocol dNetio Push

) PowerCable-2KZ

< C

PowerCable 2KZ

PowerCable-2KZ

[ Outputs
[4 Inputs

~° M2M API
Protocols

(-]

Cloud

PAB
Watchdogs
Rules
Users
Schedules

Settings

Bl 3 © 0 «x A W O

Log

x + s — O
O 8 192.168.64.15/#/interfaces/109 w Loz o o» 9
2023-03-23 16:02:30 admin [:‘ Sign out
XML API
Enable Netio Push
JS0ON API
Target host HTTP
server: | http://test.example.com:80/push
URL API
TETE: Push Period: 0 hrs, 1 min, 0 sec
Modbus/TCP Auto Push (dela):
MQTT-flex 1000 mA
* Netio Push Protocol: 150N e
SHMP

Product manual

NETIO products a.s. 3.2.7 - 1.54({1.53) - 0 SN: 24A42C3A5748 (4bf42b6)

Figure 50 d\etio Push protocol configuration

Enable Netio Push

Enables Netio Push functions in the system.

Target host HTTP server:

Defines the parameters of the target:
- http/ https to specify the protocol
- Target URL

- Port

- Username and Password

Example: https://username:password@test.example.com:80/push

Push Period

Period for the automatic sending of data (Push), in seconds.

Auto Push (delta)

Data will be immediately sent (Push) if a measured value exceeds this limit.

Parameter dat this time, only Current

Value &limit value for the selected parameter

Protocol

Selects the payload format.
- JSON
- XML
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Save Changes Saves the changes.

When the Netio Push is enabled, other M2M protocols are disabled except SNMP after clicking Save
changes.

Data (payload 6 JSON/XML) are automatically periodically sent to the target address using HTTP(s),
depending on the configured push period.

Output control over the NETIO PUSH 8JSON

Device is periodically connecting to the Target host http(s) server within push period (default
60seconds). It means the output can be switched only when the TCP/IP connection is established. In
default once every 60 seconds.

If the response from Target h ost is error code 200 (OK) and the payload contains valid NETIO JSON
structure with control command then the Output will be set accordingly. This way is possible to
control device even if this is in private network behind NAT.

The NETIO JSON structure iddescribed in section M2M API Protocold JSON (REST M2M API)

For more information about the M2M HTTP(s) Push API, visit the Support
> Download section of our website and see the foll owing document:

HTTP(s) PushJSON- description of NETIO M2M API interface- PDF

?{.json}

Push JSON
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5.3.8 M2M API Protocol 8 SNMP

Figure 51 d SNMP API protocol configuration

Enable SNMP Enables M2M SNMP API functions in the system.
The port is 161.

SNMP version 1,2c dunsecured, unencrypted
3 dsecured

Location Define system location (sysLocation).

Community READ (v1,2 only)

Al so called the ocommunity string:¢
username/password combination. Needed for reading information from
NETIO device over SNMP.

We recommend to use oOoOpured ASCI I <
accented and special characters, such as @, & and so on, if possible).

Community WRITE (v1,2 only)

Al so called the o0community string:¢
username/password combination. Needed for writing commands to
NETIO device over SNMP.

We recommendtousedo pur edé ASCI | characters
accented and special characters, such as @, & and so on, if possible).

Security name (v3 only)

A string representing the name of the user.
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