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About This Document
This documenprovides hardware and softwar@nformation of the Robustel BOOOLG,including introduction,
installation, configuration and operation.

Copyrigh©2017Guangzhou Robustel Technologies Cad, L
Allrightsreserved.

Trademarks and Permissions

@ r@busterél robustare trademarks of Guangzhou Robustel Technologies Qd. All other

trademarks and trade names mentioned in this document are the property of their respestivers.

Disclaimer

No part of this document may be reproduced in any form without the written permission of the copyright owner.

The contents of this document are subjectdioangewithout notice due to continued progress in methodology,

design and manufacturing. Robustel shall have no liability for any error or damage of any kind resulting from the us
of this document.

Technical Support
Tel:+86:20-29019902
Fax:+86-20-82321505

Email: support@robustel.com
Web: www.robustel.com

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 2/133


mailto:support@robustel.com
http://www.robustel.com/

Robustel RO00 LGJser Guide @ r@bUStel

Important Notice

Due to the nature of wireless communications, transmission and reception of data can neyesiraateed. Data

may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant delays or losses of data are rare
when wireles devices such as tlygatewayis used in a normal manner with a welbnstructed network, the
gatewayshoud not be used in situations where failure to transmit or receive data could result in damage of any kind
to the user or any other party, including but not limited to personal injury, death, or loss of property. Robustel
accepts no responsibility for damegjof any kind resulting from delays or errors in data transmitted or received

using thegateway or for failure of thegatewayto transmit or receive such data.

Safety Precautions
General
Thegatewaygenerates radio frequency (RF) power. When usinggtteway, care must be taken on safety
issues related to RF interference as well as regulations of RF equipment.
Do not use yougatewayin aircraft, hospitals, petrol stations or in places where usiltularproducts is
prohibited.
Be sure that theyateway will not be interfering with nearby equipment. For example: pacemakers or medical
equipment. The antenna of thgatewayshould be away from computers, office equipment, home appliance,
etc.
An external antenna must be connected to th@ewayfor properoperation. Only uses approved antenna with
the gateway Please contact authorized distributor on finding an approved antenna.
Always keep the antenna withinimum safety distance of®m or more from human body. Do not put the
antenna inside metallic box, containers, etc.
RF exposure statements
1. For mobile devices without elocation (the transmitting antenna is installed or located more than 20cm
away from the body of user and nearpgrson)
FCC RF Radiation Exposure Statement
1. This Transmitter must not be docated or operating in conjunction with any other antenna or transmitter.
2. This equipment complies with FCC RF radiation exposure limits set forth for an uncontrolled environment.
This equipment should be installed and operated with a minimum distance of 20 centinbetieveen the
radiator andhumanbody.
Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door is open.
Gatewaymay te used at this time.

Using theGatewayin Vehicle
Check for any regulation or law authorizing the useedlulardevicesn vehiclein your country before installing
the gateway
The driver or operator of any vehicle should not operate gahgewaywhile driving
Install thegatewayby qualified personnel. Consult your vehicle distributor for any possible interference of
electronic parts by thgateway
Thegatewayd K 2 dzf R ©
GSKAOf SQa ¥dz
Be careful when thgatewayA
extended period.
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Protecting Your Gateway
To ensure errofree usage, please install and operate ygatewaywith care. Do remember the follawg:;
Do not expose thgatewayto extreme conditions such as highrhidity / rain, high temperaturgdirect sunlight,
caustic / harsh chemicals, dust, or water.
Do not try to disassemble or modify tigateway There is naiser serviceable part inside and the warranty
would be void.
Do not drop, hit or shake thgateway Do not use thgatewayunder extreme vibrating conditions.
Do not pull the antenna or power supply cable. Attach/detach by holding the connector.
Connect tke gatewayonly according to the instruction manual. Failure to do it will void the warranty.
In case of problem, please contact authorized distributor.
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Regulatory and Type Approval Information
Table 1:Directives
2011/65/EC | Directive 2011/65/EU of the European Parliament and of the Council of 8 June 20: @

on the restriction of the use of certain hazardous substances in electrical and
electronic equipment (RoHS)

2012/19/EU | Directive2012/19/EU the European Parliament andlodé Council
of 4 July 2012 on waste electrical and electronic equipment (WEEE) ﬁ

Table2{ G yRFNR& 2F (KS aAyAadNBE 2F LyTF2N¥IGA2Y LyRdzGI

ST GwSljdzZA NBYSyiGa T2N) / 2y OSy (i NSuhstarges in Elacohid & F 2
113632006 |LY F2NXIF A2y -06NB RdzOGaé¢ odwnnc
SJT Gal NJAYy3 F2NJ/ 2yGNRBt 2F t2ftdziazy /| =

113642006 | (200606).

Il O0O2NRAY3 G2 G4KS &/ KAYS&S ! RYAYyAaldN

08 9fSOGNRYAO LYF2N¥IGAZ2Y t NBRdzOGaé¢ o!/t9
Protection Use Period, of this product is 20 years as per the symbol shown here, unless othg
marked. The EPUP is valid only as long as the product is operated within thérapknaits
described in the Hardware Interface Description.

Please sed@able 3for an overview of toxic or hazardous substances or elements that might be
contained in product parts in concentrations above the limits defined By BB632006.

Table 3:Toxic orHazardousubstances oHements withDefined ConcentrationLimits

Name of thePart Hazardousubstances

(Pb) (Ho) (Cd) (Cr(Vvl)) | (PBB) (PBDE)
Metal parts o] o] 0 0 o] o]
Circuitmodules X o] 0 0 o] o]
Cables andableassemblies o] o] 0 0 o] o]
Plastic angholymeric parts o] o] 0 0 o] o]
o:

Indicates that this toxic or hazardous substance contained in all of the homogeneous materials for this part
below the limit requirement in SJ/T113@B06.

X:

Indicates that this toxic or hazardous substance contained in at least one of the homogeneous materials fo
part might exceedhe limit requirement in SJ/T11363006.
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DocumentHistory
Updates between document versions are cumulative. Thereforelatiest document version contains all updates

made to previous versions.

Date Firmware Version | Doaument Version | Change Description

16 Oct, 2017 1.0.0 v.1.0.0 Initial release

20 Dec, 2017 1.0.0 v.1.0.1 Updated modehnd certification info
Addedthe imagefor GPSntenna

10 Apr., 2018 1.0.0 v.1.0.2 Added new LoRa standaf®3-434 MHz (Europe
Updated LoRa interface information
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Chapter 1 ProductOverview

1.1 Key Features

Robustel R3000 LG is an industgedde LoRaWAN gateway, integrated wittRaWAN wireless communication
technology and cellular network technology, to provide users with wirelessdtgnce data transmission services.
R3000 LG allows access to various types of LoRa application nodes, and supports wired Ethernet and wireless
4G/3G/2G access to the cloud platform, mainly for LoRaWAN data transmission between LoRa node and cloud
platform.
LPWAN technologies is a type of wireless telecommunication wide area network technologies designed to lower
costs and better power consumptiobhoRaWAN is a MAC protocol used for creating 1acgée public networks. It is
an open LPWAN standard allowing users to run customized protocols over the Internet. With thedutytimnal
feature, this protocol allows for reliable data transmissincluding endto-end encryption and ovethe-air
registration.

Supporting global LoRaWAN frequency bands

Compatible with LoRaWAN and private protocols

Compatible with any LoRaWAN cloud server

Up to 8 channels supporting receive datmultaneously

Supportng Packet Forwarder Version 2.2.1 and Packet Forwarder Protocol Version 1

RobustOS + SDK

TPH6700 Housing optional

Backhaul option supporting 3G, 4G and Ethernet

Supporting dual SIM

Robust industrial desigf® to60V DG -40 to +75 C)
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1.2 PadkageContents

Before installingrour R3000LG verify the kit contents as following
Note: The following pictures are for illustration purposes onlyt based on their actual sizes.

1 xRobusteR3000LGIndustrialLoRaWAN Gateway

1 x3-pin 5 mm maleterminal blockwith lock for powersupply

2

1 x7-pin 3.5 mm malderminal block with lock for serial and console port

—

1 x4-pin 3.5 mm malderminal block fordigital input interface

¥

1 xQuickStart Guidewith download link of other documents éools

Note: If any of the above items missing odamaged please contacyour Robustekales representative

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 10/133
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Optional Accessoriegsoldseparately
3G/AGSMA cellular antennas{ubby magnet optional
Stubby antenna Magnet antenna

RRSMALoORastubbyantenna

GP&ntenna

Wall mounting kit

35mm DN rail mounting kit

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 11/133
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Ethernet cable

AC/DQoower adapter (12VDC, 15 A, EUUSUK AU plug optional)

\

1.3 Specifications

LoRa Interface
Number ofantennas: 1
Connector: SMA female with 50 ohms impedance
Standards433-434 MHz (Europe)
863-870 MHz (Europe)
470510 MHz (China)
915927 MHz (Australia)
902-928 MHz (North America)
920928 MHz (Japan)
Transmitted power: +24.5 dBm
Sensitivity-142 dBn
Reception capacitysupporting 8 channels, and each channel can receive data simultaneously
Supporting 1 MHz bandwidth demodulation
Communication range: 15 km

Cellular Interface
Number of antenna: 2(MAIN+ AUX)
Connector SMAfemale
SIM:2(3.0V &.8V)
Standard: GSM/GPRS/EDGE/WCDMA/HSDPA/HSUPA/HSRASH2E/ TESCDMA/CDMACDMA
1X/EVDO)/FDD LTE/TDD LTE
GSM:max DL/UI=9.6/2.7 Kbps
GPRSnaxDL/UL=86 Kbps
EDGEmaxDL/UL=236.8 Kbps
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WCDMATD-SCDMAmMax DL/UL 2.8 Mbps/384 Kbps
EVDO: mabL/UL 5.4Mbps/14.7Kbps
HSPA-+naxDL/UL=21/5.76 Mbps, fallback to 2G
DCHSPA+: max DL/UL = 42/5.76 Mbps, fallback to 2G
FDD LTEnaxDL/UL=100/50 Mbps, fallback t@G/3G
TDD LTHEnaxDL/UL=100/50 Mbps, fallback t@G/3G

Ethernet Interface
Number ofports: 2 x 10/100ports, 2x LAN od x LAN + X WAN
Magnetisolationprotection: 1.5 KV

GPS/GLONASS Interfa@@ptional)

Number ofantennas: 1

ConnectorSMAfemalewith 50 ohms impedance

Acquisitionsensitivity GPS: greater thai148 dBm
GLONASS: greater tha5 dBm

Navigation sensitivity:GPS: greater thati63 dBm
GLONASS: greater thatb7 dBm

Tracking sensitivity: GPS: greater thari65dBm
GLONASS: greater that61 dBm

Horizontal position accuracyGPS: 2.5 m

GLONASR:6m
Protocol NMEA0183v4.10

Seriallnterface
Number of ports: 1 x R&2or 1 x RS185
Connector7-pin 3.5 mm female sockatith lock
ESD protectiont15KV
Baud rate:300 bps to 230400 bps
Parameters: 8E1, 801, 8N1, 8N2, 7E2, 702, 7N2, 7E1
RS$S232:TxDRxD, RTS, CTS, GND
RS$A485: Data+(A), Data (B)

Digital Input
Number of ports: 2 x DI (dry contact)
Connector: 4pin 3.5 mm female socket
Isolation: 3KVDC or 2KVrms
Absolute maximum VD@: + b ¢ DG&(PlE
Absolute maximum ADGO0 mA

Others
1 xRSTbutton
1 x Micro SD interface
1 x USB 2.0 host up to 480 Mbps
1 x CLI interface
LED indicators1 x RUN, 1 MIODEM 1 x USR, A RS$I x NET, 1 x SIM
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Builttin RTC, Watchdog, Timer

Software (Basic features of RobustOS)
LoRaWAN protocol¥/1.0 Class/&lass @Gnd V1.0.2 Clasg@lass C
Network protocolsPPPPPPOETCP, UDP, DHCP, ICMP, NAT, HTTP, HTTPs, DBISRPARP, OSRH,PSMTP,
Telnet,VLAN, SSHPDNSetc.
VPN tunnel: I182c, OpenVPNGRE
Firewall:DMZ antiDoS, Filtang (IPDomainnam&MAC address)Port MappingAccess Control
ManagementWeb, CLISMS
Serial portTransparent TCP Client/Server, UDP, Modbus RTU Gateway

App Center(Available fps for RobustOS
Apps*: L2TP, PPTP, DMVPN, RobustVPN, VRRP, QoS, SNMP, LRobustlénk
*Request on demandor more Aps please visitvww.robustel.com

Power Supply and Consumption
Connector 3-pin 5 mm female sockewith lock
Input voltage: 9to 60V DC
Powerconsumption: Idle: 100 mA@L2 V
Datalink: 400 mA (peaki@12 V

PhysicalCharacteristics
Ingress protectionIP30
Housing &\Veight: Metal, 570 g
Dimensiors. 125 x 104x43.5mm
Installatiors: Desktop wall mountingand35 mmDIN rail mounting

Certifications
Approvals & CertificateWWEEE, RoHS
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1.4 Dimensiors

L35 104

=1 N — =
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O mm a0l O @ @
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[ |
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— o
=
®
=
Front View Rear View Side View Top&Bottom View
1.5 Orderinginformation
Model R3006GLG4LA R3000LGA4LB R300GLGNUA R300GLGNUB
GatewayType LTEGateway LTE Gateway -- --
Serial Port Type RS232 R$S485 RS232 R$485

PARLEEES GSM/IGPRS/EDECDMAHSDPA/HSUPA -

HSPAYDGHSPATDSCDMACDMA (CDMA
1X/EVDO}DDLTE/TDD LTE
AU: B1/B3/B5/B7/B8/B28, B40 --
4G* EU: B1/B3/B7/B8/B20/B28/B31, B38/B40
US: B2/B4/B5/B13/B17/B25, B4l
JP: B1/B3/B8/B9/B18/B19/B21/B28, B4l
CN: B1/B3, B38/B39/B40/B41

3G WCDMAHSDPA/HSUPASPAHDGHSPA+: -
B1/B2/B5/B6/B8/B9/B19
TDSCDMAB34/B39
CDMA (CDMA 1X/EVDO): RO/A BC0/BC1/BC
2G 850/900/1800/1900 MHz -

Operating -40t0+75 C -40t0+75 C

Environment 51t0 95% RH 5to 95% RH
*For more information about 4G frequency bands in different countries, please contaBojmustekales
representative.

|
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Chapter 2 Hardware hstallation

2.1 PIN Assignment

PIN Debug | RS232 | RS485 Direction
1 CR Gateway« Device

Polarity

9| Negave |

PIN DI Direction
1 DI1+ | Gateway« Device

@ robustel

|
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2.2 LED Indicators

TheR3000LGhas been designed to be placed on a desktop. Below iBdheview of theR3000LG

RST

@robustel
Name Color Status Description
RUN Green On fast blinking Gatewayis powered on
(250 mSec blink time)| (System is initializing)
On,blinking Gatewaystarts operating
(500 mSec blink time)
Off Gatewayis poweed off
MODEM Green On, solid Link connection is working
Off Link connection is not working
USROpenVPN | Green On, solid OpenVPN connection is established
Off OpenVPN connection is not established
USRIPsec Green On solid IPsec connection is established
Off IPsec connection is not established
“ Green On, solid High Signal strengtf21-31) isavailable
Yellow On, solid Medium Signal strengti{11-20) isavailable
Red On, solid LowsSignal strengttfl-10) isavailable
/ Off No signal
NET Green On, solid Connection to 4G network is established
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Yellow On, solid Connection to 3@Getwork is established
Red On, solid Connection to 2G network is established
/ Off Connection to network is not established or establishin
SIM Green On, blinking Backup card is being used
Off Main card is being used

Note: Youcan choose the displaype of USR LED. For more detgilease refer td3.29 Service > Advanced

2.3 USBInterface

Function Operation
Firmware USB interface is used for batch firmware upgrading, but canno
upgrade usedfor sendng or receivinglata from slave devices which

connected tait. Youcan insert a USB storage device into the
gateway@ USB interface, such as a U disk or a hard disk. If the
have a supported configuration file ogatewayfirmware in this
USB storage device, tlgateway will automatically update the
configuration file or the firmware. For more details, s2&0

© © Interface > USB

GPS

LORA

RST

@ rcbustel

|
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2.4 Reset Button

Function

Operation

Reboot

Press and hold the RST button for 2 to 7 seconds under the
operating status.

Restore to
factory default
settings

Wait for 3 seconds after powering up thgateway press and
hold the RST button until all six LEDs start blinking one by @
and release the button to return thgatewayto factory
defaults.

RST

@robusts!
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2.5 EthernetPort

There argwo Ethernet ports on R3000G including ETHand ETH1Each Ethernet
port has two LED indicators. The yellow one is a link indicator, while the green or
a speed indicator. For details about status, see the table below.

Indicator Status Description
Linkindicator On, solid Connection igstablished
On, Binking Data is being trarisrred
Off Connection isiot established
Speedndicator | On, solid 100 Mbps mode
Off 10 Mbps mode

RST

@robustel

|
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2.6 Insertor RemoveSIM CardMicro SD Card

Insertor remove the SINMicro SD carcis shown in the following steps.

Insert SIMcard/Micro SD card

1. Make suregatewayis powered off.

2. Toremoveslot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIM
card sla/Micro SD card slot

3. Toinsert SIM cafi¥licro SD cardpress he card with fingeuntil you hear a clicknd then tighten the screws
associated with the cover by using a screwdriver.

4. To put back the cover and tighten the screws associated with the cover byausangwdriver.

Remoe SIMcard/Micro SD card

1. Make suregatewayis poweed off.

2. Toremoveslot cover, loosen the screws associated with the cover by using a screwdriver and then find the SIM
card slotMicro SD card slot

3. Toremove SIM cafiflicro SD cardpress the cardvith fingeruntil it popsout and then take out theard

4. To put back the cover and tighten the screws associated with the cover by using a screwdriver.

Note:

1. Recommended torque for inserting is 119.m, and the maximunallowed 5 1.2N.m.

2. Use the specificardwhen the device is working in extreme temperatremperature exceeding 4tC),
because the regular card for loigne working in harsh environment will be disconnected frequently.

3. Do not forget to twist the cover tightly to avolzking stolen.
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Do not touch the metal of the card surface in case information in the cartbadbr be destroyed.
Do not bend or scratch the card.

Keep the card away from electricity and magnetism

Make suregatewayis poweed off before inserting or removing the card.

N o oA

2.7 Attach External Antenng SMA Type)

Attachan externalSMAantennato the gatewayQ antennaconnectorand twisttightly. Make sure the antenna is
within the correct frequencyange provided by thé&SPand with50 Ohm impedance
Note: Recommended torque fotighteningis 035N.m.

SMA antenna with a male connector fo
cellular connection

- TE——

SMAantenna with a male
connector for GPS
connection

RFSMA antenna with &male
connector forLoRaconnection

@rcbustel
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2.8 Mount the Gateway

Thegatewaycan be placed on a desktop or mounted to a wall or a 35 mm DIN rail.

Two methods for mounting the gateway
Wall mounting(measured in mm

1.0 T0.2NM

Use3 pcs of MB*4 flat headPhillips screws to fix the wall mounting kit to thateway and then use 2 pcs of M3
drywall screws to mount thgatewayassociated with the wall mounting kit on the wall.
Note: Recommended torque for mounting1sON.m, and the maximum allowed1s2N.m.

DIN rail mountingmeasured irmm)

o |

L N

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 23133



Robustel RO00 LGJser Guide @ r@bUStel

Use 3 pcs of M3*@at headPhillips screws to fix the DIN rail to tigateway and then hang the DIkiil on the
mountingbracket. It is necessary to choose a standard bracket.
Note: Recommended torque fanounting is 1.0 N.m, and the maximum allowed is 1.2 N.m.

2.9 Ground theGateway

Gatewaygroundinghelps preventthe noiseeffect due to electromagnetic interference (EMIpnnect thegatewayto
the site ground wire by the ground screw before powering on.
Note: This product iappropriate to be mounted on a sound grounded device surface, such as a metal panel.
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2.10 Power Supply

CONNECTING THE POWER CABLE

COLOR POLARITY

RED +

YELLOW -

V+

Op=r=*4O

R3000LGsupports reverse polarity protection, but always refers to the figure above to connect the power adapter
correctly. There are two cables associated with the power adapter. Following to the color of the head, connect the
cable marked red to the positive pole through a terminal block, and connect the yellow one to the negative in the

same way.
Note: The range of power \tage is 9 td60V DC

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 25/133



Robustel RO00 LGJser Guide @ r@bUStel

Chapter 3 Initial Configuration

Thegatewaycan be configured through your web browgbat includinglE 8.0 or above, Chrome and Firefetc. A

web browser is included as a standard application in the following operating systems: Linux, Mac OS, Windows
98/NT/2000/XP/Me/Vistal/7/8, etclt provides an easy and us#rendly interface for configurationThere are various
ways to connect thgateway, either through an external repeater/hub or connect directly to your PC. However, make
sure that your PC has an Ethernet interface properly installed prior to connectirgatieay You must configure

your PC to obtain an IP address through a DHCPrsareefixed IP address that must be in the same subnet as the
gateway If you encounter any problems accessinggatewayweb interfaceit is advisable to uninstall your firewall
program on your PC, asigitendsto cause problems accessing the IP addref thegateway

3.1 Configuethe PC

There are two methods tgetIP addres$orthePCOneisii2 20 GF Ay |y Lt | RRNBaa I dzi
I 2yy80iGA2yés YR Fy23KSNI Aa G2 O2yTA 3 dNBegatewdyPledsd O L
refer to the steps below

Here takeWindows 7as example, andhe configuration for windows system is similar.
1. ClickStart>Controlpanel, doubleclickNetwork andSharing Centerandthen double-clickLocal Area

Connection
e B
@\/' & « Network and Internet » Network Connections » v |49 W Search Net.. O
i File Edit Vnew Tools Advanced Help -
Organize » Start this connection Rename this connection  » e U &

' L Local Area Connection l . VMware Network Adapter VMnetl

— veTWO 1%
P e
)
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2. dickPropertiesin thewindow ofLocal Area Connection Status

. . Local Area Coi X

General

Connection
IPv4 Connectivity: Internet
IPw& Connectivity: No Internet access
Media State: Enabled
Duration: 09:30:11
Speed: 100.0 Mbps

'
Sent —— &p = Received

Bytes: 12,818,574 | 83,948,334

(Bipsies) (@] (oo )

MNetwarking

Connect using:
‘ & Qualcomm Atheros ARS162/8166/8168 PCHE Fast Bthen ‘

This connection uses the following items:

™ Client for Microsoft Networks

QVMware Bridge Protocol

Bl 105 Packet Scheduler

g File and Printer Sharing for Microsoft Metwarks
= |ntemet Protocol Version & (TCP/IPwE)
P8 Intemet Protocol Version 4 (TCP/IPvd)
<& Link-Layer Topology Discovery Mapper /0 Driver
wi Link-Layer Topology Discovery Responder

[ hstal. || Uninstal | [ Propeties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks,

|
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4. Two ways for configuring the IP address of PC
Obtain an IP addresswutomatically:

General | Alternate Configuration

for the appropriate IP settings.

(@ Obtain an IP address automatically
{71 Use the following IP address:

IP address:
Subnet mask:

Defaul: gakeway;

(@ Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DMS server:

Alkernate DNS server:

You can get IP settings assigned automatically it your network supports
this capability. Otherwise, you need to ask your network administrator

[T validate settings upon exit

J [ concel ]

Use the following IP address

(GConfigured a static IP address manuallghin the same subnet dhe gateway

-
Internet Protocol Version 4 (TCP/IPv4) Properties

ER=)

General

for the appropriate IP settings.

() Obtain an IP address automatically
@ Use the following IP address:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server: 192 168 . 0

Alternate DNS server:

‘fou can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator

IP address: 192 188 . 0 2 I
Subnet mask: 255 . 255 .255 . 0 i
Default gateway: 182 .168 . 0 . 1
1

i

| Validate settings upon exit

5. ClickOKto finish the configuration.

RT UG_R3000 L&1.0.2

10Apr, 2018

@ rcbustel

28/133



Robustel RO00 LGJser Guide @ r@DUStel

3.2 Factory Default Settings

Before configuring yougateway you need to know the following default settings.

Iltem Description

Username admin

Password admin

ETHD 192.1680.1/255.255.255.0LAN mode
ETH 192.1680.1/255.255.255.0LAN mode
DHCP Server Enabled

3.3 Login the Gateway

To log in to the management page and view the configuration status ofgaiaway please follow the stepselow.

1. OnyourPC, open a web bwser such as Internet Exploré&oogle and Firebox, etc.

2. From your web browsetype the IP address of thgatewayinto the address bar and press ent&he default IP
addressof the gatewayis 192.168.0.1though theactual address may vary.
Note: If a SIM card with a public IP address is inserted im#teway enter this corresponding public IP address
in the browse® address bar to access thatewaywirelessly.
| ——_

Mew Tab x N
L

= = C' | [ https://192.168.0.1/

3. Inthe login page, entehe username and passwardhoose language and then cliSBGIN The default
username and passwoie cadmire.
Note: If enter the wrong username or passwarder six times, the login web will be locked for 5 minutes.

robustel

|
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3.4 Control Panel

After logging in, the home page of th@®0LA3 web interface is displayed, for example.

@ rebustel

Save & Apply | Reboot | Logout

Interface
Network
VPN
Services

System

A\ 1t is strongly recommended to change the default password.

Status

A System Information

Device Model
System Uptime
System Time

RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

R3000_LG

0 days, 00:01:06

Wed Oct 11 15:41:22 2017 (NTP not updated)
80M Free/128M Total

1.00

1.0

4.1.0

10201711101533

A Internet Status

Active Link
Uptime

IP Address
Gateway

DNS

WWAN1

0 days, 00:00:02
10.244.165.242/255.255.255.252
10.244.165.241

120.80.80.80 221.5.88.88

Copyright © 2017 Robustel Technologies. All rights reserved.

Using the original password to log in thateway the page will pop up the following tab

[

A 1t is strongly recommended to change the default password.

3

It isstronglyrecommended for security purposes that you change the default username and/or pas3wardange

your username and/or passwordee3.35 System > User Management

Control Panel
Item Description Button
Save & Apply Click to savéhe current configuration intgatewayQ &  &nid applyithe
modification on every configuration pag® makethe modification
taking effect
Reboot Click to reboot theyateway If the Rebootbutton isyellow, itmeans that | Ll
some completeaonfiguratiors will take effectonly after reboot.
Logout Click talog the current user ousafely After logging outit will switch to | il
login page Shut down web page directiwithout logout, the next onecan
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login webon this browser without a passworllefore timeout.

Submit

Click tosavethe modification orncurrentconfiguration page.

Cancel

Click to cancel the modification @urrent ®nfiguration page.

Note: The steps of how to modify configuration are as bellow:

1. Modify in one page;

2. Clik[|ETE under this page;

3. Modify in another page;

4. Clic[ETg under this page;
5. Complete all modification;

RO save & Appiy )

3.5 Status

This page allows you to view the System Information, Internet Status and LAN Status Gaiewmay

System Information

A System Information

Device Model
System Uptime
System Time
RAM Usage
Firmware Version
Hardware Version
Kernel Version

Serial Number

R3000_LG

0 days, 00:01:06

Wed Oct 11 15:41:22 2017 (NTP not updated)
80M Free/128M Total

1.00

1.0

4.1.0

10201711101533

System Information

Item Description

Device Model Show the model hame gfur device.

System Uptime Show the current amount of time thgatewayhas been connected.
System Time Show the currensystem time

RAM Usage Show thefree memoryandthe total memory.
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Firmware Version Show the firmware versiorunning on thegateway
Hardware Version Show thecurrent hardware version

Kernel Version Show the current kernel version.

Serial Number Show the serial numbeaf your device

Internet Status

A Internet Status

Active Link WwWAN1
Uptime 0 days, 00:00:02
IP Address 10.244.165.242/255.255,255.252

Gateway 10.244.165.241

DNS 120.80.80.80 221.5.88.88

Internet Status

ltem Description

Active Link Show the currengctivelink.

Uptime Show the currenamount of time the link has been connected.

IP Address Show the IP address current link

Gateway Show the gatewagddress of the current link.

DNS Show the current primary DNS server aedondary server.
LAN Status

IP Address 192.168.0.109/255.255.255.0

MAC Address 34:FA:40:0A:BE:ES

LAN Status
Item Description
IP Address Show the IRddress and thé&etmaskof the gateway
MAC Address Show the MA@ddressof the gateway
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3.6 Interface>Link Managr

This section allows you to setup the link connection.

» General Settings

Primary Link  [WWAN1 ®
Backup Link [WwAN2
Backup Mode |:Cold Backup @
Revert Interval |0 | ®
Emergency Reboot Cm ®@

@ rcbustel

General Settings @ink Manage

Item Description Default
Primary Link Select fromdWWANZE, AWWANZ or AWANE. WWANL
- WWANL: Select to mak&IM1 as therimarywireless link

WWAN: Select to mak&IM2 as thgrimarywireless link
WAN:Select to make WAN as the primavired link

Note: WAN link isavailableonly if enable ethO as WAN port in
Interface > Ethernet > Ports > Port Settings

BackupLink Select fromdMWWAN EOWWAN2E, AWANE or dNonet. WWAN2

- WWANL: Selectto make SIM1 as backup wireldisg<
WWAN?: Selecto make SIM2 as backup wireldsgk
WAN:Select to make WAN as the primarred link
Note: WAN link isavailableonly if enable ethO as WAN port in
Interface > Ethernet > Ports > Port Settings
None Do not selecanybackuplink
Backup Mode Select fromdColdBackug, dWarmBackug or d_oadBalandngg. Cold
ColdBackup: The inaéte link is offline on standby Backup
WarmBackup: The indwve link is online on standby
LoadBalandng: Use two linksimultaneousy
Note: R3000LGdo not support warm backup and load balancing in the
situation of two WWAN links.

Revert Interval Specify the number of minutes that elapses before the primary link is 0
checked if a backup link is being used in cold backup mode. 0 meankedi
checking.

Note: Revert intervals availableonly underthe cold backup mode.

Emergency Reboot | Click the toggle button to enable/disable this optidnable to eboot the OFF

whole system if no links available.

Note: Clik(@ for help.
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Link Settings allowsyouto configure theparametes of link connection, includg WWANXWWAN2 and WAN It is
recommended to enablingdetection to keepthe gatewayalways onlineThePingdetection increases the
reliability and also costhe data traffic.

Index Type Description Connection Type
1 WWAN1 DHCP E
2 WWANZ DHCP E
3 WAN DHCP [#

Clik [# on the rightmost of WWAN1/WWAN#® enter the configuration window.

WWAN1/WWAN2

» General Settings

—

Index [1

Type [ VAN B

Description [

The window is displayed as below when enablingdhgtomatic APN Selectiémoption.

~ WWAN Settings

| Automatic APN Selection m |
Dialup Number [ FggEEE] 2 ]
Authentication Type [Auto
Switch SIM By Data Allowance Cm @
Data Allowance [O ] @
Billing Day [1 ] @

The window is displayed as below when disablingdhgomatic APN Selectiéroption.

~ WWAN Settings
| Automatic APN Selection [—m |

APN

internet

Username

]
]
]
FQQ¥*F] £ ]

Auto
Switch SIM By Data Allowance Cm @

Data Allowance [O ] @

Dialup Number

[
[
Password [
[
Authentication Type [

Billing Day [1 ]@
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» Ping Detection Settings

Enable

o B

(s.8.8.8 |

Primary Server

Secondary Server | 114.114.114.114 |

Interval |:300 | ®@
Retry Interval |5 | ®
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings

@ rcbustel

NAT Enable m:]
Upload Bandwidth | 10000 | @
Download Bandwidth | 10000 |
Overrided Primary DNS | |
Overrided Secondary DNS | |
Debug Enable m:]
Verbose Debug Enable Cm
Link Settings (WWAN)
Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WWAN1
Description Enter a description for this link. Null
WWAN Settings
Automatic APN Click the toggle button to enabldisablethe GAutomatic APN Selectién | ON
Selection option. After enabling, the device will recognize the access point name
automatically. Alternatively, you can disable this option and manually g
the access point name.
APN Enterthe Access Point Nanfer cellular dialup connection, provided by | internet
local ISP.
Username Enter the semame forcellular dialup connection, provided by local ISP] Null
Password Enter the @mssword for cellular dialp connection, provided by lockP. | Null
DialupNumber Enter the dalup number for cellular dialp connection, provided by local| *99***1#
ISP.
Authentication Type | Select fromx | dzii 2 ¢ @& & t las the local ISP required. Auto
Switch SIM By Data | Click the toggldutton to enable/disable this option. After enabling, it wil OFF
Allowance switch to another SIM whethe datalimit reached
Note: Only usel for duatSIM backup.
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Link Settings (WWAN)
ltem Description Default
Data Allowance Set the monthly data traffic limitatiorThe system will record the data 0
traffic statistics when data traffic limitation (MiB) is specifidthe traffic
record willbe displayed in Interface > ink Manager> Status>WWAN
Data Usage Statistic® means disable data traffic record.
Billing Day Fecify the monthly billing day The data traffic statistis will be 1
recalculated from tht day.
Ping Detection Settings
Enable Click the toggle button to enabldisablethe pingdetectionmechanisma | ON
keepalivepolicy ofthe gateway
Primary Server Gatewaywill ping thisprimaryaddress/domain name to check that if the | 8.8.8.8
current connectivity is active.
Secondary Server Gatewaywill ping thissecondaryaddress/domain name to check that if th 114.114.11
current connectivity is active. 4114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervallVhen ping failed, thgatewaywill ping again 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping trieSwitch to another link or take emergency action iff 3
the maxcontinuous ping tries reached.
Advanced Setting
NAT Enable Click the toggle button to enable/disable the Network Address Translal ON
option.
Upload Bandvdth Set the upload bandwidthaed for QoSneasured irkbps 10000
Download Bandwdth | Setthe download bandwidth sed for QoSneasured irkbps 10000
Overrided Primary Overrideprimary DNS will override the automatically obtained DNS. Null
DNS
Overrided Secondary | OverridesecondaryDNS will override the automatically obtained DNS. | Null
DNS
Debug Enable Click the toggle button to enabldisablethis option.Enable for debugging ON
information output.
Verbose Debug Enabl| Click the toggle button to enabldisable this option. Enable faerbose OFF
debugging information output.
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=

AN

Gatewaywill obtain IP automatically from DHCP server if choodDtdCR as connection type. The window is
displayed as below.

Link Manager

» General Settings

w ||

Index

Type

Description

Connection Type

The window is displayed as below when choosBtiE as the connection type.

» General Settings

Index

Type

I
u_u-_.

[
[
Description |
[

Connection Type

» Static Address Settings

IP Address

Gateway

Primary DNS

Secondary DNS

The window is displayed as below when choostPBPoEas the connection type.

» General Settings

Index [3 ]

Type [_ B

Description [ l

Connection Type [PPPOE n

- PPPoE Settings

Username

Password

Authentication Type

— oy

l
l
Auto n
l

PPP Expert Options
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» Ping Detection Settings

Enable m:]

Primary Server | 8.8.8.8 |

Secondary Server |114.114.114.114 |

Interval |300 | ®
Retry Interval |5 | @
Timeout |3 | ®
Max Ping Tries | 3 | @

» Advanced Settings

Overrided Primary DNS

Overrided Secondary DNS

|
|
Verbose Debug Enable Cm

NAT Enable m:]

MTU {1500

Upload Bandwidth | 10000

|
|
Download Bandwidth | 10000 |
|
|

Debug Enable

@ rcbustel

Link Settings (WAN)

Item Description Default
General Settings
Index Indicate the ordinal of the list. -
Type Show hetype of the link WAN
Description Enter a description for this link. Null
Connection Type Select fromdDHCE, dStatic or dPPPo& DHCP
Static AddressSettings
IP Address Set the IP address withetmaskwhich can access thaternet. Null
IP address wititNetmask, e.g. 192.168.1.1/24
Gateway Set the gateway of th#® address ilVANport. Null
Primary DNS Set theprimary DNS. Null
Secondary DNS Set thesecondary DNS. Null
PPPOE Settings
Username Enter the usernamerovided by youlnternet Servicd’rovider Null
Password Enter the password provided by yolmternet Service Provider Null
Authentication Type |{ St SOG FTNR Yorat bAieé S at K& € 2 O f | Auto
PPP Expert Options | Enter the PP Epert options used for PPPoE dialijpu can enter some | Null
other PPRiial stringdn this field. Each string can be separated by a
semiolon.
Ping Detection Settings
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debugging information output.

Enable Click the toggle button tenablddisablethe ping detectionmechanisma | ON
keepalivepolicy ofthe gateway
Primary Server Gatewaywill ping thisprimaryaddress/domain name to check that if the| 8.8.8.8
currentconnectivity is active.
Secondary Server Gatewaywill ping thissecondaryaddress/domain name to check that if th 114.114.11
current connectivity is active. 4.114
Interval Set the ping interval 300
Retry Interval Set the ping retry intervalVhen ping failed, thgatewaywill ping again 5
every retry interval.
Timeout Set the ping timeout. 3
Max Ping Tries Set the max ping trieSwitch to another link or take emergency action iff 3
the max continuous ping tries reached.
Advanced Setting
NAT Enable Click the toggle button to enable/disable the Network Address Translal ON
option.
MTU Enter the Maximum Transmission Unit. 1500
Upload Bandwvdth Enter the upload bandwidthaed for QoSneasured irkbps 10000
Download Bandwdth | Enter thedownload bandwidth sed for QoSneasured irkbps 10000
Overrided Primary Overrideprimary DNS will override the automatically obtained DNS. Null
DNS
Overrided Secondary | OverridesecondaryDNS will override the automatically obtained DNS. | Null
DNS
Debug Enable Click the toggle button to enable/disable this option. Enable for debugg ON
information output.
Verbose Debug Enabl| Click the toggle button to enable/disable this option. Enable for verbos¢ OFF

Status

This page allows you to view the status of link connectioncdear the monthly data usage statistics.

Status

Index Link
1 WWANL

2 WWANZ

Status

Connected

Uptime IP Address

0 days, 00:10:46 10.244.165.2...

Disconnected

Click theright-mostbuttonnto select the connection status of the current link.
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Click the row of the linkandit will show the detailsnformation of the current link connection under the row.

A Link Status ses
Index Link Status Uptime IP Address
1 WWAN1 Connected 0 days, 00:10:46 10.244.165.2...
Index 1

Link wWwaNL
Status Connected
Interface wwan
Uptime O days, 00:10:46
IP Address 10.244.165.242/255.255.255.252
Gateway 10.244.1653.241
DNS 120.80.80.80 221.5.88.88
RX Packets 10
TX Packets 24
RX Bytes 1216

TX Bytes 2270

2 WWAN2 Disconnected

»~ WWAN Data Usage Statistics

WWAN1 Monthly Stats
WWAN2 Monthly Stats

Clickthe [EIEg button to clear SIM1 or SIM2 monthiiata trafficusage statisticsDatastatisticswill be displayed

only if enable the Data Allowance functionlimerface > ik Manager>Link Settings >WWAN Setting > Data
Allowance

|
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3.7 Interface>LAN

This section allows you to set the related parameters for LAN port. TheteraeAN ports on BOOOLG including
ETH and HHL. The ETH@&nd ETHZtan freely choose from lardhd lanl but atleast one LAN port must be
assigned as lan0. The default setting&®H0 and ETHite lan0 and their default IP are 192.168.0.1/255.255.255.0.

LAN

By default, there is a LAN port (lan0) in the T&t.begin adding a new LAN port (lanl), please corfiguitd orETH

as lanifirst in Ethernet > Ports > Port Setting®therwise, the operation will be prompted ékist is fuld.
LAN Multiple IP VLAN Trunk Status

» Network Settings

Index Interface IP Address Netmask +
1 lan0  192.168.0.109 255.255.255.0 =X

Note: LanO cannot be deleted.

You may lick 4 to adda new LAN port, orlick X to delete the current LAort. Now, dick [#] to edit the
configuration of the LANort.

» General Settings

Index [ 1

IP Address | 192.168.0.109

Netmask |255.255.255.0

J
Interface [IanCl
ﬁ|
ﬁ|
ﬁ|

MTU [ 1500

General Settingg® LAN

Item Description Default
Index Indicate the ordinal of the list. --
Interface Show the editing portLanl is available only if it was selected by one of --

ETH~ETH in Ethernet > Ports > PoSettings and so on.
IPAddress | Setthe IPaddress of theLAN port 192.168.0.1
Netmask Setthe Netmask of th&t.AN port 255.255.255.0
MTU Enter the Maximum Transmission Unit. 1500
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The window is displayed as below when choosiBervet as the mode.

~ DHCP Settings

Enable m:]

Mode | Server
ﬁ|
ﬁ|
ﬁ|

IP Pool Start | 192.168.0.2

IP Pool End | 192.168.0.100

Subnet Mask | 255.255.255.0

» DHCP Advanced Settings

Primary DNS

Secondary DNS

|
|
|
WINS server | |
|
|
|

Lease Time 120 | @
Static lease | @
Expert Options | @

Debug Enable Cm

The window is displayed as below when choosiRglag as the mode.

»~ DHCP Settings

Mode | Relay

DHCP Server For Relay | |

~ DHCP Advanced Settings

Debug Enable Cm

LAN
Item Description Default
DHCP Settings
Enable Click thetoggle button toenablddisablethe DHCP function. ON
Mode Select fromiServe€ or oRelay. Server

Server: Lease IP address to DHCP clients Wwhighbeen
connecedto LAN port

Relay:Gatewaycan bea DHCFRelay, which will provide a relay
tunnel to solvethe problem that DHCP Client and DHCP Serve
arenot in a same subnet

IP Pool Start Define the beginning of the pool of IP addresses whichoeilkased | 192.168.0.2
to DHCP clients.
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LAN

ltem Description Default

IP Pool End Define the end of the pool of IP addresses whichheileasel to 192.168.0.100
DHCP clients.

Subnet Mask Define thesubnetmaskof IP addressbtained by DHCP clients from | 255.255.255.0
DHCP server.

DHCP Server for Relal Enter thelP address of DHCElay server. Null

DHCP Advanced Settings

Gateway Define thegatewayassigned by the DHCP server to the cliemtsich | Null
must beon the samenetwork segmentith DHCP address pool.

Primary DNS Define the primary DNS server assigned by the DHCP server to th] Null
clients.

Secondary DNS Define the secondary DNS server assigned by the DHCP server t¢ Null
clients.

WINS Server Definethe WindowsInternet Naming Servicabtained by DHCP Null
clients from DHCP sever.

LeaseTime Setthe leasetime which the client can use the IP address obtained| 120
from DHCP servameasured in seconds.

Static lease Bind a lease taorrespond an IRddress via a MAC address. Null
format: mac,ip;mac,ip;..., e.g. FF:ED:CB:A0:98:01,192.168.0.200

Expert Options Enter some other options of DHCP server in this field. Null
format: configdesc;configdesc, e.g. loglhcp;quietdhcp

Debug Enable Click the toggle button to enable/disable this option. EnableXeiCP | OFF
information output.

Multiple IP

- Multiple IP Settings

Index  Interface IP Address Netmask +
1 lan0 172.16.5.20 255.255.0.0 X

You may lick <= to add amultiple IPto the LAN port or dick Xto delete themultiple IP of theLAN port Now, dick
[# to edit the multiple 1Pof the LAN port

- IP Settings

Index [

IP Address [ 172.16.5.20

)
Interface [Ia no B
l
l

Netmask [255.255.{).0
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@ rcbustel

IP Settings
ltem Description Default
Index Indicate the ordinal of the list. --
Interface Show the editing port --
IP Address St the multiple IPaddress of theAN port
Netmask Set the multiple Netmask of theLAN port
VLAN Trunk
Index Enable Interface VID IP Address Netmask + |

Clikk 4= to add a VLANChe maximuntountis 8.

VLAN Trunk

A VLAN Settings

Index | |

Enable m:]

Interface

vID

W
S
=]

[
[
1P Address |
[

Netmask

VLANSettings
Item Description Default
Index Indicate the ordinal of the list. -
Enable Click the toggle button to enable/disable this VLENable to makgatewaycan | ON
encapsulateand deencapsulate the VLAN tag
Interface Choose the interface which wants to enable VLAN trunk func8etectfrom lan0
danCe or danl€ depends on your ETHOWDETH® corresponding LAN part
VID Set thetag ID of VLABENd digitsfrom 1 to 4094 100
IP Address Set the IP addressf VLAN port Null
Netmask Set the Netmaskf VLAN port Null
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Status

Thissectionallows you to viewhe status ofLAN connection.

T — SR e |

- Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.109/255... 34:FA:40:0A:BE:ES

Index IP Address MAC Address Interface Inactive Time
1 172.16.1.23 D0:17:C2:8A:DB:F9 lan0 215s
2 192.168.0.10 D0:50:99:4D:F9:35 lan0 Os
2 172.16.5.160 68:F7:28:A1:AC:CF land 12s
4 172.16.0.128 F8:32:E4:73:C3:2A lanD 141s
5 172.16.5.212 34:97:F6:9E:07:BC lan0 132s
5] 172.16.5.181 1C:1B:0D:D1:97:97 lan0 19s
7 172.16.5.21 78:45:C4:35:13:44 lan0 395
8 172.16.0.69 F8:32:E4:74:6E:9C land 87s
9 172.16.1.47 48:8A:D2:18:B7:80 lan0 140s
10 172.16.2.5 70:8B:CD:4F:B1:1C lan0o 39s
11 172.16.2.15 D0:50:99:88:BD:28 lanD 101s
12 172.16.2.22 A4:1F:72:58:46:F7 lan0 Os
12 172.16.1.155 40:8D:5C:46:06:19 land 21s
14 172.16.0.119 B8:97:5A:95:80:87 lan0 355

» DHCP Lease Table

Index IP Address MAC Address Interface Expired Time

Clickthe row of status the details status information will be dispyunder the row. Please refer to the screenshot
below.

» Interface Status

Index Interface IP Address MAC Address
1 lan0 192.168.0.109/255... 34:FA:40:0A:BE:ES
Index 1

Interface land
IP Address 192.168.0.109/255.255.255.0
MAC Address 34:FA:40:0A:BE:ES
RX Packets 41776
TX Packets 1076
RX Bytes 5352897

TX Bytes 583289

|
RT UG_R3000 LG/1.0.2 10 Apr,, 2018 45133



Robustel RO00 LGJser Guide @ r@bUStel

3.8 Interface> Ethernet

This section allows you to set the related parameters for Ethernet. ThettgvarEthernet ports on BOOOLG

including ETHO and ETH1. The ETHO ogatewvaycan be configured as either a WAN or a LAN port, while ETH1 can
only be configured as a LAN pdl default, ETHO and ETH1 k0, and tkeir IPare 192.168.0.1/255.255.255.0.

Since lan0 must be assigned to one port and WAN port must be assigneddd itk there are four configurations.

You can choose the appropriate configuration to fit your current ne€ds.specific port configurations are shown
below.

I

~ Port Settings

Index Port Port Assignment
1 etho lano [#
2 ethl lano =
Index Port  Port Assignment
1 etho lano #
2 ethl lan1 #

I

» Port Settings

Index Port  Port Assignment
1 etho lan1 #
2 ethl lano #

» Port Settings

I

Index Port  Port Assignment
1 etho wan E
2 ethl lano #

This sectionntroducesyouto set the parametes of the WANport.

Ports

| st
©)

- Port Settings

Index Port  Port Assignment
1 etho wan E
2 eth1 lano #

Clik [# button of ethO to configureits parametersThe port assignment can be changed by selecting from the drop
down list.

- Port Settings

Index [ i ]
port (etho
Port Assignment [IanO @
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» Port Settings

Index [ 1 ]
port [etho
Port Assignment |wan n ®@

land

Port Settings

ltem Description Default
Index Indicate the ordinal of the list. --
Port Show the editing portread only --

Port Assignment / K22 aS GKS 90KSNYySi{ LJ}NIQa
port as a LAN poryou can clickthedro® 2 gy f A &

[@=tN
D
—
[}
w»
™M
)
>
o

et
No
=
&
D
=

This column allows you to view the statussthernetport.

Index Port Link
1 etho Up
2 ethi Down

Clickthe row of status the details status information will be disptyunder the row. Please refer to the screenshot
below.

A Port Status

Index Port Link

1 eth0 Up
Index 1
Port ethO
Link Up

2 ethi Down

3.9 Interface> Cellular

This section allowgouto set therelated parameters o€ellularTheR3000LGhastwo SIM card slotdyut donot
support two SIM cardenline simultaneouslgue toits singlemoduledesign If insert single SIM carat the first time
SIM1slotand SIMXlotsare available.

Cellular Status AT Debug

» Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type
1 SIM1 Auto All

NE

2 SIM2 Auto All
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Clik [# of SIM 1to edit the parameters.

Cellular

- General Settings

.

Index

SIM Card

Phone Number

PIN Code

Extra AT Cmd

(93]
=
_a_a_a_an_;

ONONO)

=1

Telnet Port

The window is displayed as below wherK 2 2 d\utof atheinetwork type.

A Cellular Network Settings

| Network Type |Auto n @ |

Band Select Type [AII n @

» Advanced Settings
Debug Enable m:]

Verbose Debug Enable

—

Jt

D

¢tKS gAYR26 A& RAA

A Cellular Network Settings

s Setifglasithebabdis@estypg. K Sy OK224aAy 3 d

Q|9

Network Type Auto

<

Band Select Type Specify

»~ Band Settings

GSM 850

GSM 900

GSM 1800

GSM 1900

WCDMA 850

WCDMA 900

WCDMA 1900

WCDMA 2100

LTEBand 1

LTE Band 2

LTE Band 3

LTE Band 4

LTE Band 5

LTE Band 7

LTE Band 8

LTE Band 20

LEPERRLPPEEREE
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A Advanced Settings

Debug Enable

Verbose Debug Enable

on
. o

@ rcbustel

Cellular
ltem Description Default
General Settings
Index Indicate the ordinal of the list. --
SIM Card Showthe currenty editing SIM card. SIM1
Phone Number | Enterthe phone number of the SIM card. Null
PIN Code Entera 4-8 character$’IN codaused for unlocking the SIM Null
Extra AT Cmd Enter theAT commands used for cellular initialization. Null
Telnet Port Specifythe Port listeningof telnet service, used for AT over Telnet. 0
Cellular Network Settings
Network Type Selectfromd ! dzi2é X auD hyfé&éX aGuHD CANRLIGE| Auto
CANBGE @
Auto: Connect to the bessignalnetwork automatically
2GOnly: Only the 2G network is connected
2G First: Connect tihe 2G Networlpreferentially
3G Only: Only th8G network is connected
3G First: Connect tihhe 3G Networkpreferentially
4G Only: Only thdG network is connected
- 4G First: Connect tihhe 4G Ndwork preferentially
Band Select Type| Select fromx | brid § LIS FduT@yehdose certain bandé choosing All
OSpecify.
Advanced Settings
Debug Enable Click the toggle button to enable/disable this option. Enable for debugging | ON
information output.
Verbose Debug | Click the toggle button to enable/disable this option. Enable for verbose OFF
Enable debugging information output.
This section allogyouto view the status othe cellularconnection.
m Status AT Debug
Index Modem Status Modem Model IMSI Registration
1 Ready MC7304 4560012148626828 Registered to home network
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Click the row of status, the detasgatus information will be displayed under the row.

@ rcbustel

Index Modem Status Modem Model IMSI Registration
1 Ready MC7304 460012148626828 Registered to home network
Index 1
Modem Status Ready
Modem Model MC7304
Current SIM SIM1
Phone Number
IMSI 460012148626828
ICCID 89860117851023142422
Registration Registered to home network
Network Provider
Network Type LTE
Signal Strength 24 (-65dBm)
Bit Error Rate 99
PLMN ID 46001
Local Area Code FFFE
Cell ID 06074702
IMEI 356853052515535
Firmware Version SWI9X15C_05.05.58.00 r27038 carmd-fwbuild1 2015/03/0...
Status
Item Description
Index Indicate the ordinal of the list.
Modem Status Shaw the status of the radio module.
Modem Model Show themodelof the radio module.
Current SIM Show the SIM carthat your gatewayis using.
Phone Number Show the phone number of the current SIM.
Note: This option will be displayed if enter manuatyCellular> Advanced Cellular
Settings> SIM1/SIM2> GeneralSettings >Phone Number
IMSI Show the IMSI number of theurrent SIM.
ICCID Show the ICCID number of the current SIM.
Registration Show the current networktatus
Network Provider Show the name of Network Provider.
Network Type Show the current network service type, e.g. GPRS.
Signal Strength Show thesignalstrengthdetected bythe mobile.
Bit Error Rate Show the current bit error rate.
PLMN ID Show the current PLMN ID.
Local Area Code Show the current local area codesed for identifying different area.
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Status
ltem Description
CelllD Show the current cell ID used fimcating the gateway
IMEI Show the IME({International Mobile Equipment Identity)Jumber of the radio
module.
Firmware Version Show the current firmware version of the radio module.

This page allows you to check the AT Debug.

» AT Debug

Command
Result
AT Debug
Item Description Default
Command Enter the AT command that you want to send to cellular module in this Null
text box.
Result Show the AT command responded by cellular module in this text box. | Null
| send | Click the button to send AT command. -

3.10 Interface > USB

This section allows you to set thiSBparameters.The USB interface ttie gatewaycan be used forifmware
upgrade and configuration upgrade.

Enable Automatic Upgrade m:]

» General Settings

General Settings @SB

Item Description Default

Enable USB Click he toggle button tcenabléddisablethe USBoption. ON

Enable Automatic Click the toggle button to enable/disable this optidnable to automatically | ON

Upgrade update the firmware othe gatewaywhen inseringa USB storage deviagith
agatewayfirmware.
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Gatewayhas the key for USB automatic update. User can generate the key in this page.

USB Automatic Update Key
USB Automatic Update Key

Key
Item Description Default
USB Automatic Updat{ Clik [t to generate a keyand tick Pl gto download the key. | -
Key

3.11 Interface> DI

This sectiorallows youto set theDl parametersDigitallnput interface is a specific interface for R3000 LG, which can
be used fortriggeringalarm.

Dl

s - 02020000000

Index Enable Mode Inversion
1 false ON-OFF false #
2 false OM-OFF false E

Click the rightmost [#] button of index 1 as below. The default mod@&@N-OFE.

- General Settings

Index [ 1 ]

Mode [ON-OFF

CKS 6AYR26 A& RAALI I eCHintek al anddeBB8 o KSy OK22aAy3 a

» General Settings

Index [ 1 ]
Enable Cm
Mode [Counter

Threshold Value

o
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General Settings @I

Item

Description

Default

Index

Indicate the ordinal of the list.

Enable

Clickthe toggle button to eabledisablethis DI.

OFF

Mode

ON-OFF

{ St S ODONF GBrCodntee ®
- ONOFFDI interface support ON and OFF mode (high orléael electricg)l
trigger DI alarm. The mode default to ON, and OFF moaleaitableonly
when enabling thenversion feature
ONt Under this mode, DI alarm status will be triggered to ON when DI
interfaceopen from GNDr input a high level electric@logic 1) on the
contraryDI alarm status will be trigged to OFF wharinterfaceconnect to
GND or input dow level electrical (logif)
OFFR Under this mode, DI alarm status will be triggered to ON wben
interface connect to GND or input a low level electrical (logio®jhe
contrary DI alarm status will be trigged to Q#fen DI interface pen from
GNDor input a high level electricdogic 1)
Counter Event counter mode
Click the toggle button to enable/disable this optidnable to set DI mode as OF OFF
mode.
Threshold Value | Set the threshold valdt will trigger alarm whemventcounter reaches this figure.| Null
After triggering alarm, DI will keep counting but iegger alarm agairnEnter0 to
65535digits. (O=will not trigger alarm)
Note: This option is onlyvailable when DI undehe 6Counteg€ mode.
Note: It defaults as high alarm, while turns to low alarm after enablingitheersiorg button.

Inversion

Status

This window allows you to view the status of DO and DI interface. It also can clear the counter alarm of DI in here.
Clik [[EXEg button to clearDI1 or D2 monthly wsage statisticinfo for counter alarm

» DI Status

Index

1

Level
High
High

Status

Count

Alarm off

Alarm off

2

» Action Of Clear

Counter Alarm Of DI 1

Counter Alarm Of DI 2
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3.12 Interface> SerialPort

This sectiorallows youo set the seriaport parameters.Serial port provides a way to transfer serial data to IP data,
or vice versa, and transmit these data wigied or wireless networko achieve datdransparent transmissiarR3000
LGsupportsone R€2320r one RS185acrossa 7-pin 3.5 mmmale socketvith lock Click thedSerial Por column,

and click the edit button of COML1.

Serial Port Status

» Serial Port Settings

Index Port Enable Baud Rate Application Mode
1 COoM1 false 115200 Transparent E

Serial Port

» Serial Port Application Settings

Index [1
pPort [cow
Enable Cm
Baud Rate 115200
Data Bits |8

[
[
Stop Bits (1
[
[

Flow Control None

» Data Packing

Packing Timeout [50 l @
Packing Length [1200 l
Application Mode [Transparent n
Protocol [TCP Client n
Server Address [ l
Server Port [ l
SerialPort
Item Description Default
Serial Port Application Settings
Index Indicate the ordinal of the list. --
Port Show thecurrent seria® name read only. COM1
Enable Click he toggle button ¢ enablédisablethis serial port. When the status is OF| OFF
the serial port is1ot available
BaudRate { St SOG FTNRBY donnés Gecnnés amuHnnéx | 115200
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apTtcnné Dracw v g HImIE &
DataBits { St SOG oFNBEYD AT € 8
StopBits { St SO0 oFGINREYD & M€ 1
Parity { St SO0 FTNRYoradOPDEFED ahRRE None
Flow control { St SO0 FTNRBY dbray S8R NBET Do NB¢ None

Data Packing
Packinglimeout | Set the packing timeou®he serial port will queue the data in the buffer and | 50
send the data to the Cellular WAN/Ethernet WAN when it reaches the Interv.
Timeout in the field.

Note: Data will also be sent as specified by the packet length edem data is
not reaching the interval timeout in the field.

Packing Length | Set the packet lengtilhe Packet length setting refers to the maximum amour 1200
of data that is allowed to accumulate in the serial port buffer before sending.
When a packet length between 1 aB800bytes is specified, data in the buffer
will be sent as soon it reaches the spieciflength.

¢tKS GAYR26 Aad RAA&LX | @BaRspdreid Ol SHpplivatiGh M@y andT€R Gligdtasfti®  d
protocol.

A~ Server Setting

Application Mode |:Transparent

Protocol |:TCP Client
'|

Server Address |

Server Port |

¢tKS G6AYR26 Aa& RAA&LX I @RaRspdreid ol SHhppivatiGs Katlg andTRR &ény 3 a
the protocol

A~ Server Setting

Application Mode |:Transparent

Protocol | TCP Server

Local IP |

Local Port |

¢CKS GAYR26 Ad RAA&LX | @RaRspdreid ol SHpplivatiGh MElg andRR &&ha v I d
protocol.

A~ Server Setting

Application Mode |:Transparent

Protocol [UDP

Local IP |

Local Port

Server Port

< ) < |

|
Server Address |
|
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the protocol

@ rcbustel

RA & LJ I &@TBaRspdrent ol SHpplicatis mdly andREbRRliskas 3

» Server Setting

Application Mode

Protocol

[Transparent
[Robustlink

CKS 6AYR26 A&

Client as the protocal

RA & LJ I &NoBbud RTU Galwvéy 6 Hpisliagién Hede andTCH 3

» Server Setting

Application Mode
Protocol
Server Address

Server Port

[Modbus RTU Gatewa

(Tce client
[ J
[ J

¢tKS GgAYR2g6 Aa

Servek as the protocal

RA & LJ I &NoBbud RTU Gabwvéy 6 Hpisliagién Hede andTCH 3

» Server Setting

Application Mode
Protocol
Local IP

Local Port

[Modbus RTU Gatewa

[Tce server
[ J
[ J

¢tKS G6AYR26 Aa

as the protocal

A~ Server Setting

RA & LJX I eNoRbud RTU Gafewsy o1 Zpilisicn Mede ahdUDKE 3

Application Mode
Protocol

Local IP

Local Port
Server Address

Server Port

[Modbus RTU Gatewa

(upe
]
J
J

[

[
[
[ ]

¢tKS G6AYR2¢ Aa RAA&LX

oRobustlink as the protocal

A Server Setting

I &NoRbud RTU Gafewéy 61 #piiiBaién Mede snd A v 3

Application Mode

Protocol

[Modbus RTU Gatewa

[Robustlink
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Thes AYR2 % A& RAALX &S RMddBus ASEH Gatewey K Sapplictiéa racdlehayidd CPa
Client as the protocal

» Server Setting

Application Mode |:Modhus ASCII Gatevn

Protocol |'TCP Client

Server Address | |

Server Port | |

¢tKS 6AYR26 Aa RAA&LX | e@MoBbud ASClIOGatEWRYW | dappficitiGnOfode2idkGPI &
Servek as the protocal

» Server Setting

Application Mode |:Modhus ASCII Gatevn
Protocol | TCP Server

Local IP | |

Local Port | |

¢tKS GAYR26 Aa RAA&LX | &NoBRbud ASCIIGGEEEWRW | dppliciiGnOfode 2diDET  d
as the protocal

~ Server Setting

Application Mode |:Modhus ASCII Gatevn

Local IP |

Local Port

Protocol [UDP
ﬁ|
f|
ﬁ|
ﬁ|

|ﬁ
Server Address |
|j

Server Port

¢tKS GAYR26 Aad RAA&LX I &NoRbud ASClIGGAtewR | dpplicgienOfoderidA y 3«
O0Robustlink as the protocal

» Server Setting

Application Mode |:Modhus ASCII Gatevn

Protocol | Robustlink
Server Setting
Item Description Default
Application Mode Select fromiTransparent, dModbus RTU Gatewapr dModbus | Transparent

ASCII Gateway

- Transparent.Gatewaywill transmit the serial data
transparently
ModbusRTU GatewayGatewaywill trandate the Modbus
RTUdata toModbusTCRlataandsent out and \ice versa
Modbus ASCII Gateway:
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Server Setting

Item Description Default

Protocol Select fromdTCP Cliedt 6TCP ServerdUDR or dRobustlink. TCP Client
TCP ClientGatewayworks as TCP client, initiate TCP
connection to TCP server. Server addregxpsrts both IP
and domain name

TCP ServeGatewayworks as TCP server, listening for
comection request from TCP client

UDP:Gatewayworks as UDP client
RobustlinkGatewaywill automatically upload the serial
data to Robustlink platform under the Robustlink protocol
Robustlink is a management platform from Robusiéiis
function only available wheGatewayis connectso

Robustlink
Server Address Enter the address of server which will receive the data sent frq¢ Null
gateway@serialport. IP address or domain name will be
available
Server Port Enter the specified port of server which is dger receiningthe Null
serial data.
Local IR@ Transparent Entergateway IBAN IRvhichwill forward to the internet port of | Null
gateway
Local Port@ Transparent | Enter the port ofgatewayQ BAN IP. Null
Local IP @ Modbus Enter the local IP of under Modbus mode. Null
Local Port @ Modbus Enter the local port ofinder Modbusmode. Null

Clickthe ¢Statug column to view thecurrent serial portype.

- Serial Port Status

Index Type X RX Connection Status
1 RS5232 0B 0B
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3.13 Interface > LoRa

This sectiorallows youo set theLoRaWANyarameters.

General Settings

Clicki DSY SN f { Si Ay 3 acomiguR lyoliridde garafhefeibléra tgkasias example as below.

- Gateway Settings

Default Gateway ID [34FA40FFFEG?58E8 ]

User Defined Gateway ID Enable m:]

User Defined Gateway ID | 1234567890ABCDEF | (@

Server Address | 192.168.168.12 |

Server Uplink Port | 1700

Service Downlink Port | 1700

|
|
Keepalive Interval | 60 |
|
|

statistics Refresh Interval | 300

Push Timeout Millisecond | 120

Gateway Settings

Item Description Default

Enable Click the toggle button to enable/disable the LoRaWAN forwarding ¢ OFF
the gateway.

Default Gateway ID Set the default gateway IDy gou could defindhe Gateway ID with a | Null
unique 64bit sequence by yourself

User Defined Gateway I0 Click the toggle button to enable/disable this option. OFF

Enable

User Defined Gateway I0 Enter your defined Gateway ID. Null

Server Address Enterthe remote IP othe LoRaWAN Server Null

Server Uplink Port Enter the port of the LoRaWAN Server to upload data. Null

Service Downlink Port | Enter the port of the LoRaWAN Server to send data to your gateway Null

Keepalive Interval Enter the interval of keepalive packet whiclsént from gateway to Null
LoRaWAN server to keep the connection stable and.alive

Statistics Refresh Interva| Enter the interval to refresh the statistics status of your gateway. Null

Push TimeouMillisecond | Enter thetimeout to wait for the response from server after the Null
gateway sends data of mogmeasured in ms.
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RF Settings

» RF Power Settings

< |

RF Power Limit [No Limit

» RF Chain Settings

Supported Frequency [863 870

RF Chain 0 Frequency [868500000

H
S R

RF Chain 1 Frequency [86?500000

» LoRa Multi Datarate Channels Settings

Index RF Chain IF frequency +
1 RF Chain 0 0 =X

Clik 4 to add achannel The maximum count is 8.

- LoRa Multi Datarate Channels Settings

Index (1 |

RF Chain [RF Chain 0

IF frequency [U ]

» LoRa Multi Datarate Channels Settings

Index RF Chain IF frequency
1 RF Chain 0 0 [
2 RF Chain 0 -400000 X
3 RF Chain 0 -200000 =X
4 RF Chain 1 -400000 = X
5 RF Chain 1 -200000 [ X
6 RF Chain 1 0 [ X
7 RF Chain 1 200000 X
8 RF Chain 1 400000 X

Use LoRa Standard channel to establish communication betneges and gateway.

» LoRa Standard Channel Settings

RF Chain 0

[

IF frequency [CI ]
[
[

RF Chain

Bandwidth

Spread Factor
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Use FSK modulation instead of LoRa

» FSK Standard Channel Settings

RF Chain  [RF Chain 0

IF frequency | 0 |

Bandwidth [7.8KHz

Datarate | 500 |

RF Settings

Iltem

Description

Default

RFPower Settings

RF Power Limit

Used to indicate the maximum transmit power lirfot current

gateway
No_Limit Transmit power isat limited, depending on the transmi
power \alue sent by the LoORaWAN server
EU_433Maximum transmit paver is limited to 10dbm or less
EU_868_870Maximum transmit paver is limited to 14dbm or lesg
CN_470_510rhe maximum transmit powas limited to 17dbm or
less
US_902_928Viaximum transmit paver is limited to 26dbm or lesg
AU_915 928Maximum tansmit power limit below 26dbm
AS_923Maximum transmit paver is limited to 14dbm or less
KR_920_923Vlaximumtransmit power idimited to 23dbm or less
Max_Power Use the maximm transmit powemwhich isabout
24.5dbm

Note: The above options are not configurable and need to béhsédre

delivery.

No Limit

RF Chain Settings

Supported Frequency

Choose he supported frequency depending on the LoRaWAN madul

863 870

RF Chain 0 Frequency

Enter thecentral frequency of radio transceiver 0 which supports
transmiting and receiing.

Null

RF Chain 1 Frequency

Enter the enter frequency of radio transcadv 1which only supports
receiving data fromnodes.

Null

LoRa Multi Datarate Channels Settings

Index

Indicate the ordinal of the list.

RF Chain

Choose Chain 0 or Chaimd RF Chain.

RF Chain O

IF frequency

Enter the IF frequency, measuredHiz. Theoffset between the central
frequency of specific channel and the central frequency of chain is (
Eg: RF Chain 0, IF frequen2@00Q It means the central frequency of
this channel should be 868300000=868500Q00000

0

LoRa Standard Channel Settings

Enable

Click the toggle button to enable/disable this option.

OFF

RF Chain

Choose Chain 0 or Chaim4d RF Chain.

Chain O
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RF Settings

Item

Description

Default

IF frequency

Enter the IF frequency valued frof 500000 to 500000and measured ir
Hz. The offset between the center frequencyspecific channel and the
center frequency of chain 0/1.

Bandwidth

Choose the selectableandwidth measured in KHz.

500KHz

Spread Factor

Enter the glectable spreading factor. The channel with large spread
factor corresponds to a low rate, while tisenall one corresponds to a
high rate.

250000

FSK Standard Channel Settings

Enable

Click the toggle button to enable/disable this option.

OFF

RF Chain

Choose Chain 0 or Chaim4d RF Chain.

Chain 0

IF frequency

Enter the IF frequency valued frof 500000 to 500000and measured in
Hz. The offset between the center frequency of specific channel ang
center frequency of chaiis 0/1.

Bandwidth Choose the selectableandwidth measured in KHz. 500KHz
Datarate Enter thedata ratevalued from 50@o 250000 and measured in Bit. | 250000
Status
ClickéStatug to view your node status.
General Settings RF Settings Tx Gain Settings Status _
Status Ready
Packet Forwarder (Protocol) 2.2.1 (1)
HAL Library Version 3.2.1
- Uplink
RF packets received 66
RF packets received State CRC_OK: 86.36%, CRC_FAIL: 13.64%, NO_CRC: 0.00%
RF packets forwarded 57 (1029 bytes)
Push Data Datagrams Sent 158 (25231 bytes)
Push Data Acknowledged 100.00%
Pull Data Sent 101 (100.00% acknowledged)
Pull Resp Datagrams Received 29 (5069 bytes)
RF Packets Sent to Concentrator 29 (398 bytes)
RF Packets Sent Errors 0
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Status
ltem | Description
Basic
Status Show the LoRaWAN status of your gateway.

Packet Forwarder (Protocol)

Show the ersion of Packet forwarder

HAL Libraryersion

Show te driver vesion of LoRaWAN chipset insigieteway.

Uplink

RF packets received

Show thecount of data packet fromodeto gateway

RF packets received State

Show the RF packets receivstgte.
CRC_OK: Percentage of CRC verification
CRC_FaiPercentage of CRC verification failure
NO_CRC: Percentage of abnormal packets without CRC

RF packets forwarded

Packets that CRC verified are sent from gateway to server.

Push Data Datagrams Sent

The total quantity of packets sefrom gateway to server, including the RF
packets forwarded and statistics packets.

Push Data Acknowledged

Percentage of acknowledged packets among Push Data Datagrams Sent:

Downlink

Pull Data Sent

Show he number of keepalivpackets sent to the serveand ercentage of
acknowledged packet regarding the keepalive packet from the server.

Pull Resp Datagrams Receive

Show the packet counts and size that will be sent from server to gateway.

RF Packets Sent to
Concentrator

Show theRFpacket counts andize that will be sent frorgatewayto node.

RF Packets Sent Errors

Show the RF packet counts that fail to be sent from server to node.

3.14 Network > Route

This sectiorallows youo set the static routeStatic route is a form ofroutingthat occurs when gatewayuses a
manuallyconfigured routing entry, rather than information from a dynamic routing traficute Information
Protocol(RIP)s widely used in smalletwork with stable use ratéOpen Shortest Path Fir€©@SPHs madegateway
within a single autonomous systeamd used in large network.

Static Route

Static Route

» Static Route Table

Index Description

Destination

Netmask Gateway Interface
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Clik < to add static routs. The maximuncountis 20.

Static Route

A Static Route

Index [1 ]
Description [ l
Destination [ l
Netmask [ l
Gateway [ l
Interface [Iano B
Static Route
ltem Description Default
Index Indicate the ordinal of the list. --
Description Enter a description for this static route. Null
Destination Enter the IP address of destination host or destination network. Null
Netmask Enter the Netmask of destination host or destinatimgtwork. Null
Gateway Definethe gateway of the destination. Null
Interface Choose the corresponding port of the link that you want to configure.| wwan

Status

This window allows you to view trgtatusof route.

s [T

~ Route Table

Index Destination Netmask Gateway Interface Metric
1 0.0.0.0 0.0.0.0 10.244.165.241 wWwar a
2 10.244.165.240 255.255.255.252 0.0.0.0 wwan 0
3 192.168.0.0 255.255.255.0 0.0.0.0 lan0 a

RT UG_R3000 LG/1.0.2 10 Apr,, 2018 64/133



Robustel RO00 LGJser Guide @ r@bUStel

3.15 Network > Firewall

This sectiorallowsyouto set thefirewall andits related parametersincludingFiltering, Port Mappingand DMZ.

Filtering

The filtering rules can be used to eithasceptor block certairusers or ports from accessing y@mateway
Filtering Port Mapping Custom Rules Status

» General Settings

Enable Filtering

Default Filtering Policy

{ E
o

=

<

@

» Access Control Settings

Enable Remote SSH Access
Enable Local SS5H Access
Enable Remote Telnet Access
Enable Local Telnet Access
Enable Remote HTTP Access
Enable Local HTTP Access

Enable Remote HTTPS Access

@

Enable Remote Ping Respond
Enable DOS Defending

Enable Console

aiatatotel“lal lal

®@

 Filtering Rules

Index Source Address Source Port Source MAC  Target Address Target Port Protocol +
Filtering
Item ‘ Description ‘ Default
General Settings
Enable Filtering Click the toggle button to enable/disableghiltering option. ON
Default Filtering Policy { St SOG ¥ N&«&5 NECEdrBHeldhanged when filtering | Accept

rules table is not empty.
Accept:Gatewaywill accept all the connecting requests except
the hosts which fit thalrop filter list
Drop: Gatewaywill drop all the connectig requestexcept the
hostswhich fit theaccepffilter list

Access Control Settings

Enable Remote SSH Accesy Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access tigatewayremotely via SSH.
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Filtering

ltem Description Default

Enable Local SSH Access | Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access tpatewaylocally via SSH.

Enable Remotdelnet Accesq Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access tigatewayremotely via Telnet.

Enable Local Telnet Access| Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access taewaylocally via Telnet.

Enable Remote HI'PAccess | Click the toggle button to enable/disable this option. When enableq OFF
the Internet user can access tgatewayremotely via HTTP.

Enable Local FHTPAccess Click the toggle button to enable/disable this option. When enableq ON
the LAN user can access tpaewaylocally viaHTTP

Enable Remote HTP\ccess Click the toggle button to enable/disable this option. When enableq ON
the Internet user can access tigatewayremotely via HTTPS.

Enable Remote Ping Respo| Click the toggle button to enable/disable this option. When enableq ON
the gatewaywill reply to the Ping requests from other hosts on the
Internet.

Enable DOS Defending Click the toggle button to enable/disable this option. When enableq ON
the gatewaywill defend the DO os attack is an attempt to make a
machine or network resource unavailable to its intended users.

Enable Console Click the toggle button to enable/disable this option. ON

Clikk 4 to addafiltering rule. The maximunmcountis 20. The window is displayed as below whagfaultingdAllé or
OK 2 2 4OM§ET | &protiickl SHere take@Allé as an example.

Filtering

» Filtering Rules

Source Address l @
Source MAC l @
Target Address [ l @

Index

Description

Protocol [ﬁ.ll B |

Action [Drop n
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example.

 Filtering Rules

Index | ]
Description | ]
Source Address [ ] @

Source Port [ ] @

Source MAC [ ] @

Target Address [ ] @

Target Port [ ] @
Protocol  [TCP B
Action [Drop B

Filtering Rules

ltem Description Default
Index Indicate the ordinal of the list. -
Description Entera description fothis filtering rule. Null
Source Address| Specify araccess originatoand enter its source address. Null
Source Port Specify aracces®riginatorand enter its source port. Null
Source MAC Specify an accessiginatorand enter its source MAC address. Null
Target Address | Enter the target address which the accesginatorwants to access. Null
Target Port Enter the target port which the accessginatorwants to access. Null
Protocol {StSOG FTNRBY a! fféodbcoiatgttead a! 5t ¢ alAl
Note: It is recommended that you choogallé i & 2 dz R 2 yich protopof o
your application to use.
Action Select fromdAcS LJar éDropé. Drop
Accept: WherDefault Filtering Policy is drogatewaywill drop all the
connectng requestexcept the hostsvhichfit this acceptffiltering list
Drop: WhenDefault Filtering Policy is acceggtewaywill accept all the
connecting requests except the hosts which fistiirop filtering list
Port Mapping
m Port Mapping Custom Rules DMZ Status
- Port Mapping Rules
Index Description Internet Port Local IP Local Port Protocol +
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Clik 4= to add port mapping rulesThe maximunrule countis 40.

Port Mapping

- Port Mapping Rules

Index [ il ]
Description | ]
Remote IP [ l @)
Internet Port [ ] @
Local IP [ l
Local Port [ ] @
Protocol (TCP-UDP n
Port MappingRules
ltem Description Default
Index Indicate the ordinabf the list. -
Description Entera description fothis port mapping. Null
Remote IP Specify the host or network which can access the locatitiPess Enpty Null
means unlimitede.g. 10.10.10.10/255.255.255.255 or 192.168.1.0/24
Internet Port Enterthe internet portof gatewaywhichcan be accessed by other hosts| Null
from internet.
LocallP Entergateway IBAN IRvhichwill forward to the internet port ofgateway | Null
Local Port Enter the port ofgateway2 BAN 1P Null
Protocol Selectfromd& ¢ / t € Zord ¢ /5 tb £as your application required. TCPUDP

Custom Rules

Filtering Port Mapping Custom Rules DMZ Status

» Custom Iptables Rules

Index Description Rule +

Clik <= to addcustomrules The maximunrule countis40.

Custom Rules

» Custom Iptables Rule

Index [ 1 ]

Description [ ]

Rule [ ] @
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Custom Iptables Rule
ltem Description Default
Index Indicate the ordinal of the list. --
Description Enter adescription for this rule. Null
Rule Specify one iptables rule. elgiINPUTFs 192.168.0.2f ACCEPT Null
DMZ

Filtering Port Mapping Custom Rules DMZ “

Enable DMZ Cm
Host IP Address [ ]
Source IP Address [ ] @
DMZSettings

Item Description Default
EnableDMZ Click the toggle buttoto enablddisableDMZ DMZ host is a host on the OFF

internal network that has all ports exposed, except those ports otherwise

forwarded.
Host IPAddress Enter the IP address of the DMZ hostyaur internal network. Null
Source IP Address| Set the address which can talk to the DMZ host. Null means for anyssgdre | Null

Status

Click thedStatug columnto view the

Filtering Port Mapping Custom Rules Status

- Chain Input

Index Packets Target Protocol Source Destination
1 a DROP all wwan = 0.0.0.0/0 110.244.165.242
2 0 DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
3 0 DROP tcp wwan - 0.0.0.0/0 0.0.0.0/0
4 Q DROP tcp wwan = 0.0.0.0/0 0.0.0.0/0
5 4] REJECT tcp = = 0.0.0.0/0 0.0.0.0/0
G 50 ACCEPT tcp = = 0.0.0.0/0 0.0.0.0/0
7 0 DROP tcp = = 0.0.0.0/0 0.0.0.0/0
8 0 ACCEPT tcp - - 0.0.0.0/0 0.0.0.0/0
9 a DROP tcp = = 0.0.0.0/0 0.0.0.0/0
10 4] ACCEPT icmp = = 0.0.0.0/0 0.0.0.0/0
a DROP icmp 0.0.0.0/0 0.0.0.0/0
Index Packets Target Protocol Source Destination
1 a TCPMSS tcp = = 0.0.0.0/0 0.0.0.0/0

» Chain Output

Index Packets Target Protocol In Out Source Destination
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3.16 Network >IP Passthrough

ClickNetwork >IP Passthrough > IP Passthroughenable or disable the IP Passoughoption.

» General Settings

If gatewayenablesthe IP Passhrough, the terminal device (such as PC) will enable the DHCP Client mode and
connect toLAN portof the gateway and afterthe gatewaydial up successfully, the PC ailitomaticallyobtain the IP
address and DNS server address which assigned by ISP.

3.17 VPN>IPsec

This section allows you to set thes¢®e and the related parameterbiternet ProtocolSecurity(IPsec)s a protocol
suitefor securelnternet Protocol(IP)communicationghat worksby authenticatingand encryptingeachlP packetof
a communication session.

General

General Tunnel Status x509

» General Settings

Enable NAT Traversal m:]

Keepalive [60 | @

Debug Enable Cm

GeneralSettings @ General
Item Description Default
EnableNAT Traversal | Click the toggle button to enable/disable the NAT Traversal funcTibis. | ON
option must be enabled whegatewayunder NAT environment.

Keepalive Set the keeplive time, measured in seconds. Tgeewaywill send 60
packets to NAT server every kedipe time to avoid record remove from
the NAT list.

Debug Enable Click the toggle button to enable/disable this option. EnabldRPsec/PN | OFF

information outputto the debug port
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Tunnel

» Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +

Clik 4= to add tunnel settingsThe maximunmcountis 3.

» General Settings

Index | ]

Enable m:]

Description

[
Gateway [ ] ®@
Mode [Tunnel B
Protocol  (ESP B
Local Subnet [ l ®@
Remote Subnet [ l ®@

General Settings @unnel

Item Description Default
Index Indicate the ordinal of the list. -
Enable Click the toggle button to enable/disable this IPsec tunnel. ON
Description Enter a description for thisPsectunnel. Null
Gateway Enter the address of remotedt VPN servef.0.0.0 represents for any address.| Null

Mode {StSOG FTNRBY dac¢cdzyySté |yR a¢NFyaLR2 NI Tunnel
- Tunnel: Commonly used between gateways, or a¢ladistation to a gateway,

the gateway acting asfroxy for the hosts behind it

Transport: Used between erstations or between an ensdtation and a

gateway, if the gateway is being treated as a Hostexample, an encrypted

Telnet session from a workstanh to agateway in which thegatewayis the

actual destination

Protocol { St SOG GKS aSOdaNAGe LINRPG202t& FNRY |ESP
ESP: Use the ESP protocol
AH: Use the AH protocol

Local Subnet Enterthe local subne® address with mask protected by IPseg. 192.168.1.0/24 | Null

Remote Subnet | Enterthe remote subne® address with mask protected by IPseg. 10.8.0.0/24 | Null
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The window is displayed as below when choosP§K as the authentication type.

» IKE Settings

IKE Type

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

IKE DH Group

PSK Secret

Local ID Type

Remote ID Type

o
.
[fa]
g
=]
=
=
M3
g0 _gooaoag
- -

[
[
[
[
[
Authentication Type  [PSK
[
[
[
[

IKE Lifetime

@

The window is displayed as below when choosi@g as the authentication type.

» IKE Settings

IKE Type

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

Authentication Type

Private Key Password

[
[
[
[
IKE DH Group |DHgroup2
[
[
[

IKE Lifetime

@

» IKE Settings

IKE Type |[IKEv1
Negotiation Mode | Main
Authentication Algorithm  [MD5
Encryption Algorithm  [3DES
IKE DH Group |DHgroup2
Authentication Type  [xAuth PSK |

PSK Secret | |
Local ID Type |Default
Remote ID Type |Default

Username [ ] ®@

Password [ ] ®@

IKE Lifetime [86400 ] ®@

|
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IKE Type |[IKEv1
Negotiation Mode [Main
Authentication Algorithm [MDE
Encryption Algorithm |:3DES
IKE DH Group |:DngOLI[J2
Authentication Type |:><Auth CA
Private Key Password | |
Username | | @
Password | | C‘-_‘)
IKE Lifetime (86400 | @
IKE Settings
ltem Description Default
IKE Type Select fromiKEvE or dKEv2 as IKE version. IKEv1
Negotiation Mode |[{ St SOG FTNRBY dalAyé FyR a! 33INB&aA(Man
If the IP address of one end of ars#® tunnel isobtained dynamically, the 1K
negotiation mode must be aggressive. In this case, SAs can be establish
long as the username and password are correct.
Authentication { St SO0 7T,ME Y !|BIHAR p5&or 6SHA2 512to be used in IKE MD5
Algorithm negotiation.
Encrypt Algorithm [{ St SO0 FNRBY do059{¢3 a! 9{mHyé¢ I yR|3DES
3DESUse 16&bit 3DES encryption algorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES256: Usgh6-bit AESencryptionalgorithm in CBC mode
IKE DH Group { St S O DHgFaNE YDHfyroups, DHgroup14, dOHgroup15, DHgroup?2
0DHgroup16, cdDHgroupl1 or dDHgroupl1@ to be used in key negotiation
phase 1.
AuthenticationType |{ St SO0 FNRBY at{YéX &/ ! €% &E! dziiK {PSK
negotiation.
PSK: Prshared Key
CA:x509 rtificate Authority
xAuth: Extended Authenticatiaio AAA server
PSK Secret Enter the preshared key. Null
Local ID Type { St SODefdfINEY acCv5bé YR d! &SNJ Cv 5 b| Default
- Default Usean IP addresas the ID in IKE negotiation
FQDN: Usan FQDN type as the ID in IKE negotiation. If this option is
selected, type a name without any at sign (@) for the local security
gaeway, e.g., test.robustel.com
User FQDN: Useuser FQDN type as the ID in IKE negotiation. If this
2LI0A2y AA aStSOGSRT GaLIs I yI Y!
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IKE Settings
ltem Description Default
security gteway, e.g., test@robustel.com
RemotelD Type { St SODeffuMBECvEbeé | YR G! aSNJ Cv5bé | Defaul
Default Use an IP addresas the ID in IKE negotiation
FQDN: Usan FQDN type as the ID in IKE negotiation. If this option is
selected, type a name without any at sign (@) for the local security
gateway, e.g.test.robustel.com
User FQDN: Useuser FQDN type as the ID in IKE negotiation. If this
2LI0A2Yy A& aStSOGSR:I GeLls I yI Y
security gateway, e.g., test@robustel.com
IKELifetime Set the lifetime in IKRegotiation. Before an SA expires, IKE negotiates a 1 86400
SA. As soon as the new SA is set up, it takes effect immediately and the
one will be cleared automatically when it expires.
PrivateKey Password Enter the private keynder thedCA and axAuth CA authentication types. Null
Username Enter the usename used fothe & E ! dzii K t { Y ¢ autfidRticati¢n! | Null
types.
Password Enter the mssword used fothe @ E ! dzii K t { Y ¢ dutfieRticatidh! | Null
types.

If clickVPN > IPsec Punnel > General Settingand choosé&SRas protocol The specific parameter configuration is

shown as below.

A General Settings

Index

Enable

Description |

Gateway [

Mode

Protocol

Local Subnet |

Remote Subnet [

v IKE Settings

A SA Settings

.
.
||

Encryption Algorithm [3DES .
Authentication Algorithm [MDS
PFS Group |DHgroup2

SA Lifetime | 28800 | ®

DPD Interval |60 | ®

DPD Failures | 180 | ®
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If chooseAHas protocol, the window of SA Settings is displayed as below.

» General Settings

[ )
L on [

Description | |

Index

Enable

Gateway | | @

Mode [Tunnel

protocol [ AH
Local Subnet | | @
Remote Subnet | | @

v IKE Settings

» SA Settings

Authentication Algorithm  [MD5
PFS Group  |DHgroup2

SA Lifetime | 28800 | ®

DPD Interval |60 | ®

DPD Failures | 180 | ®

» Advanced Settings

Enable Compression Cm

Expert Options |

@ rcbustel

SA Settings
Item Description Default
Encrypt Algorithm | { St SO0 FTNRY ¢ooa5 9{{ ¢ &1 98 2mdz yaS € S O| 3DES
Gt NP (Righeér seéurity means more complex implementation and loy
speed. DES is enough to meet general requirements. Use 3DES when
confidentiality and security are required.
Authentication { St SO0 T,MRE Y !BHAR p5Sor 6SHA2 512to be used irSA MD5
Algorithm negotiation.
PFS Group { St S O DHgFaNE YDHiyroups, (DHgroup14, dOHgroup15, DHgroup2
oDHgroup16, cdDHgroupl1# or dDHgroupl1@ to be used irSAnegotiation.
SA Lifetime Set the IBec SA lifetimeWhen negotiatingset up IRec SAs, IKE uses the | 28800
smaller one between the lifetime set locally and the lifetime proposed by
the peer.
DPDinterval Set the interval aftewhich DPD is triggered if nosHe protected packets is| 60
received from the peer. DPBDead peer detection. DPD irregularly deteg
dead IKE peers. When the local end sendiPsat packetDPD checks the
time the last IBec packet was received from the peer. If the time exceed
the DPDinterval, it sends a DPD hello to the peer. If the local end receivs
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SA Settings

ltem Description Default

no DPD acknowledgment within the DPD packet retransmission interva
retransmits the DPD hello. If the local end still receives no DPD
acknowledgment after having made the maximum rinenof
retransmission attempts, it considers the peer already dead, @dears the
IKE SA and thedet SAs based on the IKE SA.

DPDrailures Set the timeout of DP[Dead Peer Detectigmpackets. 180

AdvancedSettings

Enable Compression Click thetoggle button to enable/disable this option. Enablecmmpress OFF
the inner headers of IP packets.

Expert Options Add more PPP configuration options hei@mat: configdesc;configdesc, | Null
e.g. protostack=netkey;plutodebug=none

Satus

This sectiorallows youto viewthe status of the IR tunnel.

G rumas .

» IPSec Tunnel Status

Index Description Status Uptime

x509

User can uploathe X509 certificatefor the IP&c tunnel in this section.

Ganea = Staos o I

A X509 Settings

Tunnel Name [Tunnel 1
Certificate Files [ Choose File | No file chosen ]ﬁ
A Certificate Files
Index File Name File Size Modification Time
x509
Item Description Default
X509 Settings

TunnelName Choose a valitunnel. Tunnel 1
CertificateFiles Clickon 6Choose File Idcatethe certificatefile from your computer, and | Null

then import this file into yougateway

The correct file formats displayeds follows:
@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem
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x509
ltem Description | Default
Certificate Files
Index Indicate the ordinal of the list. --
Filename Show theimported certificate® name Null
File Size Show the size of theertificate file Null
Last Modification | Show thetimestampof that the last time to modify the certificate file. Null

3.18 VPN>OpenVPN

This section allows you to set the OpenVPN and the related paraméeesVPNs an opersource software
application that implementsirtual privatenetwork (VPN) techniques for creating secure peimipoint or
site-to-site connections in routed or bridged configurations and remote access facilt@ewaysupports
point-to-point and pointto-points connections.

OpenVPN

OpenVPN

» Tunnel Settings

Index Enable Description Mode Protocol Server Address Interface Type +

Clik 4 to add tunnelsettings The maximuncountis3.¢ KS gAYy R2 % A& RAAL} | eNbRE | A& O
the authentication typeBy default, the mode i&Client.

- General Settings

Index [ 1 ]

Description [

Mode lCIient

]
Protocol [UDP
]
|

Server Address [

Server Port [ 1194

Interface Type [TUN

Authentication Type [None @
Renegotiation Interval [86400 ] @
Keepalive Interval [20 ] @
Keepalive Timeout [120 ] @

Enable Compression

Enable NAT Cm
[o

Verbose Level

Bo
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» General Settings

Index [1

Enable m

—

Description

Mode

Protocol

Server Address

Interface Type

@

Authentication Type

[
[
[
[
Server Port [1194
[
[
[

Local IP

< | < < | <
LU e .

Remote IP [ 10.8.0.2

Keepalive Interval

)

Keepalive Timeout

(20
120
Enable Compression m

Enable NAT

Bl
@

Verbose Level [0

|
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The window is displayed as bel@nk Sy O KRrestaéd§” 3| &

Index

Enable
Description
Mode

Protocol
Server Address
Server Port

Interface Type

(1

—

o [

[

[Client

UDP

(

Authentication Type

[
[1194
|

Encrypt Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
Enable Compression
Enable NAT

Verbose Level

(Tun
Preshared ®
(er
(86400 | ®
[20 ] ®
[120 ] ®

o B
. o
[0

7

u K
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- General Settings

Index [1 ]

Description

Mode

Protocol

Server Address

Server Port

Interface Type

@

Username

Password

Encrypt Algorithm

Renegotiation Interval

Keepalive Interval

ONONO

Keepalive Timeout

-
(=
-
& 88 (<
J _J L e —J _,

[
[
[
[
[
[
Authentication Type [Password
[
[
(
[
[
[

Enable Compression

Enable NAT
Verbose Level [0 ®

|
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A General Settings

Index [1

Enable m

Description [ ]
Mode [Client

Protocol [UDP

—

Server Address [

Server Port [ 1194

J
]
Interface Type [TUN

Authentication Type | X509CA ®
Encrypt Algorithm  [BF
Renegotiation Interval [86400 ] ®@
Keepalive Interval [20 ] @
Keepalive Timeout | 120 J @

—

Private Key Password

Enable Compression

Enable NAT OFF

Verbose Level

I

|
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The window iR A & LJX | & SR

la

A General Settings

2 ]
on [

Description [

Index

Enable

Mode [Client

Protocol |UDP

Server Address ‘

Server Port [ 1194

|
]
]
[Tun

| X509cA password ®

Interface Type

Authentication Type

Username | |

Password | |

Encrypt Algorithm  [BF
Renegotiation Interval [86400 I ®
Keepalive Interval [20 ] ®
Keepalive Timeout [120 ] ®

Private Key Password

Enable Compression

Enable NAT

Verbose Level

@ rcbustel

0 SX5@BA Ragelaytl 10X 2 2 RE yEdZGKSY G A O GA2Y

GeneralSettings@ OpenVPN

interface for OpenVPN. The difference between TUN and TAP devic
that a TUN device is a potu-point virtual deviceon network whilea

TAP device is a virtual devioe Ethernet

Item Description Default

Index Indicate the ordinal of the list. -

Enable Click the toggle button to enable/disable this OpenVPN tunnel. ON

Description Enter a description for this OpenVPN tunnel. Null

Mode SelectF NP Y drdht ESyié o Client

Protocol Select fromi | 5,00 & # t A SryiTCEServeé. UDP

ServerAddress Enter the endtio-end IP address or the domain of the remote OpenV} Null
server.

ServerPort Enter the endio-end listener port or the listeing port of the OpenVPN| 1194
server.

InterfaceType Selectfromi ¢ ! dwré ¢! t ¢ GKAOK | NB dedice R|TUN
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GeneralSettings@ OpenVPN

Item

Description

Default

AuthenticationType

{St SO0 FTNRY ab@tylSE ¢ HANREA Kd NB R
taag2NRE D

Note:d b 2&f Yy R & t NBusthéntichtiBriy/ge are onlyworking
with P2Pmode.

None

Username

Entertheusey  YS dza SR F2NJ at I 24362 NR¢E
authenticationtype.

Null

Password

Enter the msswordused fordt 82 62 NR€ 2NJ a- pn
authenticationtype.

Null

Local IP

Enter the local virtual IP.

10.8.0.1

Remote IP

Enter the remote virtual IP.

10.8.0.2

EncryptAlgorithm

{StSOG FTNRY @®50H%E Zd 309 {9 ManET{l

a! 9{ HpcEé D

- BF:Usel28-bit BFencryptionalgorithm in CBC mode
DES: Usé4-bit DES=ncryptionalgorithm in CBC mode
DESEDES3: Us&92-bit SDEXncryptionalgorithm in CBC mode
AES128: UsE28-bit AESencryptionalgorithm in CBC mode
AES192: UsE92-bit AESencryptionalgorithm in CBC mode
AES256: Usg56-bit AESencryptionalgorithm in CBC mode

BF

Renegotiation
Interval

Set the renegotiation interval. If connection failed, OpenVPN wiill
renegotiate when the renegotiation interval reached.

86400

Keepaliventerval

Setkeepalive (ping)interval to check if the tunnel is active.

20

KeepaliveTimeout

Set the keepalive timeoutriggerOpenVPN restarfter n seconds pas
without reception of a ping or other packet from remote.

120

Private Key Passwor(

Enter the private key password under ti€509CAand dX509CA
Password authentication type.

Null

Enable Compression

Click the toggle button to enable/disable this optionaBle to
compress the data streawof the header.

ON

Endle NAT

Click the toggle button to enable/disable the NAT optiédthen
enabled.the source IP address of host behgatewaywill be disguised
before accessing the remote OpenVPN client.

OFF

Verbose Level

Sekct the level of the output log and valuégsm 0 to 11
0: No output except fatal errors
1~4: Normal usage range
5:Output R and W characters to the consfue each packet read
and write

6~ 11: Debug info range
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» Advanced Settings

Enable HMAC Firewall
Enable PKCS#12

Enable nsCertType

geg

| ®

Expert Options

AdvancedSettings@ OpenVPN

ltem Description Default

EnableHMAC Firewall| Click the toggle button to enable/disable this optidwd an additional OFF
layer of HMAC authentication on top of the TLS control channel to prot
against DoS attacks.

EnablePKCS#12 Click the toggle button toreable/disablethe PKCS#12 certificatkis an OFF
exchange of digital certificate encryption standard, used to describe
personal identity information.

EnablensCertType Click the toggle button to enable/disable nsCertTyiRequire that peer OFF
certificate was signed with an explicit nsCertTypsidgnation of "server".

Expert Options Enter some other options of OpenVPN in this field. BEaxqgbressiorcan be | Null
separated by &0

Status

This sectiorallows youo viewthe status of the OpenVPMNnnel.

Openven e

» OpenVPN Tunnel Status

Index Description Status Uptime Local IP

x509

User can uploathe X509 certificates for the OpenViiNthis section.

openvon Sttus o

A X509 Settings

Tunnel Name [Tunnel 1
Certificate Files | [Choose File | No file chosen e
A Certificate Files
Index File Name File Size Modification Time
x509
Item ‘ Description ‘ Default
X509 Settings

TunnelName ‘ Choose a valid tunnel. ‘ Tunnel 1
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CertificateFiles Clickon éChoose Fie ldcatethe certificatefile from your computer, and | Null
then import this file into yougateway

The correct file formats displayeds follows:
@ca.crt

@remote.crt

@local.crt

@private.key

@crl.pem

@client.pl2

Certificate Files

Index Indicate the ordinal of the list. --

Filename Show theimported certificate® name Null

File Size Show the size of theertificate file Null

Last Modification Show thetimestampof that the last time to modify the certificate file. Null

3.19 VPN>GRE

Thissectionallows youo setthe GREandthe related parameters GenericRoutingEncapsulatiofGRE)s a
tunnelingprotocolthat canencapsulatea wide variety of network layerprotocolsinside virtual point-to-point links
overan Internet Protocolnetwork.

GRE

GRE

» Tunnel Settings

Index Enable Description Remote IP Address +

Clik 4= to add tunnel settingsThe maximunmcountis 3.

» Tunnel Settings

Index

Enable

Description

Remote IP Address

Local Virtual IP Address

Local Virtual Netmask

Remote Virtual IP Address

Enable Default Route

Enable NAT

Secrets

LU
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Tunnel Settings @SRE

ltem Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button toreable/disable thisGREunnel. ON
Description Enter a description for thiSREunnel. Null
Remote IP Address Setthe remote real IP addresd the GRE tunnel. Null
Local Virtual IRddress | Setthe localvirtual IPaddressof the GRE tunnel. Null
Local Virtual Netmask Set the locaVirtual Netmask of the GRE tunnel. Null
RemoteVirtual IPAddress| Setthe remote virtual IPAddressof the GRE tunnel. Null

Enable Default Route Click the toggle button to enable/disable this option. When enabled, af OFF
the traffics ofthe gatewaywill go through the GRE VPN.

Enable NAT Click the toggle button to enable/disable this optidmis option must be | OFF
enabled whergatewayunder NAT environment.
Secrets Setthe key ofthe GREunnel. Null
Status

This sectiorallows youo viewthe status of GRE tunnel.

Index Description Status Local IP Address Remote IP Address Uptime

- GRE tunnel status

3.20 Services> Syslog

This section allows you to set the syslog paramefeng. ysem log ofthe gatewaycan be saved in the local, also
supports to be sent to remote log server aspkcified application debugginBy default, thed.og to Remot&option
is disabled.

Syslog

A Syslog Settings

Enable m:]

Syslog Level | Debug

Save Position |:RAM @

Log to Remote Cm ©)
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The window is displayed as below when enablingdheg to Remot&option.

» Syslog Settings

Syslog Level | Debug

Save Position [RAM @

Log to Remote m:] @
Add Identifier Cm @

Remote IP Address | |

Remote Port | 214 |

SyslogSettings
ltem Description Default
Enable dick the toggle button tenablddisablethe Syslog setting option OFF
Sysbg Level Select foY ébbig Znfoé E otideb = ardiAge or & Bore, which fromlowto | Debug
high
Note: Thelower level will output more syslog in detsil
Save Position { St SOG GKS alRAE MVMEOAGHhDI¥ aibds@RAMGAThe | RAM

datawill be cleared after reboot.

Note: It's not recommended thayou savesyslog to NVM for a long time.
Log to Remote Click the toggle button to enable/disable this optidnable to allowgateway OFF
sending syslog to the remote syslog server. You need to enter the IP and P
the syslog server.

Add Identifier Click the toggle button to enable/disable this option. When enabled, you ddr; OFF
serial number to syslog messagéich used for loadin§yslog to RobustLink.
Remote IP Address Enter the IP address of syslog semien enabling thélLog to Remot&option. | Null
Remote Port Enter the port of syslog serverthen enabling thél_og to Remot&option. 514

3.21 Services> Event

This sectiorallows youto set theevent parameters Event feature provides an ability to send alerts by SMS or Email
when certain system events occur.

Event Notification Query

A General Settings

Signal Quality Threshold | 0 | @

General Settinggd Event
Item Description Default
Signal Quality Threshold| Set the thresholdor signal qualityGatewaywill generatea log event when| 0
the actualthreshold idess than thespecifiedthreshold 0 means disable
this option
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» Event Notification Group Settings

Index Description Send SMS Send Email Save to NVM +

Clik 4 button to add arEventparameters

Notification
A General Settings

Index i

Description

Send SMS
Phone Number @

Send Email
Email Addresses @

lilil

Save to NVM

A Event Selection @

System Startup

System Reboot

System Time Update
Configuration Change
Cellular Network Type Change
Cellular Data Stats Clear
Cellular Data Traffic Overflow
Poor Signal Quality

Link Switching

WAN Up

WAN Down

WWAN Up

WWAN Down

IPSec Connection Up

IPSec Connection Down
OpenVPN Connection Up
OpenVPN Connection Down
LAN Port Link Up

LAN Port Link Down

USB Device Connect

USB Device Remove

DDNS Update Success
DDNS Update Fail

Received SMS

SMS Command Execute

DI 1 ON

DI 1 OFF

DI 1 Counter Overflow

DI 2 ON

DI 2 OFF

DI 2 Counter Overflow

FEEPEERPEEEEERRREEEEEEE PR

|
RT UG_R3000 LG/1.0.2 10 Apr,, 2018 88/133



Robustel BO00 LGQJser Guide

@ rcbustel

General Settings @lotification

nonvolatile memory

ltem Description Default

Index Indicate theordinal of the list. --

Description Enter a description for thigroup. Null

SentSMS Click he toggle button taenable/disable this option. When enabled, thateway | OFF
will send notification to the specified phone numbers via SMS if event ocetrs.
the related phone numbeiin 63.24 Services > Emgianddza R i® & SLJI N
number.

Phone Number | Enter the fhone numbes used forreceining event notification.Use a semicolon (;)| Null
to separate each number.

Send Email Click the toggle button tenable/disable this option. When enabled, thateway | OFF
will send notification to the specified email box via Email if event oc8atsthe
related email addresm ¢38.24 Services > Email

Email Address | Enter the email addigses used for receivirgyent notification.Use a space to Null
separate each address.

Save to NVM Click the toggle button tenable/disable this option. Enable save event to OFF

In the following window you can query various tyméevents record. Ch [[laiiead to query filtered events while
click [[EIEag to clear the event records in the window.

Event

wnoon [

 Event Details

Save Position |_RAM
Filtering | |
Oct 11 15:40: 39, asystem startup
Oct 11 15:40:41, LAN port link wp, ethi
Oct 11 16:41:21, W (cellular) up, WWANL, ip=10.244. 165,242
Oct 11 15:41:33, system time update

Ccicar Jretresn
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EventDetails
ltem Description Default
Save Position | Select theevent<kave positiorfrom 6RAME or ANVME. RAM
RAM: Rndomaccess memory
NVM:Non-Volatile Memory
Filter Message | Enter the filtering message based on the keywords set by uSéck thedRefresis | Null
button, the filtered event will be displayed in the follow box. \d&& to separate
more than one filter message, such as messagedssage?2.

3.22 Servicess NTP

This sectiorallows youo set therelated NTP(Network Time Protocoparameters including Time zone, NTP Client
and NTP Server.

NTP

- Timezone Settings

Time Zone |UTC+08:GG

Expert Setting | | @

» NTP Client Settings

Enable m:]

Primary NTP Server | pool.ntp.org |

Secondary NTP Server | |

NTP Update Interval | 0 | @

» NTP Server Settings

NTP
Item | Description | Default
Timezone Settings
TimeZone Click the drop down list toegectthe time zoneyou are in. UTC +08:00
Expert Setting Specify the time zone with Daylight Saving Time in TZ environment | Null

variable format. The Time Zone option will be ignored in this case.
NTP Client Settirg

Enable Clickthe toggle button tcenable/disable this option. Enable to ON

synchronize timeavith the NTP server.

Primary NTP Server |9 Y 1 SNJ LINAYF NE b¢t { SNBSNDRA Lt | poolntp.org

Secondary NTP Serve 9 Yy 1 SNJ aSO2y RIFNE b¢t { SNIBSNIDA& Lt Nul

NTPUpdateinterval Enter the interva{minutes synchronizing th& TP client timeavith the 0

NTP serve®. Minutes wait for next updateand 0 means update only

once.

NTPServerSettings
Enable Clickthe toggle button teenableédisablethe NTP serveoption. OFF
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Ths window dlows youto viewthe current time ofgatewayand alsasynchronizethe gatewaytime. Clid [ el
button to synchronizeéhe gatewaytime with the PG

System Time 2017-10-11 16:56:27

PCTime 2017-10-11 16:58:16 m

Last Update Time 2017-10-11 15:41:33

3.23 Servicess SMS

This section allows you to set SMS parametBegtewaysupports SM#anagementand usecan control and
configuee theirgateways by sending SM&or more details about SMS control, referdt@.2 SMS Remot€ontrol.

SMS SMS Testing

» SMS Management Settings

Authentication Type |:Password @
Phone Number | | @
SMSManagement Settings
Item Description Default
Enable Click he toggle button teenablddisablethe SMSMianagementoption. ON
Note: If this option is disabled, the SMS configuration is invalid.
Authentication Type | SelectAuthentication Typdrom dPassworéd, dPhonenung or éBothe. Password

PasswordUse the same username and password as WEB manager fq
authentication For example, the format of the SMS shouldbsername:
password; cmdl; cmdX €

Note: Set the WEB manager passwordystem> User Management
section.

PhonenumUse thePhone numbefor authenticaton, andusershould
set thePhoneNumber that isallowed for SMS managemerithe format
of the SMS should b&md1; cmd2X €

Both: Use both thedPassword and dPhonenund for authentication User
shouldset thePhoneNumber that isallowed for SMS managemerihe
format of the SMS should keisername: password; cmdl; cmdR;€
PhoneNumber Sd the phonenumberused forSMS managemenanduse$W i 2 & S LJ-| Null
number.

Note: It can be null when choos®assword as the authentication type.
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User can test the current SMS serwdeetherit is available in this section.

SMS SMS Testing

» SMS Testing

Phone Number
|ﬁ )
Message
Result
[ Send |

SMSTesting
ltem Description Default
Phone Number | Enter the specified phone number whicanreceivethe SMS frongateway Null
Message Enter the message thaatewaywill serd it to the specified phone number. Null
Result The result of the SMS test whié displayedin the result box. Null
| send | Click the button to send the test message. -

3.24 Services > Emaill

Email function supports to send the event notificationghe specified recipient bywaysof email.

Email

» Email Settings

Enable Cm
Enable TLS/SSL Cm ®@
Outgoing Server [ ]
Server Port [ ]
Timeout [ ] ®@
Username | ]
Password | ]
From | ]
Subject | ]
EmailSettings
Item Description Default
Enable Click he toggle button teenablédisablethe Emailoption. OFF
Enable TLS/SSL | Click the toggle button to enable/disable the TLS/&Sion. OFF
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EmailSettings
ltem Description Default
Outgoing server | Enter the SMTP server IP Address or domain name. Null
Server port Enter the SMTP server port. 25
Timeout SetKS YIE GAYS F¥2NJ aSyRAy3 SYFAt G2 |10
receive the email over this time, it will try to resend.

Username Enter he username which has beeegisteed from SMTP server. Null
Password Enter e password ofthe usernameabove Null
From Enter he source address of the email. Null
Subject Enter he subject of this email. Null

3.25 Services BDDNS

This sectiorallows youo set the DDNS parameterBhe Dynamic DNS function allows you to alias a dynamic IP
address to a statidomain nameallows youwhose ISP does not assign them a static IP address to use a domain
name. This is especially useful for hosting servers via your connection, so that anyone wishing to connect to you m
use your domain name, rather than having to use your dynamic IP ajdvbgh changes from time to time. This
dynamic IP address is the WAN IP address oféteway which is assigned to you by your ISRe service provider
defaults todDynDN§ as shown below.

~ DDNS Settings

enable [ 2
Service Provider |DynDNS
Hostname | |
Username | |
password | |

WhenoCustong service provider chosen, the window is dagd as below.

»~ DDNS Settings

Service Provider |Custom |

URL | |

DDNSSettings
Item Description Default
Enable dickthe toggle button tcenablddisablethe DDNSption. OFF
ServiceProvider { St SOG GKS 55b{ aAGCNDMEDIESTNE Y | DynDNS
G/ dza 2 Yé
Note: the DDNServiceonly can be used after registered by
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Corresponding service provider
Hosthame Enter thehosthameprovided bythe DDNS server Null
Username Enter the usemameprovided bythe DDNS server Null
Password Enter the passworgrovided bythe DDNServer. Null
URL Enter the URL customized by user. Null

ClickéStatug bar to view the status of the DDNS.

Status Disabled

Last Update Time

DDNS Status
ltem Description
Status Display the current status of the DDNS.
Last Update Time Display the date and time for the DDNS was Ugistated successfully.

3.26 Services> SSH

Gatewaysupports SSH password access and sd@ghaccess.

Enable m:]

port |22

Disable Password Logins Cm

SSHSettings
Item Description Default
Enable Click the toggle button to enable/disable this option. When enabled,caomu| ON
accesshe gatewayvia SSH.
Port Set the port of the SSH access. 22

Disable Password Login Click the toggle button to enable/disable this option. When enabled, you OFF
cannot use username and password to accesgtitewayvia SSH. In this
case only the key can be usddr logn.

A~ Import Authorized Keys

Authorized Keys || Choose File | No file chosen |y
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Import Authorized Keys

Item

Description

Authorized Keys

0KA &

Clickon éChoose Fie ldcate anauthorized keyfrom your computer, and then
Of A 01 G L YL} Nayénto ioirgateWay2 NJi
Note: This option is valid when enabling thasswordoginsoption.

3.27 Services > GPS

This sectiorallows youto set theGPS settingarameters.

Enable GPS

o

Sync GPS Time

~ RS232 Report Settings

Report to R5232
Report GGA Sentence
Report VTG Sentence

Report RMC Sentence

LEEE

Report GSV Sentence

Index Enable Protocol Local Address Local Port Server Address Server Port +
GPS
Item | Description ‘ Default
General Settings
EnableGPS Click the toggle button to enable/disable the GPS option. OFF
Sync GPS Time OFF
RS232 Repor$ettings

Report to RS232 Submit the GPS information via RS232. OFF
Report GGA Sentenceg Submit the GGA information. OFF
Report VTG Sentence Submit the VTG information. OFF
Report RMC Sentencg Submit the RMC information. OFF
Report GSV Sentence Submitthe GSV information. OFF
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The window is displayed as below when choosinGP Clietas the protocol.

A Server Settings

Index

Enable

-

:

Protocol

TCP Client

Server Address

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

gEEn

- & S RSerlved

=

g

CtKS 6AYR26 A& RAALIM
» Server Settings

Index

Enable

Protocol

TCP Server

Local Address

Local Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

LEE

¢CKS 6AYyR26 Aa

A Server Settings

RAA&LX | 8UDR

M S5proadfid 82 &

Index

Enable

-

:

Protocol

UDP

Server Address

Server Port

Send GGA Sentence

Send VTG Sentence

Send RMC Sentence

Send GSV Sentence

gEEE
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Server Settings

ltem Description Default
Index Indicate the ordinal of the list. --
Enable Click the toggle button to enable/disable the GPS server ON
settings.
Protocol Select fromdTCP Cliest 6TCP Servéior dUDRE. TCRClient
ServerAddress Set the address of the TCP Client. Null
@TCRClient
Server Port Set the port of the remote TCP Server. Null
@TCRClient
Local Address Set the local address when tigatewayset as a TCP Server. | Null
Local Port Set the local port when thgatewayset as a TCP Server. Null
Server Addres@ UDP | Set the address of the TCP Server. Null
Server Port@ UDP Set the port of the remote TCP Server. Null
Send GGA Sentence | Send GGA information in NMEA format. OFF
Send VTG Sentence | Send VTG information MMEA format. OFF
Send RMC Sentence | Send RMC information in NMEA format. OFF
Send GSV Sentence | Send GSV information in NMEA format. OFF

Click thedStatug column to view the current status.

» GPS Status

Status Mot Fixed
UTC Time 2017-09-15 07:18:23
Last Fixed Time 2017-09-14 12:36:58 UTC
Satellites In Use 4
Satellites In View 12
Latitude 23.1534988
Longitude 113.4013826
Altitude 29.0 m

Speed 1.947 m/s

GPS Status
Item Description
Status Show theGPS Statu§&PS status includéslO Fit, & H 5 aBd¢@Dé&rix.
UTC Time Show the UTC of satellites, which is world unified time, not local time.
Last Fixe Time Show the laspositioning time

Satellites In Use | Show the satellitgjuantity in use.

Satellites InView | Show the satellitguantityin view.

Latitude Show thelatitude status ofyateway
Longitude Show thelongitude status ofjateway
Altitude Show thealtitude status ofgateway
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GPS Status

ltem Description
Speed Show thehorizontalspeed ofgateway

ClickéMapeg column to view the current location of thgateway
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View In New Tab

3.28 Services> Web Server

This sectiorallows youo modify the parameters of \&b Server.

Web Server Certificate Management

» General Settings

HTTP Port |80 | @

HTTPS Port 443 | ®

General Setting® Web Server

Item Description Default

HTTP Port Enter the HTTP port number you want to changgatewaya 2 So { §80
a Web serverport 80 is the port that the server "listens to" or expects to
receive from a Web client. If you configure thatewaywith other HTTP Port
number except 80, only addirthat port numbeithen you carlogingatewayQ a
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Web Server.

HTTPS Port Enter the HTTPS port number you want to changgateway & 2 So6  { | 443
a Web serverport 443 is the port that the server "listens to" or expects to
receive from a Web client. If you configure thatewaywith other HTTPS Port
number except 443, only adding that port numliken you carogingateway {
Web Server.

Note: HTTPS is moeecure than HTTP. In many cases, clients may be
exchanging confidential information with a server, which needs to be secur
order to prevent unauthorized access. For this reason, HTTP was develop
Netscape corporation to allow authorization and e transactions.

This sectiorallows youto import the certificatefile into the gateway

A Import Certificate

Import Type [CA

HTTPS Certificate [\ Choose File | No file chosen ]m

Import Certificate

Item Description Default

Import Type Slect fromdC/A and oPrivate Key. CA
CA: a digitatertificate issued by CA center
Private Key: arivatekey file

HTTPS Certificate Clickon cChoose File lacatethe certificatefile from your computer, and then | --
Ot A0] GLYLRNIE (2gateWay2 NI GKA& FAES

3.29 Services> Advanced

This sectiorallows youto set theAdvanced angharameters.

System Reboot

- System Settings

Device Name [router l @

User LED Type [None n ®@

- System Settings

Device Name |rDuter | @

User LED Type [None @

OpenVPN
IPSac
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SystemSettings
ltem Description Default
Device Name St the device name to distinguish different devices you have instalidil gateway
charactersarea-z, AZ, 09, @, ., #, $,and*.
User LED Type | Secify the display type of youdSRLED Stlect fromdéNonet, 6OpenVPE or None

oAPecE.
None: Meaningless indicatipand the LED is off
OpenVPNUSRNdicator showing thépenVPNtatus
IPSec. USR indicator showing the IPstatus

Note: For more details about USR indicator, 622 LED Indicatogs

» Periodic Reboot Settings

Periodic Reboot | 0 | @

Daily Reboot Time | | @

Periodic Reboot Settings
Item Description Default
Periodic Reboot Set the eboot period of thegateway 0 means disable 0
Daily Reboot Time | Set the dailyeboottime of thegateway You should followthe format asHH Null
MM, in 24htime frame, otherwisethe data will be invalid.eave it empty means
disable
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3.30 System>Debug

This sectiorallows youto check and downloathe syslog details.

Syslog

» Syslog Details

Log Level | Debug

Filtering | | @

Oct 1T TE:d6: 28 router user. debugz Iink _manager [T3Z]: recw action ping_success from rping

Oct 11 16:46:28 router uzer. debug lirk mamager [T32]: target link WWAN1, =state Cornected

Oct 11 16:46: 28 router user. info link manager [T32]: WAN! ping test success

Oct 11 16:51:28 router user. debug link mamager [T32]: WWANL (wwan) start ping test

Oct 11 16:61: 28 router uszer. debug rping [2977]: =tart ping 8 8.8.8 (wwan)

Oct 11 16:51:29 router user. debug rping [2977]: PING B8.8.8.8 ( Bl from 10. 244, 165.242: 16 data bytes
Oct 11 16:51:29 router user. debug rping [2977]: 24 bytes from 8 geq=0 tt1=248 time=183. 7759 m=

Oct 11 16:61:29 router uszer. debug rping [2977] :

Oct 11 16:51:29 router user. debug rping [2877]: ——— B8.8.8. 8 ping statistics —

Oct 11 18:51:29 router user. debuz rping [2977]: | packets transmitted, 1| packetz receiwed, 0% packet lozs
Oct 11 16:51:29 router user. debug rping [2977]: romd—trip mindaweg/max = 183 776183, 775/ 183. 775 m=

Oct 11 16:51:28 router user. debug link_manager [T32]: recv action ping_success from rping

Oct 11 16:61:29 router user. debug link manager [T32]: target link WWaN1, =state Cornected

Oct 11 16:51:29 router user. info link manager [T32]: WWANL ping test success

Oct 11 16:86: 29 router uszer. debuz link manager [T32]: WWAND (wwan) start ping test

Oct 11 16:56:29 router user. debug rping[3105]: start ping 8 8.8.8 (wwan)

Oct 11 16:56:29 router user. debug rping[3105]: PING 8. 5.8.8 (8 8.8.8 from 10.244. 165.242: 16 data bytes
Oct 11 16:86: 29 router uszer. debug rping [3108]: 24 bytes from 8 8.58.8: =zeq=0 tt1=248 time=179. 991 m=

Oct 11 16:56: 28 router user. debug rping [3108] :

Oct 11 16:56:29 router user. debug rping[3105]: ——— 8.8.8.8 ping statistics —

Oct 11 16:86:29 router user. debug rping [3108]: | packets transmitted, 1 packets receiwed, 0% packet lozs
Oct 11 16:56:29 router user. debug rping[31058]: rowmd-trip mindawg/max = 179, 8917179, 991,179,991 m=

Oct 11 16:56: 29 router user. debuz lirnk manager [T32]: recv action ping_success from rping

Oct 11 16:56:29 router user.debug lirk manmager [T32]: target link WWANL, =state Connected

Oct 11 16:86: 29 router uzer. info link manager [T32]: WANI ping test success

[f'.-1anuaIF€efresh m

[
8. 8.8,

» Syslog Files
Index File Name File Size Modification Time

1 messages 26328 Wed Oct 11 16:56:29 2017 a8

A System Diagnostic Data

system Diagnostic Data
System Diagnostic Data

@ rcbustel

Syslog
Item Description \ Default
Syslog Details

Log Level SelectfoY  ébbigg >nfoél E otideb T ardé2>rroté9 ¢ K A Qv tohikR Y Debug
Thelower level will output more syslog in detail.

Filtering Enter the filtering message based on the keywotdiseo& € to separatemore Null
than one filter message, such dseyword1&keyword2

Refresh { St SOMartdlRe¥festid p { SO2y Raé 206 802 ¢rB ® A Manual
{ S 02 yéuaah select teseintervalsto refresh the log informatiomlisplayed | Refresh
in the follow box If ®lecing dmanual refresh, you shouldtlick the refresh
button to refresh the syslog.

m Click the button to clear the syslog. -
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m | Click the button to refresh the syslog. ‘ --
Syslog Files
Syslog Files List | It can show at most 5 sysldites in the list, the file@ame range frommessageOQ| --
to message 4And the newest syslog file will be placed on the top of the list.
System Diagnosing Data

Qick to generate the syslog diagnosing file. -
Qickto downloadsystem diagnosintile. -

3.31 System>Update

This sectiorallows youto upgradethe firmware ofyour gateway ClickSystem > Update > System Updatnd click
on 6Choose Fileto locate the firmware file to be used for the gade Once thelatestfirmware has been chosen,
clickdUpdate to start the upgrade proces3he upgrade process may take several minubesnotturn off your
Gatewayduring the firmware ugradeprocess.

Note: To access the latest firmware fildepse ontact your technicaupport engineer

A System Update

File (| Choose File | No file chosen | e

3.32 System> App &nter

This section allows you to adgdme required or customizeapplications to thegateway Import and install your
applicationgo the App Center, andeboot the device according to the system prom@Eachinstalled application will
bedisplayel under(i K S & § @enigvkhileSther applications related to VPN will Bisplayedunderi KS & +t b ¢
menu

Note: After importing the applications to thgateway the page display may have a slight delay due tdotioevser

cache. It is recommended that you clear the browser cache first and log gateeayagain.

For more information about App, please refer to http://www.robustel.com/products/app-center/.

» App Install

File ” Browse. .. |m
» Installed Apps
Index Name Version Status Description
1 language_chinese 3.0.0 Stopped Chinese language x
App Center
Item | Description ‘ Default
App Install
File Clickon éChoose File ldacatethe Appfile from your computer, and then click --
E2EE0 to import this file into youigateway
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App Center

ltem Description Default

Note: File formatshould bexxxrpk, e.g.R3000LGrobustlink1.0.0.rpk

Installed Apps

Index Indicate the ordinal of the list. --

Name Show the name of the App. Null
Version Show the version of the App. Null
Status Show thestatus of the App. Null
Description Show thedescription for thisApp. Null

3.33 System>Tools

This section provides usettwree tools: Ping, Traceroutand Sniffer

Ping Traceroute Sniffer

IP Address | |
Number of Request | 5 |
Timeout | 1 |
Local IP | |
Ping
Item Description Default
IP address Enter the pin@ destination IP address alestinationdomain. Null
Number ofRequests | Specify the number gfingrequests. 5
Timeout Specifythe timeout of ping request 1
Local IP Specify the local IP from cellular WAN, Ethernet WAN or Ethernet LAN. N{ Null
stands forselecting local IP address from these three automatically.
m Click this button to start ping request, and the log will be displayed in the | Null
follow box.
Click this button to stp ping request --
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Traceroute

A Traceroute

Trace Address [ ]

Trace Hops [30 ]

Trace Timeout [ 1 ]

Traceroute
Item Description Default
TraceAddress Enter the trac@destination IP address alestinationdomain. Null
Trace Hops Specify the max trace hopSatewaywill stop tracing if the trace hops has m¢ 30
max value no matter the destination has been reached or not.
TraceTimeout Specifythe timeout of Traceroute request. 1
m Click this button to start Traceroute request, and the log will be displayed i --
the follow box.
Click this button totep Traceroute request --
ping Traceroute srer [
Interface [all
Host | J
Packets Request [lDGD ]
Protocol [AII
Status ()
Index File Name File Size Modification Time
1 17-10-11_17-02-11.cap 24 Wed Oct 11 17:02:12 2017 ﬁ x
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Sniffer
ltem Description Default
Interface Choose thenterface according to your Ethernet configuration. All
Host Hlter the packet that contain the specify IP address. Null
Packets Request Set the packet number that thgatewaycan sniffer at a time. 1000
Protocol Slect fromdAllg, dFE, GTCR, dJUDRE and 6ARE. All
Port Set theport numberfor TCP otJDPthat is used in sniffer Null
Status Show the current status of sniffer. Null
m Click this button to starthe sniffer. --
Click this button to stp the sniffer.Onceyouclick this button, a new log file | --
will be displayed in the folloimg List.
Capture Files BEvery times of sniffer log will beaved automaticallyas a new fileYou can find | Null
the file from this Sniffer Traffic Data List andk i3 to download the log, click
X to delete the log filelt can cache a maximum of 5 files

3.34 System> Profile

This sectiorallows youo import or export the configuration file, and restore tgatewayto factory default setting.

Profile Rollback

A Import Configuration File

Reset Other Settings to Default Cm ®
Ignore Invalid Settings Cm ®@

XML Configuration File [1 Choose File " No file chosen ]m

A Export Configuration File

Ignore Disabled Features m @
Add Detailed Information Cm @
Encrypt Secret Data @

XML Configuration File

XML Configuration File m

A Default Configuration
Save Running Configuration as Default m @

Restore to Default Configuration Restore

Profile
Item Description Default
Import ConfigurationFile
Reset Other Settings to Click the toggle button a®NE to return other parameters to default | OFF
Default settings.
Ignore Invalid Settings Clickthe toggle button asOFE to ignore invalid settings. OFF
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XML Configuration File Clickon cheose File to locatethe XML configuratiotile from your --
computer, and then clkmto import this file into yougateway

ExportConfigurationFile

Ignore Disabled Features | Click the toggle button a8FE to ignore the disabled features. OFF
Add Detailednformation | Click the toggle button a%r€ to add detailed information. OFF
Encrypt Secret Data Click the toggle button a®NE to encrypt the secret data. OFF

XML Configuration File | Clikk Eiarg button to generate the XML configuration file, and clig --
E2to export the XML configuration file.

Default Configuration

Save Running Configurati¢ Click this button to save the current running parameters as default | --
as Default configuration.

Restore to Default Click this button to restore thfactory defaults. --
Configuration

» Configuration Rollback

Save as a Rollbackable Archive m @

» Configuration Archive Files

Index File Name File Size Medification Time

Rollback

Item Description Default

Configuration Rollback

Save as a Rollbackabl Create a savpoint manually. Additionally, the system will create a save| --
Archive point every day automatically if configuration changes.

Configuration Archive Files

Configuration Archive | View the related information about configuration archive files, including| --
Files name, size and modification time.

3.35 System>User Management

This sectiorallows youo changeyour username and passworand create omanage user account®negateway
has only one super us&rho has the highest authorityo modify, addand manageother common users.

Note: Your new password must lmeore than 5 character and less than 32 characterd may contain numbers,
upper and lowercase letters, and standard symbols.

A Super User Settings

New Username | | @

Old Password | | ®

New Password | | ®
Confirm Password | |
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SuperUserSettings
ltem Description Default
New Username Enter a new username you want to creaptalid characterarea-z, AZ, 69, Null
@, .-, #, $,and*.
Old Password Enter the old password of yogateway The default isadmirg. Null
New Password Enter anew password/ou want to createvalid characterarea-z, AZ, 09, Null
@, .-, #, $and*.
Confirm Password | Enter the new password agdio confirm. Null
» Common User Settings
Index Role Username +
Clik ¥ button to add a new common useFhe maximum rule count is 5.
Common User
» Common Users Settings
Role [Visitor n
Username [ l @
Password [ l @
Common UsefBettings
Item Description Default
Index Indicate the ordinal of the list. --
Role { St SO WisibNP NEdibrE &b Visitor
Visitor. Users only can view the configurationgaitewayunder this level
Editor. Users can view and set the configuratiorgatewayunder this level
Username Setthe Usernamevalid characterarea-z, AZ, 09, @, .-, #, $,and*. Null
Password Set thepassword which at least contaibscharactersvalid characterarea-z, AZ, Null
09, @, .-, #, $,and*.
RT UG_R3000 L&/1.0.2 10Apr, 2018 107/133




Robustel BO00 LGQJser Guide

@ rcbustel

Chapter 4 Configuration Examples

4.1 Interface

4.1.1Console Port

Youcan use the console port to manage
the gatewayvia CLI commands, please
refer to Chapter Sintroductions for CLI
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4.1.2Digital Input

R3000 LG supports digital input with dry Slide switch

contact.Please check the connector i/

interface ofthe gatewayyou can easily ._I m Inl
find a markdv-¢€ at onepin of the power (

connector. ._I m In2

Note: Do not connect Inl/In2irectly and
do not dide the switch tothe port marked Ill OuT1
!

OGN on the terminal block Otherwise,
the DIcamot work properly. V- Power Negative ouT2

g

4.1.3RS232

R3000LGsupports one R332 for serial (?
datacommunicationPlease refer to the
connection dagram at the right side. -

GND
A
B
I I Z I CR
.
® o |w CcT
) m
O GND
X
RX
RTS

o -

689

:

|
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4.1.4RS485
R3000LGsupports one R885 for serial
datacommunicationPlease refer to the i
connection diagram at the rightds. In2
- g -
: 10
Data-(B)
Data+(A) GND
10
108

4.2 Cellular

4.2.1Cellular DialUp

This section showgou how to configure thegrimary and backup Sikhardfor Cellular Dialip. Connect thegateway
correctly and insert two SIM, then open the configuration page. Under the homepage menintelithce > Link
Manage > Link Manager XSeneral Setting, choosedWWANZE asthe primary link &WWANZ asthe badup link
andoColdBackug as the backup mode

» General Settings

Primary Link  [WWAN1 ®
Backup Link | WWAN2
Backup Mode [ Cold Backup ®
Revert Interval [0 ] @)
Emergency Reboot Cm ®@

» Link Settings

Index Type Description Connection Type
1 WWAN1 DHCP #
2 WWAN2 DHCP [
3 WAM DHCP E
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Clickthe edit button of WWAN 1o setits parametesaccording to the current ISP.

Link Manager

» General Settings

L

Index [1

Type [ WAN1 B

Description [

(S

» WWAN Settings

Automatic APN Selection m:]

Dialup Number [ *99***1# ]
Authentication Type  Auto
Switch SIM By Data Allowance Cm @
Data Allowance [0 ] ®@
Billing pay |1 | ®

I

» Ping Detection Settings

Enable m:]

Primary Server [8.8.8.8 ]
Secondary Server | 114.114.114.114 ]
Interval [300 ] ®@
Retry Interval [5 ] ®@
Timeout [3 ] ®@
Max Ping Tries [3 ] ®@

» Advanced Settings

10000

Upload Bandwidth

Download Bandwidth 10000

Overrided Primary DNS

— Ty
S U G )

Overrided Secondary DNS

Debug Enable

Lov B
[ B3

Verbose Debug Enable

When finished, clicubmit > Save & Applfpr the configuration to take effect.
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The window is displayed below by clickinterface >Cellular> Advanced Cellular Settings

Cellular Status AT Debug

 Advanced Cellular Settings

Index SIM Card Phone Number Network Type Band Select Type
1 SIM1 Auto All

2 SIM2 Auto All

Clickthe edit button of SIM1o setits parametes according toyour application request

Cellular

» General Settings

Index

SIM card

Phone Number

[
[
[
PIN Code [ ] ®@
[
[

Extra AT Cmd ] ®@
Telnet Port ] @

» Cellular Network Settings

Network Type [Auto @

Band Select Type |:AII @

» Advanced Settings

Debug Enable m:]
Verbose Debug Enable Cm

When finished, clicubmit > Save & Applfpr the configuration to take effect.

4.2.2SMS Remote Control

Thegatewaysupports remotecontrol via SMSYoucan use following commands to get the statushef gateway and
set all the parametersThere are threauthentication types for SMS control. Yansel®© i FTNRY Gt | 446 2
Gt K2y SoyedzY2( K¢ @

An SMS command hdke following structure:

1. Passwordmode! a SNY I YSY t I &ag 2 NRT O(vRilablcoréreny phoné Rumber). X OY Ry
2. PhonenummodeOYRMT OYRHT (8vXil&bte WheXtheCB¥IR yas sent from the phone number
which had been added igatewayQa LIK2y S I NP dzLJO &
3. Bothmode-! &SNY I YSY t+3aa02NRTOYRMTOYRHTOYROT XOYRY 01 ¢

number which had been added gatewayQa LIK2 y'S 3 NP dzLJO
SMS command Explanation:
1. User name anéPasswordtsethe same username and password as WEB manager for authentication.

2. cmdl, cmd2, cmd3 to Cmdihe command format is the same as the CLI commamate details about CLI cmd
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please refer taChapter 5introductions for CLI

Note: Download the configur&MLfile from the configured web browsefhe format of SMS controtommand
can refer to the data of thXMLfile.

Go toSystem> Profile > Export Configuration Fileclik to generate theXML file and clkmto
export the XML file.

Profile Rollback

A Import Configuration File

Reset Other Settings to Default Cm @
Ignore Invalid Settings - OFF @

XML Configuration File [} Choose File | No file chosen ]

A Export Configuration File

Ignore Disabled Features Cm @
Add Detailed Information Cm @

Encrypt Secret Data Cm @
XML Configuration File

A Default Configuration

Save Running Configuration as Default m @

Restore to Default Configuration

XML command:

<lan >

<network max_entry num="2" >

<id > 1</id >

<interface > lanO</interface >
<ip > 172.16. 7.29</ip >

<netmask > 255.255.0.0</netmask >
<mtu > 1500</mtu >

SMS cmd:

set lan network Interface lan0

set lan network 1 ip 172.18.29

set lan network 1 netmask 255.255.0.0

set lan network 1 mtu 1500
3. ¢KS aSYAO2f2y OKIFNIOGSNI 6WTQU A& dzaSR G2 &aSLIN}XGS
4. E.g.

admin:admin;status system

In thiscommand,username igadmirg, password igadmirg, and thefunction of the command ito getthe

system status.

SMS received:

hardware_version = Q.

firmware_version =1.0.0'

kernel_version 4.1.0
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device_model R3000LG

serial_number 40201711101533
system uptime ='0 days, @:39:50"
system_time =WedOct1117:20:072017"

admin:admin;reboot

In this commandysername igadmirg, password isadmirg, and thecommand igo rebootthe Gateway
SMS received:

OK

admin:admin;set firewallremote _ssh_access false;set firewall remote_telnet_access false

In this commandusername igadmirg, password igadmirg, and thecommand iso disablethe remote_ssh
and remote_telnet access.

SMS received:

OK

OK

admin:admin;set lan network 1 interface lan0;set lan network 1 ip 172.16.99.11;set lan network 1 netmask
255.255.0.0;set lan network 1 mtu 1500

In this commandusername igadmirg, password igsadmirg, and the commands te configurethe LAN
parameter.

SMS received

OK

OK

OK

OK

4.3 Network
4.3.11PsecVPN

PC1 O s PC3
; g LAN

IpsecVPN-Server - - IpsecVPN-Client
)

f: )
_ - Internet ))

\\./“‘/

10.0.0.0/24 WAN:58.1.1.1° £} 192.168.1.0/24

PC2 PC4

The configuratiorof server and client is as foll@v
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IPsecVPN_$rver:

Cisco 2811:

Eocuterrenzble
RBoutergconfig
Configuring from terminzl, memory, or network [terminzl]?
Enter configuration commands, one per line. End with CHNTL/Z.
Bouter {config) gcrypto isakmp policy 10
Router (config-isakmp) 7
authentication Set authentication method for protection suite

encryption Set encryption algorithm for protection suite

exit Exit from ISRAEMP protection suite configuration mode
group Set the Diffie-Hellman group

hash Set hash algorithm for protection suite

lifetime Set lifetime for ISAFMP security association

no Hegate = command or set its defaults

REouter (config-isakmy) fencryption 3des
Bouter (config-isakmp) §hash mds
REouter (config-isakmp) fauthentication pre-share
Router (config-isakmp) §group 2
Router (config-isakmp) exit
Router (config) #crypto isakmp ?
client Set client configuration policy
enzkle Enzble ISREME
key Set pre-shared key for remote peer
policy Set policy for an ISREMP protection suite
REouter (config) fcrypte isakmp key cisco address 0.0.0.0 0.0.0.0

RBouter (config) #crypto ?
dynamic-map Specify a dynamic crypto msp template

ipsec Configure IPSEC policy
isakmp Configure ISAFMP policy
key Long term key operations
msp Enter a crypto map

Router (config) #crypto ipsec ?
gecurity—association Security association parameters
transform-set Define transform and settings
Router (config) fcrypto ipsec tranasform-set Trans 7
agh-mdS-hmac AH-HMRC-MDS transform
ah-sha-hmac AH-HMAC-5HA transform

esp-3des ESP transficrm using 3DES(EDE) cipher (l&8 bits)
esp-aes ESP transform using AES cipher
esp-des E5SPF transform using DES cipher (56 bits)

esp-md5-hmac ESP transform using HMAC-MDS auth
esp-sha-hmac ESP transform using HMAC-5HR auth
RBouter{config) #crypto ipsec transicrm-set Trans esp-3des esp-mdS-hmac

Bouter (config) #ip access-list extended wpn
Router (config-ext-nacl) #permit ip 10.7.0.0 0.0.0.255 15Z.1e58.1.0 0.0.0.255
Router (config-ext-nacl) fexit

Router (config) fcrypto map cry-map l0 ipsec-iszakmp

% NOTE: This new crypto map will remain disabled until a peer
and & wvalid access list have been configured.

Bouter (config-crypto-map) fmatch address vpn

Router (config-crypto-map) #set transform-set Trans

Router {co g-crypto-map) §set peer Z02.100.1.1

Router (cont

ig-crypto-msp) fexit

Router (config) #interface fastEthernet 070

Router {co g-if) #ip address 58.1.1.1 Z55_.Z55_.255.0

Router {co g-if) #cr

Bouter (config-if) focrypto map cry-map

*Jan 3 07:16:26.785: %CRYPTO-o-ISAEMP ON COFF: ISREME is ON
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IPsecVPN_Gent:

The window is displayed as below by clickitiRN > IPsec > Tunnel

Tunnel Status x509

- Tunnel Settings

Index Enable Description Gateway Local Subnet Remote Subnet +

Qick 4= button and set the parameters of IPs€tient as below.

Tunnel

» General Settings

Index [1 ]

Description

[
Gateway | | ®
Mode [Tunnel
Protocol  [ESP
Local Subnet | | ®
Remote Subnet | | ®

IKE Type

Negotiation Mode

Authentication Algorithm

Encryption Algorithm

IKE DH Group

PSK Secret

Local ID Type

Remote ID Type

IKE Lifetime

]
o
[fa]
g
(=]
=
=]
;%]
g0 _gooouag
- -

[
[
[
[
[
Authentication Type  [PSK
[
[
[
[
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» SA Settings

Authentication Algorithm

Encrypt Algorithm

PFS Group

DPD Interval

DPD Failures

[
[
[
SA Lifetime [ 28800
[
[

Enable Compression Cm

Expert Options [

| ®

» Advanced Settings

When finished, clicBubmit > Save & Applfpr the configuration to take effect.

The comparison between server and client isbatow.

Server (Cisco 2811)

Router>enable

Routergconfig

Configuring from terminal, memory,
Enter configuration commands, one per line.
Router (config) §crypto isakmp policy 10
Router (config-isakmp) £?

or network [terminal]l?
End with CNTL/Z.

ation Set ication methed for protection suite
encryption Set encryption algorithm for protection suite
exit Exit from ISAKMP protection suite configuration mede
group Set the Diffie-Hellman group
hash Set hash algorithm for protection suite
lifetime Set lifetime for ISAKMP security association
ne Negate a or set its defaults

Router (config-isakmp) §encryption 3des

Router (config-isakmp) #hash mdS

Router (config-isakmp) #authentication pre-share
Router (config-isakmp) #group 2
Router (config-isakmp) fexit

Router (config) §crypto isakmp ?

Client

A Tunnel Settings

(R3000 LG)

Index
Enable
Description
Gateway
Mode
Protocol
Local Subnet

Remote Subnet

alilli

Q

58.1.1.1

Tunnel

192.168.1.0

ONC

255.255.255.0

client Set client configuration policy

enzble Enable ISAKMP

key Set pre-shared key for remote peer ﬁ\-
policy Set policy for an ISAKMP protection suite

Router (config) §crypto isakmp key cisco address 0.0.0.0 0.0.0.0

IKE Setting in Client must be consi
Router (config) $crypto ?
dynamic-map Specify a dynamic crypto map template

ipsec Configure IPSEC policy
isakmp Configure ISAKMP policy
key Long term key cperations
map Enter a crypto map

Router (config) §crypto ipsec ?
security-association Security association parameters
transform-set Define transform and settings
Router (config) fcrypto ipsec transform-set Trans 2
ah-mdS-hmac AH-HMAC-MDS transform
ah-sha-hmac AH-HMAC-SHA transform

esp-3des ESP transform using 3DES(EDE) cipher (168 bits)
esp-aes ESP transform using AES cipher
esp-des ESP transform using DES cipher (56 bits)
p-mdS-hma ESP £ using HMAC-MDS auth
= = ESP using HMAC-SHA auth

Router(config) #crypto ipsec transform-set Trans esp-3des esp-mdS-hmac I%

SA Settina in Client must be con
Router (config) #ip access-list extended vpn
Router (config-ext-nacl) #permit ip 10.0.0.0 0.0.0.255 192.168.1.0 0.0.0.255
Router (config-ext-nacl) fexit

Router (config) §crypte map cry-map 10 ipsec-isakmp

% NOTE: This new crypte map will remain disabled until a peer
and a valid access list have been configured.

Router (config-crypto-map) #match address vpn

Router (config-crypto-map) §set transform-set Trans

IKE Type

Negotiation Mode
Authentication Algorithm
Encryption Algorithm

IKE DH Group
Authentication Type

PSK Secret

Local ID Type

Remote ID Type

IKE Lifetime

A SA Settings

Encrypt Algorithm
Authentication Algorithm
PFS Group
SA Lifetime
DPD Interval

DPD Failures

Router (config-crypto-map) #set peer 202.100.1.1
Router (config-crypto-map) fexit

Router (config) §interface fastEthernet 0/0

Router (config-if) #ip address 58.1.1.1 255.255.255.0

Router (config-if) fer

Router (config-if) #crypto map cry-map

*Jan 3 07:16:26.785: %CRYPTO-&-ISAKMP ON_OFF: ISAKMP is ON
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4.3.20penVPN

OpenVPN supports two modes, including Client and P2P. HereQlikatas an example.

PC1 — jr— PC3
; ' LAN

LAN

OpenVPN Server' % .'6penVPN Client

——— N Internet ')."

WAN: 202.96.1.100/24 " WAN:59.1.1.1
192.168.2.0/24 i 192.168.1.0/24

PC2 e el PC4

OpenVPN_Server:

Generate relevant OpenVPN certificate on the server side firstly, and refer to the following caoisitoa
configuration the Server:

local 202.96.1.100

mode server

port 1194

proto udp

dev tun

tun-mtu 1500

fragment 1500

ca ca.crt

cert ServerQ.crt

key Server01.key

dh dh1024.pem

server 10.8.0.0 255.255.255.0
ifconfig-pool-persist ipp.txt

push "route 192.168.3.0 255.255.255.0"
client-configdir ccd

route 192.168.1.0 255.255.255.0
keepalive 10 120

cipher BFCBC

compzo

maxclients 100

persistkey

persisttun

status openvprstatus.log

verb 3

Note: For more configuration details|gase ontact your technical support engineer
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OpenVPNClient
ClickVPN > OpenVPN > OpenVR&ibelow.

OpenVPN

» Tunnel Settings

Index Enable Description Mode

Protocol

Server Address

Interface Type +

Clicl<4=to configure the Client01 as below.

A General Settings

Index

Enable

Description

Mode

Protocol

Server Address
Server Port

Interface Type
Authentication Type
Encrypt Algorithm
Renegotiation Interval
Keepalive Interval
Keepalive Timeout
Private Key Password
Enable Compression
Enable NAT

Verbose Level

—
[y

)

g

Client0o1

Client

202.96.1.100

— o —
C
)
o

]
(1194 ]
(Tun
(xs09cA ©)
&
[86400 ] ®@
[20 ] ®
[120 ] ®
[

ale

—
w

Bo

Enable HMAC Firewall
Enable PKCS#12

Enable nsCertType

Expert Options

A Advanced Settings

THET
Ll

——

fragment 1500

| ®

When finished, clicubmit > Save & Applfpr the configuration to take effect.
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4.3.3GRE VPN

PC1 — - PC3
; ' LAN

192.168.2.0/24 WAN:58.1.1.1° WAN:§9.1.1.1 192.168.1.0/24

PC2 e . PC4

The configuration of two pints is as follow

The window is displayed as below by clickiftN >GRE > GRE

GRE

» Tunnel Settings
Index Enable Description Remote IP Address +

GREL

Qick <= button and set the parameters of GREs below.

- Tunnel Settings

Index [ 1 ]

Description

GRE-1

Remote IP Address

Local Virtual IP Address [ 10.8.0.1

| )
B ]
|
1

Remote Virtual IP Address [ 10.8.0.2

Enable Default Route

Enable NAT

f

Secrets ["uu ] |

When finished, clicubmit > Save & Applfpr the configuration to take effect.
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GRE2:

Qick 4= button and set the parameters of GREs below.

- Tunnel Settings

Index [ 1 ]

Description [GRE-2
[

Remote IP Address 58.1.1.1

Local Virtual IP Address

)

|
[10.8.0.2 ] |

|

Remote Virtual IP Address [ 10.8.0.1

Enable Default Route OFF

Enable NAT OFF

pr—

Secreis seenee ] |

When finished, clicubmit > Save & Applfpr the configuration to take effect.

The comparison betweeBREL andGRE2 is asbelow.

GRE-1 GRE-2
mdex 1] maex 1]
eable [ ) Enable
Description Description
Remote IP Address GRE-1 public IP Remote IP Address GRE-2 public IP
Local Virtual IP Address GRE-1 tunnel IP Local Virtual IP Address GRE-2 tunnel IP
Remote Virtual IP Address GRE-2 tunnel IP Remote Virtual IP Address GRE-1 tunnel IP
Enable Default Route m Enable Default Route m
enablenar [ IR set the same secref as GRE-2 SEEBN set the same secret as GRE-1

|
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Chapter 5 Introductions for CLI

5.1 WhatlIsCLI

Gommandline interface (CLI) is a software interface providing another way to set the parameters of equipment from
the SStbr through atelnet network connection.

Route login:
Gatewaylogin: admin
Passwordadmin
#
CLI commands:
# ? (Note: the $YQvon@display on the page

! Comments

add Add a list entry of configuration

clear Clear statistics

config Configuration operation

debug Output debug information to the console

del Delete a list entry of configuration

exit Exit from the CLI

help Display an overview of the CLI syntax

ping Send mesages to network hosts

reboot Halt and perform a cold restart

route Static route modify dynamically, this setting will not be saved
set Set system configuration

show Show system configuration

status Show runningsystem information

tftpupdate Update firmware using tftp

traceroute Print the route packets trace to network host
urlupdate Update firmware using http or ftp

ver Show version of firmware
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5.2 How to Configure the CLI

Following is a tablabout the description of help and the error should be encountered in the configuring program.

Commands /tips Description
2 ¢Ce@LAYI I I dzS4a G A oltheHelplibforrdakion. & A f €
Ctrl+c Press these two keys at the same tiBeE OS LJG A G& & O2 LR

Oy 0SS dzaSR F2NJ aoNBI1¢ 2dzi 27F
Syntax error: The command is not| Command is not completed.

completed
Tick space key+ Tab key It can help you finish yocommand
Example:
# config(tick enter key)
Syntax error: The command is not completed
# config(tick space key+ Tab key)
commit save_and_applyoaddefault
# config save_and_apply When your settindinished you should enter those commands to make
#config commit your setting take effect othe device.

Note: Commit andsave_and_applplays the same role.

Quick Startwith Gonfiguration Examples

The best and quickest way to master CLI is firstly to view all fednarasthe webpage and then reaall CLI
commands at a timefjnally learn to configure it with some reference examples.

Example 1: Show current version

# status system

hardware_version = 1.0

firmware_version =1.0.0°

kernel_version =4.1.0

device_modek R300QL.G

serial_number 10201711101533
system_uptime = "0 days1(B9:50"
system_time =Wed Oct 11 17:20:07 2017

Example 2: Update firmware via tftp

# tftpupdate (space+?)
firmware New firmware
# tftpupdate firmware(space+?)
String  Firmware name
# tftpupdate firmwareR3000LGfirmware-sysupgradeunknown.bin host 192.168.100.9&nter a new firmware
name
Downloading
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FBOOOLGfII’mW&I'e-S 100% |*******************************|

Flashing

Checking 100%
Decrypting 100%
Flashing 100%

Verifying 100%

Verfify Success

upgrade success

# config save_and_apply

5018k 0:00:00 ETA

/lupdate success

@ rcbustel

OK /I saveand applycurrent configuration make you configuration effect

Exampe 3: Set linkmanage

# set

# set
at_over_telnet AT Over Telnet
cellular Cellular
ddns Dynamic DNS
ethernet Ethernet
event Event Management
firewall Firewall
gre GRE
ipsec IPsec
lan Local Area Network
link_manager Link Manager
ntp NTP
openvpn OpenVPN
reboot Automatic Reboot
RobustLink RobustLink
route Route
sms SMS
snmp SNMP agent
ssh SSH
syslog Syslog
system System
user_management User Management
vITp VRRP
web_server Web Server

# set link_manager
primary_link Primary Link
backup_link Backup Link
backup_mode Backup Mode
emergency_reboot Emergency Reboot
link Link Settings

# set link_manageprimary_link(space+?)
Enum Primary Link (wwanl/wwan2/wan)
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# setlink_managr primary_link wwan1 KKaShwarddi 1da LINRA Y NB Yt Ay
OK /Isetting succeed
# set link_manager link 1

type Type

desc Description

connection_type Connection Type

wwan WWAN Settings

static_addr Static Address Settings

pppoe PPPOE Settings

ping Ping Settings

mtu MTU

dnsl overrided Overrided Primary DNS
dns2_overrided Overrided Secondary DNS
# set link_manager link 1 type wwanl

OK
# set link_manager link 1 wwan
auto_apn Automatic APN Selection
apn APN
username Username
password Password
dialup_number Dialup Number
auth_type Authentication Type
aggressive_reset Aggressive Reset
switch_by data_allowance Switch SIM By Data Allowance
data_allowance Data Allowance
billing_day Billing Day
# set link_manager link 1 wwan switch_by data_allowance true
OK
#
# set link_manager link 1 wwan data_allowance 100 /lopen cellularswitch_by data_traffic
OK /[setting succeed
# set link_manager link 1 wwan billing_day 1 /Isetting specifies the day of month for billing
OK // setting succeed
X
# config save_and_apply
OK /I saveand applycurrent configuration make you configuration effect

Example 4. SetANIP address

# show lan all

network {
id=1
interface = lan0
ip=192.168.0.1
netmask = 255.255.255.0
mtu = 1500
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dhep {

enable = true
mode = server
relay _server =
pool_start = 192.168.0.2
pool_end =192.168.0.100
netmask = 255.255.255.0
gateway ="
primary_dns =
secondary_dns =
wins_server ="
lease_time =120
expert_options =
debug_enable = false

nn

}
}
multi_ip {
id=1
interface = lan0
ip=172.1671.29
netmask = 255.255.0.0
}
#
# set lan
network Network Settings
multi_ip Multiple IP Address Settings
vlan VLAN
# set lan network (space+?)
interface Interface
ip IP Address
netmask Netmask
mtu MTU
dhcp DHCP Settings
# set lan network 1 interface lan0
OK
#set lan network 1 ip 172.16.99.22 //set IP address folan
OK //setting succeed
# set lan network 1 netmask 255.255.0.0
OK
#
X
# config save_and_apply
OK /I saveand applycurrent configuration make you configuration effect

Example 5: CLI faetting Cellular

# show cellular all
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sim {

}

id=1

card = siml
phone_number =
extra_at_cmd =""
network_type = auto
band_select_type = all
band_gsm_850 = false
band_gsm_900 = false
band_gsm_1800 = false
band_gsm_1900 = false
band_wcdma_ 850 = false
band_wcdma_ 900 = false
band_wcdma_1900 = false
band_wcdma_2100 = false
band_Ite 800 = false
band_Ite 850 = false
band_Ite 900 = false
band_Ite 1800 = false
band_Ite 1900 = false
band_Ite 2100 = false
band_Ite 2600 = false
band_Ite 1700 = false
band_Ite 700 = false
band tdd Ite 2600 = fae
band tdd Ite 1900 = false
band tdd_Ite 2300 = false
band tdd_Ite 2500 = false

sim {

id=2

card = sim2
phone_number =
extra_at cmd ="
network_type = auto
band_select_type = all
band_gsm_850 = false
band_gsm_900 = false
band_gsm_1800 = false
band_gsm_1900 = false
band_wcdma_850 = false
band_wcdma_ 900 = false
band_wcdma_ 1900 = false
band_wcdma_ 2100 = false
band_Ite 800 = false
band_Ite 850 = false
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band_Ite 900 = false
band_Ite 1800 = false
band_Ite 1900 = false
band_Ite 2100 = false
band_Ite 2600 = false
band_Ite 1700 = false
band_Ite 700 = false

band _tdd_Ite 2600 = false
band _tdd_Ite 1900 = false
band _tdd_Ite 2300 = false
band td Ite 2500 = false

}

# se(space+?)

at _over_telnet cellular ddns
event firewall ipsec
ntp openvpn reboot
sms snmp syslog

vIrp
# set cellulafspace+?)

sim SIM Settings

# set cellular sirfspace+?)

Integer Index (1..2)

# set cellular sim(space+?)

card SIM Card
phone_number Phone Number

extra_at_cmd Extra AT Cmd
network_type Network Type
band_select_type Band Select Type
band_gsm_850 GSM 850
band_gsm_900 GSM 900
band_gsm_1800 GSM 1800
band_gsm_1900 GSM 1900
band_wcdma_ 850 WCDMA 850
band_wcdma_ 900 WCDMA 900
band_wcdma_1900 WCDMA 1900
band_wcdma_2100 WCDMA 2100

band_Ite 800 LTE 800 (band 20)
band_Ite 850 LTE 850 (band 5)
band_Ite 900 LTE 900 (band 8)
band_Ite_1800 LTE 1800 (band 3)

band_Ite 1900
band_Ite 2100
band_Ite 2600
band_Ite 1700
band_Ite 700

LTE 1900 (band 2)
LTE 2100 (band 1)
LTE 2600 (band 7)
LTE 1700 (band 4)
LTE 700 (band 17)
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band tdd Ite 2600 TDDIER600 (band 38)
band tdd Ite 1900 TDD LTE 1900 (band 39)
band tdd Ite 2300 TDD LTE 2300 (band 40)
band _tdd Ite 2500 TDD LTE 2500 (band 41)
# set cellular sim 1 phone_number 18620435279
OK
X
# config save_and_apply
OK /I saveand applycurrent configuration make you configuration effect

5.3 Command$eference

GCommands Syntax Description

Debug Debugparameters Turn on or turn off debug function

Show Showparameters Show currentonfiguration of each function

Set Setparameters All the function parameters are set by commands set and add, th

Add Addparameters difference is that set is for the single parameter and add is for the
parameter

Note: Download the configKMLfile from the configured web browsefhe command formatcan refer to the
configXMLfile format.
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Glossry

Abbr. Description

AC Alternating Current

APN Access Point Name

ASCII American Standard Code for Information Interchange
CE ConformitéEuropéene (European Conformity)
CHAP Challenge Handshake Authentication Protocol

CLI Command Line Interface for batch scripting

CSD Circuit Switched Data

CTS Clear to Send

dB Decibel

dBi Decibel Relative to an Isotropic radiator

DC Direct Current

DCD Data Carrier Detect

DCE Data Communication Equipment (typically modems)
DCS 1800 Digital Cellular System, also referred to as PCN

DI Digital Input

DO Digital Output

DSR Data Set Ready

DTE Data Terminal Equipment

DTMF Dual Tone Multfrequency

DTR Data Terminal Ready

EDGE Enhanced Data rates for Global Evolution of GSM at86S
EMC Electromagnetic Compatibility

EMI ElectreMagnetic Interference

ESD Electrostatic Discharges

ETSI European Telecommunications Standards Institute
EVDO EvolutionData Optimized

FDD LTE Frequency Division Duplexihgng Term Evolution
GND Ground

GPRS General Packet Radio Service

GRE generic route encapsulation

GSM Global System for Mobile Communications

HSPA High Speed Packet Access

ID identification data

IMEI International Mobile Equipment Idertyi

IP Internet Protocol

IPsec Internet Protocol Security

kbps kbits per second

L2TP Layer 2 Tunneling Protocol
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Abbr. Description

LAN local area network

LED Light Emitting Diode

LoRa Long Range

LoRaWAN LoRa Widérea Netvork

LPWAN LowPower WideArea Network

M2M Machine to Machine

MAX Maximum

Min Minimum

MO Mobile Originated

MS Mobile Station

MT Mobile Terminated

OpenVPN Open Virtual Private Network

PAP Password Authentication Protocol

PC Personal Computer

PCN Personal Communications Network, also referred to as DCS 1800
PCS Personal Communication System, also referred to as GSM 1900
PDU Protocol Data Unit

PIN Personal Identity Number

PLCs Program Logic Control System

PPP Pointto-point Protocol

PPTP Point to Point Tunneling Protocol

PSU Power Supply Unit

PUK Personal Unblocking Key

R&TTE Radio and Telecommunication Terminal Equipment
RF Radio Frequency

RTC Real Time Clock

RTS Request to Send

RTU Remote TermindUnit

Rx Receive Direction

SDK Software Development Kit

SIM subscriber identification module

SMA antenna Stubby antenna or Magnet antenna

SMS Short Message Service

SNMP Simple Network Management Protocol
TCP/IP Transmission Control Protocolnternet Protocol
TE Terminal Equipment, also referred to as DTE
Tx Transmit Direction

UART Universal Asynchronous Recerteansmitter
UMTS Universal Mobile Telecommunications System
USB Universal Serial Bus

USSD Unstructured Supplementary Servibata

VDC Volts Direct current
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Abbr. Description

VLAN Virtual Local Area Network
VPN Virtual Private Network

VSWR Voltage Stationary Wave Ratio
WAN Wide Area Network
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