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Manual for SD-xxx devices

SD devices are IoT Monitoring devices for SensDesk Technology Portals.

Devices communicate via LAN / WiFi only.



1.1.1. Safety Notices

The device complies with regulations and standards enforced in the Czech Republic and
the European Union. The device has been tested and is supplied in working order. To
keep the device in this condition, it is necessary to adhere to the following safety and
maintenance instructions.

Using the device in a manner other than prescribed by the manufacturer may cause its
safeguards to fail!

The power supply outlet or disconnection point must be freely accessible.
The device must not be used in particular under any of the following conditions:
e The device is noticeably damaged
e The device does not function properly
e Unfastened parts can be heard moving inside the device
e The device has been exposed to moisture or rain
e The device has been serviced by unauthorized personnel

e The power adapter, power supply cable or PoE Ethernet cable is noticeably
damaged

e If the device is used in a manner other than designed for, the protection
provided by the device may fail

e The local electrical system must include a power switch or a circuit breaker and
overcurrent protection.

The manufacturer warrants the device only if it is powered by the supplied power
adapter or an approved power supply.

If you have any problems with installing or operating the device, please contact our
technical support:

Web: www.hw-group.com
Email: support@hwg.cz

Phone: +420 222 511 918

HW group s.r.o.
Formanska 296
Prague, 149 00

Before contacting technical support, please have at hand the exact type of your device
(at the type plate) and, if known, the firmware version (see later in this manual).

IoT monitoring SD devices
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1.1.1. IoT Monitoring products \

All SD-xxx devices are IoT Monitoring devices which means they
have to be connected to a SensDesk Technology portal.

All the SMS/email alerts, PDF reports, and central device
management is realized from the portal.

The manufacturer provides a limited free-of-charge portal service
(HWg-cloud.com) and a paid service (SensDesk.com).

You can also check other Portal Providers (your local
distributors) for other available compatible portals. /

IoT monitoring
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2. SD-xxx devices product family

The SD-xxx Devices is a family of simple easy-to-install remote monitoring products
with LAN / WiFi connectivity. All products feature a robust design and seamless
integration with any portal based on SensDesk

2.1. SD-xxx devices product overview

2.1.1. SD-2x1Wire

A device for remote monitoring external 1W and 1W-UNI sensors
(Temperature, Relative Humidity, Light intensity, ...). Two RJ11
ports for external sensors to measure up to 4 sensor values.

2.1.2. SD-2xIn

A device for remote monitoring of 2 DI (Digital Inputs) - state +

Technology.

pulse counter. Any dry contact can be connected - door contact, &
PIR motion detector, or a smoke/gas detector with a relay output, o
energy meters with SO output (external power required). b l‘
. ff
lu' ﬁ« 0
2.1.3. SD-WLD - -
Water Leak Detection unit with 1 WLD zone input (external WLD w&é°&§»°
Type A water sensing cable). s Jﬂ
s 2
2.1.4. SD-2xOut .
A module with 2 DO (relay outputs) controlled from the portal & 2
(HWg-cloud.com or others). A &
<
ol
|"§:Z' ﬁ '
2.1.5. SD-4-20mA l - -
A device with AI (Analog Input) for remote monitoring of external -~ WS
industrial sensors (4-20mA). s o ” Jﬂ
s ey
IoT monitoring 4 SD devices



2.2. Shared features of the SD-xxx product family
= Robust metal design, 70x68x34mm d/w/h (without antenna)
= Ethernet or WiFi - 802.11 b/g/n (2.4GHz)
= Support for simultaneous Ethernet and WiFi operation (for easy setup)
= External antenna, SMA connector
= Plug&Play - connect power and the device is immediately available in the portal

= Device & communication settings (communication period, Safe Ranges) are

configured in the SensDesk Technology portal
= Powered from a 5V adapter or PoE
» Embedded WEB server

For specifics of individual devices, including any differences in the measurement period,
see the respective device page.

2.3. Measurements and data upload

2.3.1. Sensors measurement and data upload periods

The period for logging the measured values and uploading them to the portal is
automatically fully configured by the portal.

2.3.2. Default SensDesk.com portal values

» Logging period (storing values in the internal memory): 5 minutes

= Data upload period (connecting to the portal and uploading all logged values):
15 minutes

Only the Portal administrator may provide you with other than default Logging / Data
update period settings (setup per each device).

2.3.3. SafeRange - range of allowed values

Safe Range is configured in the portal independently for each sensor. Whenever the
measured value strays outside this range, a message to the portal gets sent (even out
of the Data Upload period - default 15 minutes).
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2.3.4. Hysteresis/Idle range (sensor value)

The Hysteresis setting defines a tolerance range for suppressing alarm alerts. The
function prevents multiple alarm alerts (too many emails or SMS from the portal) if the
reading oscillates around the specified threshold. Hysteresis is configured
independently for each sensor.

T[*C]
23 Hysteresis ==
og |11 /
15 Temperature range: -15..+25 °C
10 Hysteresis: 5 °C
Alarm ON  —————
] Alarm OFF —————
0
5 /
__'|_[| T P
15 [Hysterasis -~~~ =T IN_ /]
tl=]
[

The figure demonstrates two cases. Without the hysteresis idle range of 5 °C, the alarm
raised in point 8 would end in point 9; however, the hysteresis function keeps the alarm
active until the temperature reaches the upper limit of the tolerance band (point 10):
5°C + (-15°C) = -10 °C.
» Hysteresis = 5 °C - The portal sends 4 Email (SMS) messages. Alert is sent
with beginning and end of Alarm State (points 4, 8, 10, 12)

= No hysteresis (0 °C) - The portal sends 8 Email (SMS) messages. Alert is sent
with beginning and end of Alarm State (points 1, 2, 3, 8, 9, 12, 13, 14)

In determining when the Alarm ends, the Hysteresis value applies. The end of an Alarm
is only notified when the measured value is within the Safe Range and further under
the offset introduced by Hysteresis.

2.3.5. Safe Range vs. Notice Range

Each sensor has a set Safe Range. Faster communication to the portal when Safe Range
is exceeded can be useful for some cases.

Additionally, you can set up several Notices on the Portal which use their own,
independent Notice Range. These are used for setting up Actions. Using these, you can
set up multiple behaviors for different value ranges, like escalating alarms etc.

IoT monitoring 6 SD devices



2.3.6. Alarm Delay

You can set up a Delay value for each sensor. This means that if the measured value
steps out of the sensors defined Safe Range and a Delay is set up, the device (and the
user) won't be notified of the sensors Alarm State until the Delay period ends.

This can be useful for example if you have an open door with a Door contact sensor

and don't want to raise an alarm each time someone opens it, but only after it is left
open for 3 minutes.

Alarm START notification Alarm START notification
Alarm END notification / Alarmn END notification
o

N\
N

Alarm stata

)

ma
Alarm status notification based on a Delay value:

= Blue: Delay =0

. Delay is non-zero
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3. Setting up the device

3.1. Connecting the cables

1)

2)

3)

4)

5)

6)

Attach the external antenna

Connect the device to the Ethernet (with a patch cable to a switch, or a cross-

over cable to a PC)

Plug the power adapter into a power outlet and connect it to the power
connector. If you plugged the device into a PoE enabled switch or a PoE

injector, you can use the device without the power adapter
The Power Mode (green) LED in the RJ45 connector lights up

If the Ethernet connection works properly, the LINK (amber) LED lights up
after a short while and then flashes whenever any data transfer takes place

(activity indication)

Rapidly flashing LINK (amber) LED indicates communication with the DHCP

server

3.2. Configuring the IP address — HWg Config

3.2.1.

Open HWg Config and find available devices

The tool is available for download at www.HW-group.com -> Software -> HWg Config

Double-click the icon to run HWg-Config. The program automatically searches for
connected devices. You can also start a search manually by clicking the Find Devices

icon.

The program searches for all available HWg devices in your local network.
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3.2.2. Configure the network parameters

Click a MAC address (or double-click somewhere in the row) to open a basic device
configuration dialog:

e Enable DHCP (this will have the rest of the seetings get configured automatically
by your router)

e IP address / HTTP port (80 by default)
e Network mask
e Gateway IP address for your network

e Device name (optional)

Click Apply Changes to save the settings.

3.2.3. Restoring factory defaults
You can restore factory default settings in 3 ways:
Using HWg-Config

Right-click the device MAC address. Within 60 seconds of powering up the unit, factory
defaults can be restored using HWg-Config by selecting Load default values.

Using the Reset button:

1. Turn the device off

2. Press and hold the Reset button

3. Turn the device on and hold the button for another 5 seconds
4. All LEDs light up in sequence
5

. Release button, device restarts with restored factory defaults

WWW interface of the device

1. Enter the device IP address in a web browser or click the underlined IP address
shown in HWg-Config.

2. Go to the System tab
3. Click Factory reset

IoT monitoring 9 SD devices



3.3.

WWW interface

All SD devices have the same graphical WWW interface. They only differ in the logo
and the I/0 information.

3.3.1. Home

&ID-input Hw_

HOME GENERAL SETUP  WIFI PORTAL  SYSTEM

Device Name JCh/ SD-2xIN

Time 13.02:26

Date 04.08.2022

Overview

D NAME TYPE CURRENT VALUE COUNTER
1 Input 1 Input Dry Contact 0 (Open) 428

2 Input 2 Input Dry Contact 0 (Open) 1335

SD-Input: For more information visit www.hw-group.com

General Info

Device Name - identify individual devices in larger installations and on a portal.
If needed, device network name can be changed with HWg-Config utility (under
device details settings).

Time - current time on the device clock. It is configured only from the portal.

Date - current date on the device clock. It is configured only from the portal.

Overview

Lists current value readings and states

ID - you can see the short ID for the sensor or input

Name - sensor name, used for easier identification in large systems. Can be in
format of 1-Wire sensor ID, which is also found physically on the sensor. Or
sensor type, such as CO2 (for CO, sensor).

Type - identifies the sensor/output type. SD-2xIn also provides additional
Counter value per Input.

Current value - current reading, including the unit (final)

IoT monitoring 10 SD devices



3.3.2. 4-20mA
Available only in product SD-4-20mA.

&J0-4-20mA AL

147

HOME 4-20MA  GENERAL SETUP  WIFI PORTAL  SYSTEM

4 - 20mA Settings

NAME DESCRIPTION

Power enable Enable power for the 4 - 20mA sensor.

Sensor 801

Internal Value

Calibrated Value

Unit

Exponent

FROM TO ACTIVE
‘4.0 | |0.0 ‘
‘20.0 | |100.0 ‘
0o | [oo =
Calibration Table ‘0 0 | |0 0 ‘ 0
[ | foo o
00 | [oo | o
o | foo o
o | foo o

4-20mA Settings

¢ Power enable - enables power to the current loop of external sensor (4-20mA).
Disabled = 0-20mA Analog Input = no power for external probe.

e Internal Value - shows the raw readout from the sensor

e Calibrated Value - shows the value that comes from the Internal Value being
modified by the Calibration Table

e Unit - you can input the name of the unit you want displayed with the Calibrated
value

¢ Exponent - changes the placement of the decimal point for the Calibrated Value

e Calibration Table - many sensors use the voltage Internal Value to measure a
different value/unit. This table serves to mate Voltage readouts with their
corresponding values for the unit the sensor is designed to measure.
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For example a temperature sensor measures from 0° C to 100° C - the minimal internal
value of a 4-20 mA sensor is 4 mA and the maximum is 20 mA. For this example, you
would put 4 in the FROM column and 0 in the TO column (and °C in the Unit row above).
In the next row, you would put 20 in the FROM column and 100 in the TO column.

3.3.3. General Setup

On this page you can configure network parameters, device security and reset the pulse
counters (SD-2xIn only)

&D-nput .

HOME GEMNERAL SETUP  WIFI PORTAL  SYSTEM

Network

NAME DESCRIPTION

DHCP DHCP Enable/Disable

IP Address 192.168.103.35 ABCD

Network Mask 255.255.252.0 ABCD

Gateway 102.168.100.1 ABCD

DNS Primary 192.168.100.237 ABCD

DNS Secondary 192.168.100.28 ABCD

HTTP Port Defauit 80

Device Admin

NAME DESCRIPTION

Username : Admin username/password for device configuration
changes

Save

Reset Counters

¢ DHCP - enables automatic IP address configuration via a DHCP server if
available. Decision whether or not to enable DHCP depends on the user needs
and your network administrator

e IP Address - IP address of the device - assigned by your network admin
¢ Network Mask - network mask - assigned by your network administrator
¢ Gateway - IP address of the default gateway - assigned by your network admin

e DNS Primary / DNS Secondary - IP address of your DNS server - assigned
by your network administrator
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HTTP Port - port where the built-in WWW server listens (default 80)
Username / Password - user name and password for securing access to device

Inputs (SD-2xIn only) - Reset Counters — resets the counter value to 0

3.3.4. WIFI

When WIFI is off, only the option to enable it is shown:

&I0-Input

HIDET

1.47

NAME

HOME GENERAL SETUP WIFI PORTAL SYSTEM

WiFi Setup

WIFi Enable: a Enable/Disable

Save

After enabling WiFi, more options become available:

WiFi Info

WiFi modem state Connected

Current SSID Po

Current BSSID 78:45:58:D5:

Current RSSI -61

Signal Quality
Current Channel: 6

WiFi Setup

MNAME DESCRIPTION

WiFi Enable Enable/Disable

SSID: string, AP’s SSID

Password: show ] string, MAX: 64 bytes ASCII

hasn : string, AP's MAC address, for several APs may have
the same SSID

W iFi Info

Disable - WiFi turned off
Wait for power on - waiting for the WiFi module to switch on

Init - WiFi module is being initialized
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= Connecting - connection is being established

= SSID check - SSID is being verified

» Connected - connected to the selected WiFi network

= Network WiFi scan - looking for available WiFi networks
= Wait for scan - waiting for the WiFi network scan to start

= Current SSID - name of the network to which the device is currently
connected - the parameter is not shown if the device is not connected to any
WiFi network

= Current BSSID - ID of the WiFi network access point to which the device is
currently connected - the parameter is not shown if the device is not connected
to any WiFi network

= Current RSSI - relative received signal strength indication - the higher the

RSSI, the stronger the signal
= Signal Quality - WiFi signal strength in % and with a graphical indication

= Current Channel - WiFi channel used by the device for the connection - the

parameter is not shown if the device is not connected to any WiFi network

Network

NAME DESCRIPTION

DHCP DHCP Enable/Disable
IP Address 192.168.103.6 AB.CD
Network Mask 255.255.252.0 ABCD
Gateway 102.168.100.1 ABCD
DNS Primary 192.168.100.237 ABCD
DNS Secondary 192.168.100.28 ABCD

Save

Wifi Scan List

381D 331D CHANNEL SECURITY SIGMAL

Scan AP
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WiFi Setup

WiFi Enable - enables or disables WiFi. The wireless interface is disabled by

default. After enabling, the device restarts

SSID - name of the WiFi network to which the device should connect. If the

network name is not known, use the Scan AP function at the bottom of the page

Password - WiFi password. If you don't know it, contact your network

administrator

BSSID - WiFi access point identifier (MAC address) - optional

Network

WiFi network parameters. To configure Ethernet (RJ-45), use the General Setup tab

WiFi Info

Disable - WiFi turned off

Wait for power on - waiting for the WiFi module to switch on
Init - WiFi module is being initialized

Connecting - connection is being established

SSID check - SSID is being verified

Connected - connected to the selected WiFi network
Network WiFi scan - looking for available WiFi networks
Wait for scan - waiting for the WiFi network scan to start

Current SSID - name of the network to which the device is currently
connected - the parameter is not shown if the device is not connected to any
WiFi network

Current BSSID - ID of the WiFi network access point to which the device is
currently connected - the parameter is not shown if the device is not connected
to any WiFi network

Current RSSI - relative received signal strength indication - the higher the

RSSI, the stronger the signal

Signal Quality - WiFi signal strength in % and with a graphical indication
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Current Channel - WiFi channel used by the device for the connection - the

parameter is not shown if the device is not connected to any WiFi network

WiFi Network

DHCP - enables IP address configuration via a DHCP server if available.
Decision whether or not to enable DHCP depends on the user needs and your

network administrator

IP Address - IP address of the device which is assigned by your network

administrator
Network Mask - assigned by your network administrator

Gateway - IP address of the default gateway which is assigned by your

network administrator

DNS Primary / DNS Secondary - IP address of your DNS server, which is

assigned by your network administrator

WiFi Scan List

SSID - name of the discovered WiFi network
BSSID - access point identifier (MAC address)
Channel - WiFi channel used by the access point
Security - WiFi security type

Signal - signal level in decibels. The higher the value, the stronger the signal.
Attention: -60 is better than -90! Highlighted row indicates the Access Point

that is currently used.

Connecting to a discovered WiFi

By clicking the SSID of the discovered network, WiFi settings are filled in. Only
the password needs to be specified manually. The BSSID field remains empty.
This is the default setting. When the Access Point changes, the device

reconnects automatically.
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= By clicking the BSSID, the MAC address of the specific AP (BSSID) is filled in,
in addition to the network name (SSID). The SD device then connects to this

specific AP and will not try to change APs in multi-AP networks.

3.3.5. Portal

Configuration parameters for uploading data to a remote portal using the HWg-PUSH
Protocol. For more information about the protocol and the support for portal solutions,
see SensDesk technology.

&D-nput e

HOME GENERAL SETUP  WIFI PORTAL SYSTEM

Portal Message

HWag-cloud: Check sensor onling (2022-08-04 13:16:02 UTC)

Portal settings

NS DESCRIPTION

Portal Portal Enable/Disable
Server Address | http://hwg-cloud.com/portal.php IP Address or DNS Name
P Port Default 80

Team (provided by portal)

Push device access parameters
Please have a look at My Team on Sensdesk

Team Password (provided by portal)
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Save

Portal Debug Log

NAME

DESCRIPTION

Push Period: 000 [seconds]

Log Period 300 [seconds]

Current Push Timer: 269 [seconds]

Current Log Timer: 207 [seconds] by
Current Check Timer 0 [seconds]

AutoPush Block Timer 0 [seconds]

Retransmit number: 0

Manual Push

Portal Message

Information from the portal, such as links to device or error status. Depends on the
portal type.

Portal Config

Portal - turns this feature on or off

Server address — complete URL of the remote server. Connection parameters

for the http://www.hwg-cloud.com free portal are pre-filled. The default is

always http://hwg-cloud.com/portal.php
IP Port - port where the portal listens. The default is always 80

Team - username for assigning the Portal team (company). You will receive it

from your portal administrator

Team Password - password for assigning an SD team. You will receive it from

your portal administrator
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Portal debug

Information used only for debugging

= Push Period - period of uploading data to the remote portal. The period is

determined by the portal and cannot be changed by the user.

= Log Period - period for buffering data for the portal. The period is determined

by the portal and cannot be changed by the user.

= Current Push Timer - indicates the time until the next upload of data to the

portal

= Current Log Timer - indicates the time until the next reading of sensors

= AutoPush Block Timer - if the number of events exceeded limit within time

window, the AutoPush function is temporary disabled temporarily by this

countdown.

» Retransmit number - number of unsuccessful attempts to upload values to

the portal

= Manual Push - button to immediately upload data to the portal independently

from the Push Period

E—
‘ _ _ H UJ group
System
MAME VALUE
Product Name SD-Input
Serial Number: 6006930047
Eth MAC Address 00:0A59:051D:5F
Wifi STA MAC Address: 00:0A:59:05:1D:61
Version: 1.4.7
Build 1352
Compile time: Jul 12022, 20:20:07
Up Time: 9402 [s]
Read available version'—
Network Upgrade
Start Network Upgrade. —
\: Prochdzet... \ Soubor nevybran.
Upload Firmware or Configuration = "
Upload
Factory reset
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Download

Backup configuration - backup of the device configuration in a BIN format.
After configuring the SD device, click this link to save the current configuration

in case it needs to be restored.

Online setup in XML - device setup in the XML format

System

Product Name - name (type) of the device

Serial Number - serial number of the device

Eth MAC Address - MAC address of the device for wired connections
WIiFi STA MAC Address - MAC address of the device for WiFi connections
Version - currently installed version of the product firmware

Build - build number of the currently installed firmware

Compile time - exact date and time when the firmware was compiled -

indicates the age of the currently installed version
UpTime - time since the device was last powered on or restarted

Read available version - displays the latest firmware version available at the

HW group update server

Start Network Upgrade - starts the firmware upgrade using the HW group

update server

Upload Firmware or Configuration - allows uploading a firmware or
configuration file to the device from local storage. Restoring the configuration
may fail if there is too much of a difference in firmware versions between the

current configuration and the one being uploaded.

Factory reset

Restores factory default settings. The default IP address is 192.168.10.20 and no user
name or password is defined.

Restart

Restarts the device
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3.4. Connecting SD devices to SensDesk.com portal

1. Connect the device to the network and configure the network parameters (see
Setting up).

2. Open the device WWW interface
3. At the Portal tab, check the Portal box and click Save

4. Click the SensDesk.com: register your SD device... link in the Portal Message
dialog box to go to the SensDesk.com login dialog.

If you already have a user account, enter your login credentials. The device is then
automatically linked to your account.

If you don’t have a user account yet, click the Register to Portal link. The registration
form displays:

Enter your login credentials and a valid e-mail address. The e-mail address must be
unique within the portal, it must not have been already registered. After clicking Create
new account, your account is created and a confirmation e-mail is sent to the address
specified:

When logged on the portal, check the My team tab, find the Team (name) + Team
Password. These credentials are needed for communication between the device and
portal. The Team Password cannot be changed, and for security reasons it is different
from the user account password:

iluzon ®
. -— q BUY TARIFF
Adopt device
g My account
@ CLOoUD -m
About
Help
Dashboards Devices Sensors Locations Device groups Multic |jcense Settings

Home » Settings Log out

Team iluzon

View Edit Audit trail m

Gateway: - None -
LoviTs |
This is credential for your devices. Team: Team iluzon
Portal URL: http://hwg-cloud.com/portal.ph
p://hwg > 19 Date of expiration:
Portal port: 80
b Action - E-mail limit: - Unlimited - 0 used
Team: iluzon ) .
Action - Set output limit: 0 0 used
Team password: R .
Action - SMS limit: 0 0 used
PUSH configurations: . .
Action - SNMP trap limit: 0 0 used
Default
NB Power Default Dashboard limit: 1 1 used
NB Battery Default . .
Device limit: 20 2 used
Frozen
Device group limit: - Unlimited - 0 used
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This Team (name) and Team password can be manually entered in the portal settings
in the web interface of the device in order to avoid the need to register and sign in:

3.5. Device Migration to another portal

When the device is visible in a portal, it can be migrated to another user account on
another portal (SensDesk Technology based).

A connected and working device can also be easily migrated from one portal to another.
For example in this case from the free HWg-cloud.com to the paid portal SensDesk.com.

Portal provider

A\ HID, N SensDesk.com (N 3¢party Portal

w CLOUD

BASED ON SENSDESK TECHNOLOGY

MIGRATION

of the device to other portal
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Look up your Team login and Team password. You can find them under your user profile
on the My team page.

Click on Migrate device to another SensDesk technology based portal

iluzon
9
A H I_U Adopt device @b ‘ BUY TARIFE

Dashboards Devices Sensors Locations Device groups Multigraphs Settings
Home
JCh/ SD-4-20mA 5905-74D8
A“
" N 5 S
View Edit Edit sensors Actions EventLog Delete Debug le ?’Q‘(\
&~
Device groups:  Not assigned
Last log: ‘ _
15.06.2022 09:42 Location: Not assigned {’
. s
IP Address: 192.168.102.116 port: 80 Fs F;( g\“'""
I Migrate device to ancther SensDesk technology based portal I . +

AD420 801

12

42 198
SAFE RANGE:
0-24

A 77\ .

Fill in the Team login and Team password (of target portal), choose the right SensDesk
Technology based portal.
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iluzon
o
h H I_U Adopt device @D ‘.‘ UV TARIEE

W CLOoUD

Dashboards Devices Sensors Locations Device groups Multigraphs Settings

Home

Migrate device

Device hash *

5905-74D8

Unique device ID in XXXX-XXXX format — you can find it on the device's nameplate.
Team login *

iluzon

The name of the team on the target portal - you can find it at http://your_portal/sensdesk/team/.
Team password *

The password of the team on the target portal — you can find it at http://your_portal/sensdesk/teamy.

Portal *

- Select - -

- Select -

- Fill in manually -
BellEquip Sensdesk
Sensdesk QL3D
Sensdesk Germany
HWg-cloud.com
SensDesk.com
HW portal

Sensdesk Sweden . _ w
MCS Sensdesk portal id.com is free online portal for LAN, WiFi, NB IoT and GSM sensors from HW group. ® HW group s.r.o. 2021

information manually.

SMARTNET portal b 5. . 0. | www.HW-group.com | Prague - Czech Republic - EU| Phone: +420 222 511 918
Sensdesk LV

Syncro systems

HW group s.r.o. Test 3080
Altron Test

Sensportal

Restart the device.
The device will appear on the target portal.

Only sensor names will be transferred between portals. Device configuration and data
history will not be migrated!
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3.6. Define sensor name & SD SafeRange for each sensor

Part of the device installation is to define the device name, the sensor names (Alias)
and the SD SafeRange for each sensor.

72 Edit 288687850500008f | HWg-c| X ar = o X
< C QO B nttpsy//hwg-doud.com/sensdesk/sensor/432/edit o Q search 2 L In @D @ @ =
~
rehak [ BUY
g Adopt device @ ‘_ PREMIUM
Dashboards Devices sensors Locations Device groups Multigraphs settings

Home » Sensors » 28868f850500008f

Edit 28868f850500008f

View Edit Actions EventLog Delete

Portal unique sensor ID Description
432 Sending alarm if value out of this range.
Minimum * Maximum *
Current value
22.500 °C +10
Sensor value usage (in portal) A
Enabled ~ Hysteresis *
State of sensor 1
©® Delay =
Name 0
28868f850500008f Delta AutoPush *
Alias * 5
4AF Temperature

Calibration (shift) =

0
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4. SensDesk Technology Portals

4.1. SD Devices have to be connected to a Portal

A\ HLW,

@ CLOuUD

- SaaS (Software as a Service)

- Default portal for all HWg
devices (latest FW required)

» Basic free portal for 20
HW group devices (all types)

+» Simple Email alerts for
2 recipients

» 10 days histary, no API, no SMS,
basic graphs

» Devices can be migrated to any
other portal

+ Based on SensDesk Technology

W SensDesk.com (N 3 party Portal

www.HWg-cloud.com Portal providers

- SaaS (Software as a Service) = SaaS (Software as a Service)

- SensDesk is technology « Paid service provided by HW

- SensDesk.com is the public group partners

example of this technology = Various mix of free / paid

(by HWQ) services
+ It's the Paid option for all HWg « Based on SensDesk Technology
devices

- SensDesk.at/.gr/.v/.ro/ ..

» HWportal.cz
« Other (list on HWg-cloud.com)

+ 3 subscription plans
(5D/10D/ 250 for 1 year)

« Differences are also in service
mix (how many SMSs, PDFs, ...)
not device limits only

+ Any plan can be ordered as
a 1 year subscription plan

4.2. Portal options

All SD-xxx devices have to be connected to an online Portal based on SensDesk

Technology.

4.2.1.

HWg-cloud.com

HWg-cloud.com is a free portal provided by the manufacturer with limited functionality.

4.2.2. SensDesk.com

SensDesk.com is a paid portal provided by the manufacturer with advanced features.

IoT monitoring
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http://www.hwg-cloud.com/
http://www.hwg-cloud.com/
http://www.sensdesk.com/
http://www.sensdesk.com/

A\ HLW:,

- CLOUD

HWg-cloud.com

HWg sensors & devices in cloud

HWg-cloud.com

- Free service

« Up to 20 devices

- Device management

HWE=s

SensDesk.com

Monitoring and Alerting system in cloud by HW group

SensDesk.com

« Paid service

» Subscription plans

» SMS, Voice calls, graphs

4.2.3.

Portal providers

Portal providers are independent companies running their own compatible portals. A
list of them can be found on HWg-cloud.com main page as Portal Providers.

Do you need advanced features?

k.com is a

pi
system for remote monitoring of your environment.

« Higher device or user limit

+ Advanced alerts (SMS, Phone-calls)

« Look further in history (more log DB)

« Integration into 3rd party system (Open API)
+ Reports in PDF

Portal providers

Global:

Austria:
Belgium:

Czech Republic:
France:

Germany:

SensDesk.com HWgroups.ro.
BellEquip GmbH

SensDesknl  www.mcs-be.com
HWportal.cz
SensDeskfr  www.ql3d.fr

SensDesk.de www.lucom.de

SensDesk.at

gbchod.hw.cz

N SensDesk

Technology

Netherlands:  SensDesk.nl  www.mcs-be.com

Luxembourg: SensDesk.nl www.mcs-be.com

Romania:

SensDesk.ro  www.sincro.ro

Switzerland: SensDesk.ch www.inserto.ch

Latvia:

Sweden:

SensDesk.lv  Baltic Project Group SIA

SensDesk.se  Direktronik

Check list on
HWgq-cloud.com

A\ HIW,

W CLOUD

I .
I
+ |
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4.3. SensDesk.com portal features

4.3.1. SMS & Voice call alerts

* not available on HWg-cloud.com portal.

N Actions on sensor Temperature X+

« > C QO 8 httpsy//www sensdesk.com/sensdesk/sensor/271282/action

‘\ SensDesk

loT PORTAL BY HW GROUP

Dashboards Devices Sensors Locations
{ome » Sensors » Temperature local
Actions on sensor Temperature local
View Edit Actions EventLog Delete

Name Sort by

Type a Name

son = _voicecall

femecsatue ol Enable Voice call

in SMS settings

1 Target v

® + Manage Action

4.3.2. Graphs of values

N 3077-0183 | SensDesk x | +

« C O B nhttps://www.sensdesk.com/sensdesk/device/266794

Last 7 days ~ From: 12.09.2021 To: 18.09.2021

Temperature [°C] Network quality [NQ] State of battery [%]

20

% Q Search

Device groups

W Q search

12.Sep 12:00 13.5ep 12:00 14. Sep 12:00 15. Sep 12:00 16.Sep 12:00

- — —~ ~ < ~ P, ~—

i — —— — ——

12.09.2021 13.09.2021 14.09.2021 15.09.2021
.

16.09.2024/

rehak

Adopt device

17.Sep

17

092021

® & In @D @

= G2

Multigraphs

Settings

Clear filter E

Add action v

12:00

18 Sep 12:00

0]

T18.09.2021

[l Temperature local

'

o X
@ =
o X
= =
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4.3.3.

* not available on HWg-cloud.com portal.

Multigraphs of several values

™ Temperature & Humidity | Sen: X |+ - o X
“ (] QO B nitpsy/fwww.sensdesk.com/sensdesk/graph) £ Q Search &L in O O @ =
~
% SensDesk o S
Adopt device @l
1oT PORTAL BY HW GROUP
Dashboards Devices Sensors Locations Device groups Multigraphs Settings
e » Multigraphs
Temperature & Humidity
View Edit values.xml Delete
Show Devices & Sensors v
Last 7 days From: 12.09.2021 To: 18.09.2021 Timezone: | by e
278 B0
264 72
252 64
po g  Semsor 3925
228 18 | / “Sensor 4925
] { | Temperature local
216 40 Vo
204 32
12.5ep 12:00 13.5ep 12:00 2.5ep 12:00 15.5¢p 2:00 16. 5ep 12:00 17.5¢p 12:00 18.5ep 12:00
[0} 1]
12092021 13002021 T4092021 T5.09:202T TE082021 17092023 ———18.00.2021
‘ " .
——=— Sensor 3925 +—— Sensor 4925 Temperature local < 2BBGBBS0500008F
4.3.4. Open API (SNMP & XML)
* ilab - d.com
not available on HWg-cloud.com portal.
™ Team rehak | SensDesk x |+ - o x
& (] QO B nitpsy/www.sensdesk.oom/sensdesk/team/1 19/valuesml w  Q search & In @ @ & =
% SensDesk 0
Adopt device @l
10T PORTAL BY HW GROUP
Dashboards Devices Sensors Locations Device groups Multigraphs Settings
Hor Team rehak
Team rehak
View Edit values.xml
Team
https://www.sensdesk.com/sensdesk/team/119/values xmi?values_xml_key=ENnRVHOvIpge7azZ3
User
https://www.sensdesk.com/sensdesk/t fvalues. xmlPvalues xml_key=pudVwDXs)goUDMdh7Ty
How to use values.xml
All sensor data for your Team with permission for your User can be accessed via XML over HTTP(s) for reading:
= Host - see above
= The values.xml download period is limited to 1x minute for each URL We recommend to read it with 15 min period
« There is no username & password, authentication is realized with the generated key parameter.
« User can provide limited data from the Team (defined by permission groups).
= XML structure will be updated with every new device connected to your team / user account.
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4.3.5. PDF reports & Portal settings

* not available on HWg-cloud.com portal.

& SensDesk.com = o a2 PET

Adopt device -l

DA

Dashboards Devices Sensors Locations Device groups Multigraphs Settings
Home
Add report
Name *

Fridge 21A - Week pdf report

Team *

Team Jan {ID: 11161) ~

Type *

General hd

Interval *

Weekly oo

Mail *

Reports@RacoonCity.com

4 seflected ftems

ich B input 1 (ID: 277157) Jchy SD-2xIN

i Input 1 {Counter) (ID: 277195) JCh/ SD-2xIN
NB-2x1Wire Chata = :
B3 Input 2 (ID: 277158) ich/

;

B input 2 (Counter) (ID: 277196) JCh/ SD-2xIN
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4.3.6. Mobile Monitoring app

* not available on HWg-cloud.com portal.

10:01| 0,6 KB/s %2 @ w— B Lall .l =, G

50.1

283116
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5. SD-Devices models and their specific features

5.1. SD-2x1Wire

SD-2x1Wire is a device for connecting external
sensors of Temperature, Relative Humidity,
Voltage, or other values via the RJ11 1-Wire (UNI)
bus. 2 RJ11 ports allow connecting several
external physical sensors to measure up to 4
sensor values simultaneously.

The sensors are detected whenever power is
connected to the device or the Setup button is
pressed.

The device can be powered from an external 5V
adapter or via PoE. The ethernet is also used for
initial configuration in case of WiFi operation.

{ HLm— b

-2x1Wire

1-Wire

of " "

Antenna
Portl Port2

‘ External sensors

Port/connector Portl, Port2/RJ11 (1-Wire, 1-Wire UNI)

What can be connected | 2 ports for external sensors, up to 4 sensor values total

Sensor types Only sensors by HW group s.r.o.

Sensors/distance
per port)

4 values, max. 2 probes per port (max. 60m total length

Alarm LED

alarm

Alarm Portl - Alarm SENS - lights up if the sensor is in
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5.2. SD-2xIn

( : )
Remote monitoring device for connecting external H I_Ugro_up
detectors to 2x DI (Digital Input). To each DI
input, you can connect a door or window contact,
a PIR motion detector, or a smoke/gas detector
with a dry contact (relay) output.

-2Xxin

5.2.1. Pulse counter (S0)

An advanced feature of each DI input is a 4bytes
pulse counter for counting pulses. To each DI

Digital Input, you can connect an energy or water q P
meter with pulses (S0) output. Only pulses longer
than 35ms are detected.

Inputs

O

5.2.2. LED indication Antenna --

The default mode is the counter mode (i.e. Alarm
level = Not defined). When DI input is activated
(=1/contact closed) and the device is connected to power, the respective green LED
lights up.

‘ DI - Dry Contact Inputs

GND
IN1
GND
IN2

Port/connector I1, I2/terminal block g2mm

Type Digital Input (supports NO/NC dry contact)
Sensitivity 1 (On) = 0-500 Q

Max. distance 50m

Counter sensitivity 35ms

LED 2x green - input contact closed
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5.3. SD-2x0Out

IoT monitoring device with 2x DO (Digital Output)
controlled from the portal over LAN or WiFi. In the
case of WiFi operation, the initial configuration has
to be made via Ethernet.

Without a SensDesk Technology portal, the device
doesn’t work. For reliable output relay
functionality it is important to enable Check period
in the Device settings (Edit tab) on the portal.

5.3.1. LED indication

Output states are signaled by a green LED when
output=1.

Note: The device is not suitable for mobile
applications due to vibration issues (in cars for
example) affecting the relay mechanism.

T —

group

-2x0ut

Outputs

O HEEEE
Antenna --

NC1
CoM1
NO1
NC2
ComM2
NO2

Relay outputs

Type Latching (bipolar) relay

Connector Terminal block

Rating Max. 500mA at 125VAC, 1A at 30vDC
LED 2Xx green - output contact closed
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5.4. SD-WLD

Water Leak Detection unit with 1 zone input ‘ HI.IJ_QFUUD®

(external WLD Type A moisture-sensing cable).
The length of the external cable can be max. 60m
(any combination of WLD sensing + non-sensing
prolong cable).

LED indication

If the cable is flooded or disconnected, the green
LED lights up.

5.4.1. Termination q

It is important for the end of the cable to be ended

by the included terminator. If that doesn’t happen,
the device will keep being in the Cable

Disconnected state. O -
Antenna
WLD sensing
cable
‘ DI - Dry Contact Inputs
Connector Terminal block
Type Water (WLD) sensing cable
Sensor states 0 = OK, 1 = Flooded, 2 = Cable disconnected
Sensing cable length Max. 60m in total (WLD sensing cable + prolong cable)
Cable extension May be extended by AWG 24 cable
LED 1x green - flooded or cable disconnected

1 Hw; ! || | |

Detection
cable

Connection
cable

Prolong
cable

Terminator
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5.5. SD-4-20mA

Simple Device with AI (Analog Input) for remote
monitoring of external industrial sensor (4-20mA).
SD-4-20mA is an IoT Monitoring device with
Ethernet and WiFi connectivity.

Any industrial probe (sensor) with 4-20 or 0-20mA
analog output can be connected to this device.

Default AI port configuration (4-20mA) provides
also power for external current loop.

5.5.1. LED indication

When the LED (amber) indicator is lit, that signals
that power to the 4-20mA sensor is on.

T p—

group

-4-20mA

Active

Antenna -
=8 +
=
[

‘ Analog Input

Connector Terminal block

Type Analog input

Indication On = 4-20mA, Off = 0-20mA
Sensing resolution 0.01mA

LED 1x amber - when sensor is connected
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6. Technical specifications for all models

Supply voltage

5VDC/120mA

Connector

Jack @3.5x1.35/10mm, R3-45 PoE

Reset

To restore factory defaults: press and hold for 5 seconds
after connecting power

Miscellaneous

Operating temperature

-10 to +80 °C (for the device - sensors may support
different operating ranges)

Dimensions/Weight

67x78x33mm/151g (143g without antenna)

Electromagnetic
radiation

CE/FCC Part 15, Class B

EMC

EN 55022, EN 55024, EN 61000

Interfaces

RJ45 (10/100BASE-T)

Supported protocols

IP: ARP, TCP/IP (HTTP, HWg-Push)

Supported standards

802.11 b/g/n

Frequency

2,4 GHz

Output power

+19.55 dBm output power in 802.11 b mode
+16 dBm for 802.115n

Security

WEP / WPA / WPA2 PSK / WPA2 TSK

Antenna

External, RPSMA
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7. Mechanical dimensions

- §3,5 mm =}
i '
group
[ 62,3 mm ]
£ E A
E -
L] o Pawer WiFi
8 © SV e g
o . S
&, = Qagpl ™
&= Etharnat
Jl‘
. )
—I_. 67.3 mm J_Y
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HW group s.r.o.
Rumunska 26/122
Prague, 120 00
Czech republic

Email: support@HWg.cz
Phone: +420 222 511 918
Fax: +420 222 513 833
www. hw-group.com

manual version: 2.0.0
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